CCNA
Security

With a CCNA Security certification, a network
professional demonstrates the skills required
to develop a security infrastructure, recog-
nize threats and vulnerabilities to networks,
and mitigate security threats.
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S 53 0T (6l ek [0 505 SS s oS

R1(config)#Line aux 0
R1 (config-line)#password 123

R1 (config-line)#login

33 g odew p User Mode o O 355 51 LS Hge 50, 0l
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Telnet
ek sl aS Virtual terminal Caises Vty S Jls 1) Vty (5lme slacs ;5 AL Telnet 05 S Jlad (6l »
LS‘J" RGO I W J.;g.;ﬁ s \o )‘ Yayy EEBISL SLA g.LSL;o oslarul EESEEEEE LS‘J" LS)L"“’ o

J\:,S J)U bﬁj)j.’.’mbGlObal Jde D LACJ)}.; U"‘ odalix
R1(config)#line vty ?
<0-15> First Line number
Ol Ty Syl @l p il o, s sliws Lo 4 Jl5 Cadle Ol3ldes s Line Vty D5 03,5305 L

Asd g b S5 20l Sl e Ol 5o V0 L pl b as

et o 13 5 O aes G5y 5 oS o Jlad 1 0T (san 5 bl 5 25 10 cpl oles bl 5
R1(config)#line vty 0 15
R1(config-line)#tpass ###$5$$2741652ABCDVGjjj
R1(config-line)#login local
oo Telnet 0Ly )5 &S oS o p&;\ B ESEIBY LRSI IPL =3 oslaiul Login | giws 3l f o Craned )3
sl 5255 (S 30, su'jf@.a S35 S eslitul No Login  giws 5l Login sl a0 S1.S Csl gty |y s
Sa 4 9 Ay o e o3l Cyg L a4 Wl e led ASL s ol Cblse o o0 S sl s

Aa s w tws ol la o
o o35 o S e edalie S shilen oS eslinad 5 s SEAL s ey 5 S8 L i a5 Gl
Lol yse 30y &S Sl Lo ol 4 Secret 4SV¢:AJ§J.EJJ.>Secret B QTCJJV.A‘)@M Sl edomy Sy 4
Aas (el Hee e cpl Kl e WS 5 el sdalie LB Config s ol Hash &) 50 4
R1(config)#username babajani secret AB_@@_@ @BA
.W\Wﬁdi@ﬁvﬁebm\ﬁjjpbﬁ L oS sdalis Config 53 1) 5 s 3o, 4l (5
R1(config)#do show run | include username

username babajani secret 5 $15.08t$t9W8awy7EEzk.Zk89.DDn/
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J.:«SOML.:.A ‘J V."‘Jb rb"\j}"'é‘)jﬁ LSLQQJJ': 6\j45él.o.:ja-ﬁ r.:.:‘jSL;c LSJJ,}:"”;L'

R1(config-line)#do show run | begin line

line con 0

exec-timeout 00

privilege level 15

password 7 08006E7129393A3732292D

logging synchronous

login

stopbits 1

line aux 0

exec-timeout 00

privilege level 15

password 7 107D08140419110F2C567A7A71
logging synchronous

login

stopbits 1

linevty 04

password 7 03247B2B454C620FOD4A5A4653564F48
login
line vty 5 15

password 7 03247B2B454C620FOD4A5A4653564F48

login
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O RIE S o slaw jlio! T Slowf
s 4y IS lml Aol e e 350 058 Gl AAA SGS 4 6 e s 4 Ll e Ll
ol 03534 (_;Tcla.qprivileged mode ;> Jf\)wl&ofck.‘.ml{ User Mode 5 ¢ I8 S| UPS

S iy w3 e mws 0L )S 6l o5k B 51 Al 55 e Lo

S oS arie 5 L3k Oglite WGl o ms lan oS (S sl 855 sl o g b e onl et 81

.Juipai\swﬁﬂstg)ju;o;q)&;;)yda#ui

wﬁﬂ-’c]ﬂ“l-fﬁ)‘sﬁjjh-’ O‘i‘)" c.,\.:.'s.ﬁ)bbﬂ)' C)\‘)jl.wb G;j“k{;)))"tj*’ijﬁ w\@dé\j

o) ol Jl.>=.i‘8 j9

R1(config)#username userl privilege 8 secret Test@12345

R1(config)#username user2 privilege 9 secret Test@12345

25 ogs 3 b Lzl esll gy srs ax o) 50 w53 4SS asiie LUl bl ) A

D ot aS Show jgias 5 o)l 1y |l LUl e a4 A Ck..ﬂ)'\ SIPING g aS Cosl ol el

Al 03 Osz LS 111, Show | gies dli 555 555 305 Userl Sl o a4 o S el g
PRt

R1(config)#privilege exec level 8 ping

R1(config)#privilege exec level 9 show

oS Jlad 1 Telnet s g, L @,,éywh;m:&\ﬁ LSl aily a5 S

o 192166532 - PuTTY - 0 x| aUserl )51 A4S o odalie &S ) hailen
. || 1, Ping sy S1amds Joate RL 5,
STU s 4 dalp ] (e Oy A4S
SERE; .U;.‘\Ck..»sglaﬁjaASShow Jgwd
ol S g 5 gl 23S Ll A e
Sl Cadsdoe S S KilSe Sy

S sy ilie (glamlans
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o5 30 Sy g OF (6l o8 ol ol oa 0T 5 3003 55 0 3550 o (g3ldlnd Sl o (5505 B
el 25 Q)M@QTJ}:M: 45(,.@;)\}
R1(config)#enable secret level 8 Test@12345

R1(config)#enable secret level 9 Test@123456
357 i 5y 50 e LA Sl a H5mes ol 53 kS a5l 1) 5 5 ses User e o VU giws a5 5l e
S ol 1y s S sl LS Al e 5o 4SS5 ey 5 S 2505 1)
R1l#enable 9
Password:
R1#
S o3l gias cpl 5L S sdalie (ST s a1y el s ge S s e Sl (61
R1#tshow privilege
Current privilege level is 9
HTTPS gSSH (s g gw (& ylw Jlad
A8 syl Slhses 3 Ose bl S G5 3 #9003 SSH ol IS5 ol Jb sl
3550 s oL Olas ol pl sl g oS (AeST el 555 S5 Sl (eess b SS Ll s sl s
Al b s s L
R1(config)#ip domain-name 3isco.ir
OF 8l IS wxees cpl das oo Jlasl ol 553 DS a8 Sloy B S slom| IS axes G b aalsl s
3l Jlad

R1(config)#tcrypto key generate rsa
The name for the keys will be: R1.3isco.ir
Choose the size of the key modulus in the range of 360 to 4096 for your

General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.
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oS oslanal Ve VE Gl ol g oS AS jasile |y S wls o3I WL sl s
How many bits in the modulus [512]: 1024
/Generating 1024 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 2 seconds)
S o B 033555 Sl p s s 5 G LSS ea A o

R1(config)#username babajani secret test@2015

B8 PuTTY Configuration ? X
Category: . . . . .
E=I- Session b Basic options for your PUTTY session DD )‘ o3zl L’ Ll Putty )‘)‘e‘(’f’ J‘ o3l L’
D T:M I..oglging Specify the destination you wart to connect to
= Terminal “ . . X s -
. Keyboard Host Mame (or IP address) Port SSH d‘.’.)‘b )‘ .5}7- j.b.) .3)),6 @.)j.w L.’. B.E5) a“
- Bel (192168537 | [22 |
- Features Connection type: . " s - b - o -
- Window ORaw O Tenet ORogn @55H O Serial Olaj )3 &8 Al andls ax i SaiTe J"”*“’
- Appearance )
) Load, save or delete a stored session Z
- Behaviour ' . LIS ax S ls - y W -
. Translation Saved Sessions B, = > e >4 Odw g
[#- Selection | |
- Colours " Yes Ll aS 5 sol Ll W
Default Settings SI) 2 R = (o
=~ Cannection Ri S % j‘w@
- Data Save
.- Proy .JMAS“' &.g'.LS”
. Telnet Delete
- Rlogin
[+ S5H
- Sefial Close window on exit:
O Mways  (O)Never (@) Only on clean exit
About Help Cancel
EP 192.168.5.32 - PUTTY - | X

ve authentication prompts from server:

&Jk )\ ‘JAJSL;‘ odalis a5 )_}J@L@Jﬁ

rd-inter ive prompts from server

35l ("’“’“’"3" v_i.:; sl &S (508
.ﬁjﬁjﬁb)yolflwb
Enable Secret &5 A 4> & a8 ol &

S e ISl 5 3 AL s |
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S ealatal 3 ) gt LGl aa HTTPS s e Silwdlad (¢l 5

S o Jlab |, HTTPs J.»/J)J.;ﬁj)}:w>
R1(config)#tip http secure-server
/Generating 1024 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 1 seconds)
S e 3le s Gosb Sl S apsY e s o 5 s

R1(config)#ip http authentication local

Parser View (ow 3
ol a Sl gied 5 oS sl View (G oS ol ) O w0 gy ol gla ), 51 s (S
5 S eslid view OF Sl grws 1 A5l S e View Ol 3 0dd pae e R L
g el e s ush (A Sy Cad R cpl lBb anils | e 5Y et
3575 g b S0 Sla s e S enablesecret ) gias S S el pl deas el L <S558 !
s ol 3

R1(config)#enable secret Test@12345
day lead 3 el Do 4 H g cpl aose 50 oS e 5 s LI AAA g e L da dl> e o
.V_iJJSC,}L_’

R1(config)#aaa new-model

AeS 3 )lg |y el jasiie jae 5y 95,05 15 enable view | gias 5 A sl User Je sl

Rl#tenable view

Password:

A Al g View Root 5,15 Lek Enter (59,5 0 JLi3 5 550 505 05,5 3,15 3l da
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sl 3 Q)M@OT}PJSV{S)@JW€ULJ{J€'VIGW S LL view root 4 O 35l 5l A
R1(config)#parser view V1
view 3 r.:j\jSLfAS\J g LS Tl g dms 13 bt g s Jlgw Cudle S ST 00 3505 51 e

.L:SL;A edalis B BISL) b V.;.S oaleul

R1(config-view)#?
View commands:

commands Configure commands for a view

default Set a command to its defaults

exit  Exit from view configuration mode

no Negate a command or set its defaults

secret Set a secret for the current view
> ol View VI (gl ) se 5oy G oS sl ol s el L oS (8 sl
R1(config-view)#secret Test@12345
‘mﬁdw Ly sl alls 1y |l 5 goen v.:ﬁal);'-d«45uj\)j:..»;Commands Dpd bl sey 05l S 3 51 aa
(L, 1y VIEW VL 3 | > ;42 Configure Terminal 3 Show (Ping ;giws 4w 53 53

R1(config-view)#commands exec include ping
R1(config-view)#commands exec include show

R1(config-view)#commands exec include configure Terminal
i View VL 5505 55 ) siws b ol 5 o0 V= VL ) s ol 51
R1l#enable view V1

Password:

M\y&y%ﬁosw‘ d\yuﬁk&)\]f\),\iy&vlﬁjbsijew J)\j}») QJJSJJUJ"J\;Q

CN-N‘GMULP‘W‘UL;‘)}L»J&M
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R1#7?
Exec commands:

configure Enter configuration mode

do-exec Mode-independent "do-exec" prefix support
enable Turn on privileged commands

exit  Exit from the EXEC

ping  Send echo messages

show  Show running system information

NTP g w (5 jbwJled

503 3 il das e 555 Of 53 a8 B plas b 5 ol a5 53 g Sl L3510l oS il

o2zl Laol&auns Olo3 035 jaseiin Gl NTP g g oo 5l a3 58 o (s 53 asdn
S o o n 1 S0 opl e S L S e

NTP Server

R1
192.168.1.1/24 |FO/0

192.168.1.2/24 FO/0

Pal

~
u 192.168.1.3/24 FO/0
.n<f’<s'
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J....S@L:"JJ‘JGJU

J\.:S JJ‘) ‘JJ:’.J Q\JMD}L)&R]. J:)) JJ‘)
R1#clock set 10:15:00 22 nov 2013
R1#configure t
R1#configure terminal
R1(config)#ntp master 1
R1(config)#ntp authentication-key 1 md5 saman 123
J)‘j ‘)thMaSterl )j@}jﬁﬁGlObal "\AJ)‘)’\&.’)V'.’.bJSV?E':‘S‘JJSJJ @)U)Q&Lﬂ LJJ‘MJJ
DL SN sue N;&J]ﬂ: P NTP JQJJ.’. LS‘J" BE R )3‘5) d\jﬁff “ b j:j) w‘ c)}:.w) U'i‘ L: 45('...{))5
t_ii ch)‘J\:u_ﬁ .J\...::Laj.b.v S Master Q.};umﬁﬁ LS‘J") Yo U )‘ Ju‘j.‘;& c.l.;uS& oMun.o)ijJ LSLG':"‘

bj_;_,)jﬂu:,.\q_ajwﬂ)w)b-‘d)ﬁwﬁsuﬁ*s@%ﬁLf“?‘"‘h/\:ls

b s 4 NTP 55, Olsie 0 L RL oy 5 posd 505 s iss 20l Lb NTP 55 e 03 S asedie S5l day
S e S
S 55l 1y 5 &)y sws R2,R3,RE (sla 555 5
R5(config)#ntp server 192.168.1.1
R5(config)#ntp authentication-key 1 md5 saman 123
ol gedaline (gl AeS o CBL S R jay (g, 31, 59 '@)U)cﬁ:«lﬁu Sladas b 59, gmws I L

(":“Su'" oslaiul 5 5 gtws 3l e

R2#show ntp status

Clock is synchronized, stratum 2, reference is 192.168.1.1

nominal freq is 250.0000 Hz, actual freq is 250.0003 Hz, precision is 2**18
reference time is D639AF96.2C66330A (10:25:26.173 UTC Fri Nov 22 2013)

clock offset is 12.7890 msec, root delay is 43.90 msec
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root dispersion is 902.04 msec, peer dispersion is 889.22 msec
B @)U b 4 45 5 S eolawal show ntp status ) i 51 5 Ao R2 5o, Sl AoS e edalin &S Hsbolea

Sl Gl B sy e cela

SCP JSSg 9 5 ylwJled
ool Jlml gl csl L35, «ooul Secure Copy Protocol 4elS cadses 45 SCP ias L ol Jlanl IS5,

R1# configure terminal
R1(config)# ip scp server enable

R1(config)# exit
AAA Jg"jﬁ )80 )2 cJ?SJw QTJ‘J._.‘S‘)AAA JQJJ'! %L&?—SCP )‘ oalare! 6\f‘\s.,\:..;:l.a s 42-‘5.’

ﬁb\b@&jdﬂggb)y@@g}w).}

SNMP g g éijw

3 8es 5 o e gl IS5 S Simple Network Management Protocol Olea L SNMP (g 5
Sl o 2o OTY (gasens &S s 55793 U1 3ISNMP (laasecs (sl g Loy g e aSS saolKis

.JJ‘J |)

S e odalie boigy\@}ijwﬁ)d,»_ﬁ«s@\ el Jde 6 e (6lls SNMPVE. 5

O 4 S8 5 e a5l o
03,5 3,05 G b 5l ladd

© Al e g el

S Ty s Sl 3,14 S el noAuthNoPriv
S e pl S
Al SU b Ll 55 e
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Stz S bl
SHA , MD5 = j» 51 |

S0 el b

.Juh.)g;o

No

SHA 5 MD5 .z, , S

authNoPriv

Sl bl s
SHA ;s MD5 =, 5| |
el 1) Slael AU
Rl oo 5 Aas e
|, DES56bit ¢ 5 50
slas lubal Wl o
21, DES-56 5 CBC-DES

.MJ@

Data Encryption
Standard (DES)

SHA 5 MD5 =, , S

authPriv

IS s 5 Do 4 LLSNMPVE ST 5 5 05 S Jlas (gl

eslews| snmp Qj))s«Sc,..u\l;MwH_gv_aij\ ol b yme 0y S Olge 4 3iSCO walS 15 5 gius o

L;Las‘\;.i)f.)\:;So;u:M\J\yQ»‘)f\.oj\d)'l.\x.gjf\j.,\:.;SJJUbprivjjz.w.au\:\ﬁw\\'“mlé;.?&\ﬁeu

sl read ey S e ol oMb 1 ol Sl sdalie gl oS 8 8 AiS e salia | il

Aeads s 1y Ol Wil a5 Cl Ol sdalise

sdalie BB DMl ples & el Lis ol 4 45 sl |y by 33 51 6 a1 il il

SWi(config)# snmp-server group 3isco v3 priv?

access specify an access-list associated with this group

context specify a context to associate these views for the group

match context name match criteria

notify specify a notify view for the group

read specify aread view for the group
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write specify a write view for the group
ol 23 Zoge @ 2lE s 5
SWi(config)# snmp-server group 3iscov3 priv
S )l 3 Do 4 e ol s
53 s S sl L3 al> s s aST Iy s S 4 5 S 55l snmpuser Ol g b (g 508 ol G s opl 5o
03 s 3 S 3l DSl 055 U8 5y Sl sl IS5 0 UL OT Sl e 4S5l a3
des |G, !, 12345@Test 3o, s MDP |SS 5,0 (sl Test@I2345 5o, 5 ) siws pgh';a S sl 1 Ll
|
SWAi(config)# snmp-server user User1 3isco v3 auth md5 Test@12345 priv des 12345@Test
mﬁasu;M\SNMPJisjﬁj\ (w\y 4 L;\ﬂwﬂ.{fq,@\)b}&:jﬁ. ol s Sas mﬁ‘jﬁ-‘_;c BICERT B INEY
Lal anils a4 o (AoS e eslitul PRTG jlj-é\p_; 3l sl 3 &S S oslizul Ko sibe )lj-é|p_; Sl b

S sdalie o3 S i 1, O sy 45 ) 4 e S 51 Al oo L I3l 3 ol S sal

V Home Devices Libraries Sensors  Alarms  Maps Reports  Logs  Tickets  Setup
ey 5 4 s PRTG )\)_é\p_; > Devices _5 5l

roup Root

.. Z . . .
e | L T T I oo Soo p A 35 B 05 S LAl
atus: Sensors: Search: =
K vH2 vz vHEs (of9 B Search.. O © & .
- oS S Add Devices
00’ - -

2 Local Probe

[m Probe Device B o=
25ens0r:
(7] 4 5ersors
O 57 Network Discovery

Bl & Device w@s

5 m Device e v
© Add Remote Probe © Add Group © Add Auto-Discovery Group © Add Device © Add Mabile Android Probe

Add Device to Group Local Probe P . .
T WS 30y 5 9 s (¢l Cb K amio REBE

Define a device narr]; and address, options for auto-discovery, and credential settings for Windows, Linux, VMuware/XEN, and SHIME, if necessary.

>

Help: Add a Device ‘) 3‘9;'- J'.;j) L.,' é:;;y u.»).)‘ IPVA M )-> j

DEVICE NAME AND ADDRESS

Device Name swi . J ‘ . cL’ o ‘ . . S ‘
P Version ® Connect using IPvd - J )'< oy s e ) Rl 3 "\""S.. D'
© Connect using IPvé
1Pu4 Address/DNS Name 10.180.0.252
Tags
Device Icon © = o ) o &h o[
) eF ol ow )
o ° o & o B oD
o & o = o 24 o 5 =1
off o® of o= oal
o & o & o 3 o &8 o[
ok oF o= 0w o
o o 0 = 0 - o 8 0 =
o &t o ol o © .
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Add Device to Group Local Probe

T IITENT IO LOLdT FIOUE

CREDENTIALS FOR SNMP DEVICES

SNMP Timeout (Sec)

Duetoin

i CPLLnay nth:

5

ations, you can only monitor a limited num
BRTE is ahls tn handls rouakh 40

o
SNMP Version o v
© v2¢ recommended)
LR
Authentication Type ® MDS
O sHA
User Usert
Password veeereaseees
Encryption Type ® DES
© AES
Data Encryption Key sssssssssnsssass
Context Name
SNMP Fort T

of sens:

ars per second when using SNMP v3.

And and ramntar rars_dan,

iting factor
This

inue >

2ndin,

Cancel

S VB 1, SNMP (3355 amis 1l 53
&5 ;3 MD5 |, Authentication X LS
sl &S 1, Userl (5,8 b LS
7o 5 S o)l User Cwas 5 s S
LS 5,051, 63 5 TeSt@I2345 45 U5l  5us
Des (s ;S EncryptionType Caud s 5
LS 5,15 15 12345@Test e, 5 sl |

oS SIS Continue (555 5

Remote Probe © Add Group

© Add Auto-Discovery Group

TR T
[l w1 Device 4 Ping
= Ej S:M _,..-ﬁ Run Auto-Discovery

© Add Device

L e @ oSy 03 S Wl I A

Run Auto-Discovery (s, » Lils e

MONITOR WHAT?

© Availability/Uptime
© Bandwidth/Traffic

© Speed/Performance
© CPU Usage

© Disk Usage

© Memory Usage

© Hardware Parameters

TARGET SYSTEM TYPE?

© Windows

© Linuy/MacOs

© Virtualization 05

© Storage and File Server
© Email Server

© Database

© Cloud Services

© Network Infrastructure

© Custom Sensors

MOST USED SENSOR TYPES

SNMP Traffic

nd traffic on servers,
sing SNMP

Add This b

TECHNOLOGY USED?

© Ping
® SNMP

© WM

© Performance Counters
© HTTP

© SSH

© Packet Sniffing

© MetFlow, sFlow, jFlow
© Powershell

© Push Message Receiver
© PRTG Cloud

g d oS pl S aS SIS
Sl s a1 Ll S5l g1
JKS b s IS Add Sensor (g
Gae S 3 pl 55 5 555 all )

SNMP (c5, 5 A4S sl |, SNMP

Add Sensor to Device Sw4 [10.180.0.252] (Step 2 of 2)

BASIC SENSOR SETTINGS

Parent Tags Cisco| |Switch

Tags bandwidthsensor % | snmptrafficsensor ®
Priority Fhk

TRAFFIC SPECIFIC

Select all connected interfaces Select all disconnected interfaces

Interface Number

Deselect all interfaces

Continue >

(10004) FastEthernet0/4

Cancel

% Mame ¥ status % Speed ¥ Type
v (001) Vian1 Traffic Connected  1GBit/s proprietary
/ virtualfinternal i...

(10001) FastEthernet0/1 Connected 100 Ethernet

Traffic MBit/s

(10002) FastEthernet/2 Traffic Mot 10 MBit/s Ethernet
Connected

(10003) FastEthernet0/3 Traffic Mot 10 MBit/s Ethernet
Connected
Connected 100 Ethernet

2 Search..,
# 6dbit ¥ Internal name ]
Yes Vian1
Yes FastEthernet0/1
Yes FastEthernet0/2
Yes FastEthernet0/3
Yes FastEthernet0/4

50

S SIS Traffic

odalie a5 )jlé_vl.o.h

-

S A4S e edalie |, Mlan 5 lainterface

Sy plS e Ll 055 sl sl KlS e
- Status 5 > oS Ol sy Ll
J=e interface f“’s S ol dd Laskie
6}_}f&_)L>pD‘J\M‘@‘)LSJL>)J}OM
Ll oo Ll 3l A aeS SIS Continue

.inl{ai\ssjﬁ-oliusébﬂﬂsco&i
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IOU of yoid 4 GNS3 (31wl of y g wuad
> Slas o Gl ool S Lo s i slaelSins gl (s3be 3le LIl 5 o e 5 S GNS3
M\debjglaﬁSobﬁ@jjméwj').\mx)bGNS?)Qmw%}\écwuﬂbb&j}
o ol 53 3l 3 g s Bl pl 51 JSCie 5 0s B b Cins (1 1OU sl ol 86, b Js

.@Mom\)lou)m;sw)ﬁ\,GNsaJ\plbgdj\x\ oy 5 el o g el s

S 35U 1) Sl 5 es cpl SIS g8 sl

GNS3 Installation

http://p30download.com/fa/entry/56879/

GNS3 VMware Workstation

https://github.com/GNS3/gns3-gui/releases/download/v2.1.9/GNS3.VM.VMware.Workstation.2.1.9.zip

& &5 4 GNS3 VMware Workstation LG Jg 550 Lol Tl 3L 5 e el GNS3 o2

B GNSIVM.ovE 11/9/20176:58 AM  Open Virtualizatio.. 335,949 KB Cowlova L gus Lo 00 JJLé
e GMNS53-21.8-all-in-one.exe 8/13/2018 3:10 PM Application 55,834 KB

Al s s 01 il

9okl aola 5l ol olS Wil o s SO LIS VMware | Slks Jal = slw! VMware Workstation

Store the new Virtual Machine -
Provide a name and local storage path for the new
wirtual machine.
Name for the new virtual machine: ‘ " 5 6 W M‘ . LE ' W 5 S u : ) ‘L '\
i ol A5l gn oS Al alh 5 IS )5 U 035 5L 51 s

Storage path for the new virtual machine:

C:\Users\pabajani\Documentsirtual Machines|c J:.KS &15 Import .J»:.lS S0 29 Lad J.:.:AJ b QT Ol oj...?'-.s UNJDT 9

{0} Home ] (71 GNS3 VM ]
91 GNS3 VM

Sgdhosll Bisyse il U

P Power on this virtual machine d‘ LS)‘) J-" “) J)} Q - S ."‘ LS‘J-’ u. - “La OM dl&e j‘ Jw-’
'EIEd\tvirtua\ machine settings

JS& s 45 Edit virtual machine settings (55, » oS Jlesl

v Devices
W Memory 2GB
[ Processors 1 . A 'S S S - ‘ ° 1 - 2:' B N

(i Hard Disk (SCSI) 195 GB

(=i Hard Disk 2 (SCSI) 97.7 GB

+) CD/DVD (IDE) Auto detect

¥E Network Adapter Bridged (Autom...
¥ Network Adapte... NAT

& Display Auto detect
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(AHard Disk 2 (SCSI) 97.7GB Network connection

“)CD/DVD (IDE) Auto detect (@) Bridged: Connected directly to the physical network
u_ Network Adapter  Bridged (Automatic) /’ Replicate physical network connection state
TEnetwork Adapter 2 NAT

Ml pisplay Auto detect (2 NAT: Used to share the host's IP address

() Host-only: A private network shared with the host
(©) Custom: Spedific virtual network

VMnet0 (Bridged)
() LAN segment:

r
Virtual Machine Settings — o]
Hardware | Options
Device Summary Device status
Connectzd
W Memory 26GB onnects:
[ Processors 1 Connect at power an
(\Hard Disk (SCST)  19.5GB

S50 tle CPU 5 oy Slde il o s o] 3
oo 8 deas i g s Ses gln R
OF 4 CPU wen V5 oy LIS Y 5 50
Sl b LS (gl a8 cl sl esls oliazs]
B 3,50 a0l ) A Cd 3 g dal
G S S ekd b amio 53 5 AS sl
S 4 Ll g g, ol U aiS Okl | Bridged

S feane ol iSi )8 50k Sl led a3l

() NAT (shared host's IP address with VMs)

() Host-only {connect YMs internally in a private network)

MAT Settings...

[ ok [ cancel | [ Hep
| GNS3 UM - WMware Workstation
File | Edit | View VM Tabs Help | [» ~+ 5] . . P “ s . .
| L] sl e 1 e Sl w b e Sledes oSyl (sl !
@ m Cut Ctrl+X
Copy Ctrl+C . . Z S B . .

ﬁ o oy virtual g4y 38 5 A o5 Edit (g 5w 3 )5 LL AS ) o VMware
’ Q 1;’lr‘l:ual Metwaork Editor.., s . 1“'§ &.J . ,-‘ ‘) Network Edltor
i references... Ctrl+P

~ Devices
i Memory 2GB
[ Processors 1
(e Hard Disk (SCSI)  19.5 GB

@ Virtual Network Editor -

Name Type External Connection Host Connection ~ DHCP Subn ‘_) VMnetO 4&‘:’ Q)ls J‘;{L{ W LJ'»{‘ )"
VMnetd Bridged Realtek PCle GBE Family Controller - - -
WMnet2 Host-only - Connected Enabled 192, . Z . . v
VMnets  NAT NAT Connected Enabled 192, 64-*-,’,; L u—;:-il-l BLE J‘::'S Ul’“-"
@5‘} &M}’: Q)LS E) ul.>=2;\ b Bridged
a T | L }e"gqu 1.9‘&“@6‘)3?&-\% -~
Add Network. .. ] [Remove Network]
\c'Tj‘InetInfnrmaﬁon S S OK LS})J — \ S ol »" - ‘
(@) Bridged (connect VMs directly to the external network) - . - .
Bridged to: [RealhekPCIe GBE Family Controller A— v] Automatic Settings...

RUAY

Connect a host virtual adapter to this network
Host wirtual adapter name: YMware Mebwork Adapter YMnetd

Use local DHCP service to distribute IP address to VMs

DHCP Settings...

adly (g3l 4SS K Ll 5 oo Ll 1K

Host Only ¢ el oLl 5 s asl

Subriet IF: Subriet mask:

e W (1S 5 5 1S aslin

[ ok Apply |

Restore Defaults

] [ Cancel

J

[

Help
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Bridged / Js

o e
Silome rile 5 dalt S5 g | Bridged o sgds L3S a5 3 S eslel L gl S WL S o S
e b ol eS8 (653 a4 s 0T S laSd IS 3 )b 5168 ol ol (S5 e SO 5
DHCP s o 31 15 1P oy3l Slito Wil5 oo 5 358 g uate Lol a5« Bridged Olaa b b o b 5l ol

v\-S Caél-i)b

Edit View VM Tabs Help > | & D OlD == ™| @

(51 GNS3 VM C)’;‘.“‘:;L‘ st d)‘j’jw) ‘}‘ ./\8..)

GNS3 2.1.0

wmio O O3 1l

= . .
To log in using SSH: JS‘ LY L JJB‘}?'
ssh gns38192.168.5.219
Passuord: gns3

Images and projects are located in soptsgns3 - lS .b - e
() 4 5o uLoJa.u“

Release chamnel: 2.1

(:bu‘ d’;w).) “ b &J:

4 IP U.HJJT cJ.:.«.LL’ OD‘J

P 5 Coend 53 el ol o3ls OT 4 1AYNAONA o] ISS cpl 534S s dal = sls olazt] o
u|>\)>¢§¢M\GNs3aTM;wﬁﬂ,lsfu‘stM\omWSSHpom&m@kﬁf@)};ﬂs
AL elsl 3 oS b OF (3l (edle ol jon 0 15 GNS3 3l 3 il 5 bl B 3 S el SIS 0T L
;,JUMLS;WJJ‘u_Jgpw.‘V,«;sosu;w\gbsw\);ob\jm;sau\GNssm)louMwa‘g‘y@;y

sl sl ij\);dhﬁ.ﬁ.ﬁu.@;(al;glb@
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& Setup Wizard

Server

Please choose a server type to run your GNS3 network simulations. The GNS3 VM is strongly recommended on Windows and Mac 05 X.

) Run modern I0S (I0Sv or I0U), ASA and appliances from non Cisco manufacturers.
/ This will require an aditional VM (the GNS3 VM is avaiable for free) .
Run only legacy I0S on my computer
Requires 105 images <= C7200
Run everything on a remote server (advanced usage)

The server will be on & remote computer and can be shared with multiple users.

¥| Don't show this again

L)"‘ DL A M\j} JALE I P9 J.(J
ngjfjul}-.b\bdj\éd.%;w

DS SIS Next

)))Md‘))))\jﬁﬁ)b:&
Al axlge Calie glales L aalsl

oS LSl S s

.J\jﬂl.éjuﬂjﬂj L;"JTC)L@.QQ.J

Cancel

Mext >

& Setup Wizard

Local server configuration
Flease configure the following GNS3 local server settings

Server path: [C:\Program Files\GNS3\gns3server. EXE|

S o 3l b amio Gl

Browse...

Host binding: | 192.168.5.36 -

Port: 3080 TCP

U]l e i 0T (555 5 GNS3 133l

S SIS Next (555

6‘ Setup Wizard

GNS3 VM

In order to run the GNS3 VM you must first have YMware or VirtualBox installed and the GNS3 VM.ova imperted with one of these software.

Virtualization software:
8/ YMware (recommended)

VirtualBox

14

The GNS3 VM can downloaded here.
Import the VM in your virtualization software and hit refresh,

Leading Edge PC
Virtualization

BUY NOW
GNS3 EXCLUSIVE

o ==l
u.:...ZLA LS)‘.J\J\G‘) J}-‘JA J§‘ Cooond U'l‘ BE)

‘ @Qo:\;r@\ym):béﬂ?u
)CPU )‘J.QA cbjs J\A‘j} L;;Lwl...«;: )SDF

Next Ls‘})ﬁjoﬁjs&ﬁhi»b r_))‘.l.a.ﬁ

VM name:
GNS3VM ~ || Refresh

WCPU cores: . \1]5 ( § ks
2 = b -
RAM size:

| 40g6lme 2

Cancel

Next >
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& Setup Wizard

Summary

Servertype:  GNS3 Virtual Machine
VM engine: Vmuare

VM name: GNS3 VM
VM vCPUs: 2
VM RAM: 4096 MB

The server type has been configured, please see the summary of the settings below

< Back

Finish

[® =]

J«ahé)'\.?uwib@ Cand ol 53

S s

Cancel

6‘ Mew appliance template

OR

Add a Qemu virtual machine

Add a VirtualBox virtual machine

Add a VMware virtual machine

Add a Docker container

Add a VPCS

Add a doud

Add a generic ethernet hub

Add a generic ethernet switch /

—

Import an appliance template file

Add an I0S router using a real 105 image (supported by Dynamips)

® Add an IOU (I0S on UNIX) device using a L3 or L2 10U image

Cancel

(-7 sl

Help

AL 55, a=io Finish 5, » SIS 5 A
503wy misw 4 by e 105 AL 4SS dal
O ol sl oS 4Ll GNS3 )\)_é\r).} Oy aw
OK s, » 5 S bl Addan 10U ... g4 S

S SIS

Sshls 5y S sl aw Y g Y @Sy:u.bﬁ]a Image LU 5> 4@33}.\#4{]9){)» 10S 1 eslazal (sl

Switch L2 & L3:

S

https://drive.google.com/file/d/0B8tSmsEbVQs-bjVXY3VaMFJrclE/view

|OS for |OU |_2 & L3 3items

i i86bi-linux-12-adventerpriseks-15.1a.bin
[ i86bi-linux-I3-adventerprisekg-15.2.4M1.bin

B iourc.ixt

55
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6‘ Mew I0U device ternplate
Server

Flease choose a server type to run your new IOU device.

Server type

@/ Run this IOU device on the GNS3 VM

Cancel

Mext =

=
e‘ Mew IOU device template

g
&

Name and image
Please choose a descriptive name for the new I0U device and add an IOU image.

.;}L
A

Name: |L2-Switch = =
Image
Type: L2image e A

10U image: i86bidinux-2-adventerprisek3-15.6.0.95.bin Browse...

L2 sl

Uploading i8sbi-inux-2-adventerpriseka-15.6.0.95.bin

33.1MB (98.3MB

—

6‘ Please wait

33%

Cancel

Einish

< Back

Sy o 4 GNSBVM (g4 S Cand ol 53

el ol Ol PR

J:S&:LSNGXt L;.})J"

o Sl 4 L 53 b amis ol s
S e (S5lme eile 1) 00 5 $Ses
350 00 5o Y i slp 8 opl Gl
LLTYpe Cuand 55 5 S 5)l5 15 05 S
SUS L 5 S bl | L2 image a5
B QT@LJ{JA 10S L Browse (g5, »
petle 53108 LG S ol | caiS Clss

A dal gt 3 )T GNS3 (g5l

& Preferences

General

[IOU Device templ

Server
GNS3 VM
Packet capture
¥ Built-in
Ethernet hubs
Ethernet switches
Cloud nodes
~ VPCS
VPCS nodes
~ Dynamips
10S routers
~10S on UNIX
~ QEMU
Qemu VMs
¥ VirtualBox
VirtualBox VMs
¥ VMware
VMware VMs
~ Docker
Docker Containers

~ General
Template name: L2-Switch
Default name format: 10U{0}
GNS3 VM (GNS3 VM)
86bi-inux 2-adventerpriseks-15.6.0.95.bin
iou_I2_base_startup-config, txt

3i& 12-Switch
Server:
Image:
Startup-cenfig:
RAM;

default

Ethernet adapters:
Serial adapters:

4 (16 interfaces)
0 (Dinterfaces)

New Edit Delete

13 Cancel

o o9 aY TEre IR s
Ls dal e wlal bl s o
Gt e Y e Sl 6l g
New (55, » b LS Glol o)

S SIS

Apply

56




www.takKbook.com

CCNA Security - Farshid Babajani

& New 10U device template @ J)‘j ‘) A 4_.‘.3! Gi:jj'w CL, r‘h W U'.’.‘ 03
Name and image >
Flease choose a descriptive name for the new 10U device and add an I0OU image. . . . o .
BERLPLREY )‘J'.elp., w1, ol10s L 5
Name: |L3-Switch e B
Image .Jj..ja Jﬂ‘ Lg)bw (ﬂ";l’d
Type: L3image - .
10U image: |i86bi-Hinux43-adventerpriseks-15. 5. 2T.bin -— Erowse. .. J‘::‘.S ‘-g':ls FInISh Lg)) J-’ )ts CL‘*:‘ )‘ "“*-’
e‘ Please wait @
Uploading ig6bi-inux43-adventerprisek9-15.5. 2T.bin
33.7MB [ 165.0 MB
T
< Back Cancel

& ®

Servers Summary

€3 GMNS3 VM (GNS3 VM) CPU 0.0%, RAM 13.2%
€3 N10000 CPU 21.5%, RAM 30.6%

N\

Servers Summary C.ad 4 GNS3 1 3le 5 55 Sl
a by Gilms ss e slocal g m 53 AlS a5
S S o ol OF (gl plosen Ko yile ol en

WLl 0T 03 52 Jlad o> QLIS § 5850

& Project-1-2M1397 - GNS3

File Edit View Control Node Annotate Iools Help
a_c il = rd Q a
e ORF> C BmIm., 1
[=]] = Topology Summar: v
- Node

ou1 ou2

e i
i

Servers Summary

@ 1ou1
O ou2

JLE?&*IJ'&@

=new appliance template ] v
Console
GNS3 management console.
Running GNS3 version 2.1, on Windows (54-bit) with Python 3.6.5 Qt 5.8.0 and PyQt 5.8,
Copyright (c) 2006-2018 GNS3 Technologies.
Use Help - GNS3 Doctor to detect common issues

=>

Console

&) 10U1 telnet 192. 168.5,213:5000

© 1002 telnet 192.168.5.213:5001

~ ) GNS3 VM (GNS3 VM) CPU 0.0%, RAM 20.1%

) N10000 CPU 10.6%, RAM 31.8%

[f=e s

Caand 53 VL Jorl e pladl 5l s
2% -’J}‘@jjmdi.iuu}l.a@Device
it el L S 1t
5 S e 5 S sl ol

)Esjym)sja.lt.&ﬂ)of
S s L el da 5 deS
L) JAJ.:SL;A oMUMAS)jJaJM

Ok 4w 5 55 4 misw o

JOWPRR- RN PR o
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GNS3 gL )33)4@93@}‘”05 ué; ol

JLJ\,\}AD;Maunombwwwyggyjm;s@wabdj@w;ucﬁu\;&sw);

IOSJ\.ll.gwCﬁ\)zc.)w't-M\jp'-\ﬁlJ;rg\?)gul:\)séégyQ\)jwsm)ﬁ&&m

4Ly S 3 5hT (lomn e 0353 15 O s (35 4l (oS BLSIGNS3 i3l 5 s a1 S5 4 bosypo

..A.“;SJ}LJL;LA)\)A\@; 355 O 1y ol Al

ol 3 S 31 Al e 108 7200 cisco Router s 5kls (¢l 5

http://ipmanager.ir/r/CISCO/7200/c7200-adventerprisek9-mz.151-4.M.bin

& Project-1-2M1397 - GNS3
File View Control Mode

Annotate Tools

Select all
Select none
{0 Manage snapshots

ﬂ Preferences..

Ctrl+ &
Ctrl+Shift+A

Ctrl+5Shift+P

ou1

Help

Edit s5e 3,15 Sy 4 by ,w 10S 551 51 da

S SIS Preferences (g4 S (S » 5 s

& Preferences

General [10S router templ

Server
GNS3 VM
Packet capture
~ Built-in
Ethernet hubs
Ethernet switches
Cloud nodes
¥ VPCS
VPCS nodes
~ Dynamips
——
~ 1I0S on UNIX
I0U Devices
~ QEMU
Qemu VMs
~ VirtualBox
VirtualBox VMs
~ VMware
VMware VMs
~ Docker
Docker Containers

iz
i}
2

IOS Routers a3 35l
SIS New (555 2 5 s

UAY

58
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6‘ MNew 105 router temnplate

Server
Please choose a server type to run your new [0S router,

Server type

Run this I0S router on the GNS3 VM

® | Run this I0S router on my local computer

MNext = Cancel
6‘ Mew I0S router template 7 |[=2
105 image e
Please choose an 105 image.
I0S image:
Browse...
Would you like to decompress this I05 image?
Yes No
< Back Cancel

e‘ Mew I05 router - c7200-adventerprisek®-mz.151-4.M.image

Name and platform
Please choose a descriptive name for this new [0S router and verify the platform and chassis.

Name:  |ROUEr C7200 o |
Platform: | 7200 s -
Chassis: -

£

< Back Cancel

59

MLSJ)J”‘)IOS&%HJ"M@‘)D
Local  jx g5 S S =S 1l Lol
Next s, » 9 4S5 bkl |, Computer

S s

5 S SIS Browse (g5, p amio ol 5o
Lol gl s e O a1y 0 55l LU
A 5 SUS Yes g5, olsBle 5 4 0T 03 S

S SIS Next (555

))‘ja‘_}ﬁd.}‘\{b;‘jjﬁu%pwcﬂjb
j’.")}sﬁj JJA %Lplatformw).}j

Next (55, » 5 4> L3 C7200 (55,

S Ss
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& New 105 router - c7200-adventerprisekd-mz151-4.M.image @ .LVS L.i.«.ls Next LS}) s M LJ" ‘ L
Memory -’:
Flease check the amount of memory (RAM) that you allocate to I0S. Too much or not enough
RAM could prevent I0S from starting.
Default RAM: | 512 MiB 3

Check for minimum and maximum RAM requirement

< Back Mext = Cancel

6‘ Mew 105 router - ¢7200-adventerprisekd-mz.151-4.M.image \EI
k ad ﬁ'
Nﬂm;s:dfozts‘:r;e default network adapters that should be inserted into every new instance of a ‘ . ‘19 SI t J_’L’ “ N ‘
this router, ) j"j) 4" j"f o o —d u‘.’. )J
slot 0: | C7200-10-FE =
WSlot ! Suy 2 & LS bl
slot 1: = - " “ T
slot 2: - dl;. S WD §/, ‘ 3 LA - ‘ ‘ .J\." 5
slot 3: - = Caa i J-e u)ﬁ t,f ‘9-,";‘
o i LS o ol 55 i Slot sl
slot 5 A :
slot &: -
v\-:-\s &LS Next ED By
< Back Mext = Cancel

6‘ New 105 router - c7200-adventerprisekd-mz.151-4.M.image @

Idle-PC = -
An idle-pc value is necessary to prevent 105 to use 100% of your processor or one of its a § S )‘}5- )s,ﬁ) LS‘J). "\'il'f RDON ) Lf»{‘ )_3

cores,

Idle-PC: |DX60608434 e |

¢ 208 pl Gl S asis ldle-PC
orl s SIS Idle-Pe finder asSs (5,
LS;JJJ‘MS,CS&“CPJA
Jhﬁ")ls‘))ﬁ);ﬁvsjw)jﬂ

WalS CPU S5 1y IS ol ST el

!

ISWIR VA PEIE PP
< Back Einish Cancel ‘9}

60




www.takKbook.com

CCNA Security - Farshid Babajani

313810 9 Q10U ¥ (30 5 43LS!

oul

Ay
.

& 10uL |

.@1 License section not found in iourc file /tmp/trpfl pxd986/iourc

N —a

Iate ‘

SEI0U LS (gl as adl addls g
J)‘) GNS3 BL. J\..).L: S J\.i)‘b M‘Y 4
da 5 ngs gl b oassly SIS
Lkl L e oKias 038 G,

AeS Jes 5 e

| IDURC - Notepad

File Edit Format View Help

[Ticenselgns3vm = 73635Fd3b0al3ad0;|

[license]

gns3vm = 73635fd3b0a13ado;

L;db;ﬁb‘).))‘jtxt &b&“)bbﬂ)‘)}'ﬂ

VALY o;::'-f:

61

& Preferences BeR = - ) e
Cand L g GNS3 )
g:ﬂeral [I0S on UNIX preferences | J " 2
GNS3 VM
~Battan e S s Cannd 4 9 b | Preferences
Ethernet hubs v\
Ethernet switches /
s T 35 9 LS 4x.>.-|]c I0S on UNIX
VPCS nodes Proee
~ Dynamips
I0S routers B P L, .
I0U Devices rowse 6)‘) J-" e ‘) .
~ QEMU
gemu VMs .
vv:f?;::a‘?oﬂ);xVMs V| Check for a vaid 10U license key AU ,]aj;)ﬂ TXT Jﬁb 9 J\.“S“' Lg-J-S“
~ VMware
VMware VMs
~ Dock
Docf(;rConlainers J".’.st bt?Ll‘ 4.§ ‘) My
c.)\?'s&:LSOk &)Jﬁjg_.)u;ﬁ‘
Restore defaults ‘9 dw IOU ~ ”‘y ‘)LS O-i‘ l-.’
ok Apply . \ E3 \ “9} dw LA "..s
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Fws SO 43 LOg (g pw 5 b Jlad
JS&‘L;A LBLOJ‘ .y d‘)}:’.u cjjj) ‘G;}w ;L.ajww &M:J 6&0&&»: LS‘J’ LY LS[LA)‘J{)) J‘ el &;"J

A ES S SaS O 51 2b oS 51 S ok 5 s 518 Wbl o 1) el LlS e sl

R1 Cloud-1 Wd‘t")c'ou‘jQ)ﬁj}&jﬁj;dﬁ&bpﬁf

@ L (K:) ConfigureLga;w-fjwb&?lsoh;))ﬁj%ﬁaul

“§ Change hostname

4 Change symbol LS &.JL>=:-" ‘)

Duplicate

[ Show in file manager
4 Bring to front

B Command line

3 Raise one layer

£ Lower one layer

i Delete
& Node properties ? e
Cloud-1 configuration N S5 ol el S lamis pl o
Ethernetinterfaces | TAP interfaces | UDP tunnels | Misc, / Show special Ethernet 64*3.)?
VMware Network Adapter VMnet] o=~ iy Add Add al Refresh Delete
e sl Network 5l e s LS ol | interfaces

Silme &Sd DU 2588
CJJLS Ui‘ c.,\a.ls ubﬁ.:‘ ‘) VMnetl
VMware 4 by (gilme S

J s 5 OTIP ) Al e oS
V| Show special Ethernet interfaces
S SIS ok 5, p S

Reset OK Cancel Apply Help

Al Apps Documents  Settings  Web P-
Best match

Virtual Network Editor x .,\75 odalis \) LSJ""" M QJlS "”L‘“ﬁh‘: &;‘J LS‘J‘.

-==- Desktop app
|, Virtual Network Editor . 5 ,w 5 LS S Start (g5,

Apps \
= On-5creen Keyboard > .L:S \ﬁ\

Search the web

O wirt - San walk racylic
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& Virtual Network Editor *
Name Type External Connection Host Connection  DHCP Subnet Address
VMnet1 Host-only - Connected Enabled 192.168.21.0
VMnetd NAT NAT Connected Enabled 192.168.223.0
Add Network... Remave Network Rename Network. ..
WMnet Information

Bridged (connect VMg directly to the external netwark)
Eridged ko: Automatic Settings...
MNAT (shared host's IP address with VMs) MNAT Settings...

Host-only (connect VMs internally in a private network)

Connect a host virtual adapter to this network
Host virtual adapter name: VMware Network Adapter VMnetl

Use local DHCP service to distribute IP address to YMs DHCP Settings...

SubnetIP: | 192.168. 21 . 0 Subnetmask: | 255,255,255, 0 \

/A Administrator privileges are required to modify the network configuration. Gch_ange Settings

Restore Defaults OK Cancel Apply Help

R1 Cloud-1

& Kerio Virtual Network

> & VMware Network Adapter VMnet1

R1(config)#tinterface ethernet 0/0
R1 (config-if)#ip addres 192.168.21.6 255.255.255.0

R1 (config-if)#no sh

Ly o5 (ol Sl )8 o 4o ol s
350 o3l dslyn 4Kl gl S s sdaliv
Sl S o8 s S sl 1) 0 B

S KIS Change Settings (g5 » LL LS

4 Jlal Q\ﬂj)>4§:ﬂigb)l5mlé.ﬁj\.l~.
L ool aSs ol ¢l Ll e Cloud

LS Ol

:(":“d"lp uﬂ)ﬂRl):jjdu.@fié\ﬁ

ol sy Ol Soygr 5 ol 0 o3ls janasi R1 Sy, 40 192.168.21.6 e 5] S o odaline 45 ylasles

Sl

\)oijms;p,gm.\'v\mr\ l oiwﬁuﬁg;aww‘gm bl o Kbl b

ansls| 4ol | ety B s s g Of 4 sy 2l s | ﬁ‘j&4§ﬁﬁﬁwcloud&4{

'Vés@b?wé”ﬁ)(”f‘s")bb \)SyslogServerjljé\Dj&i.,\ib.mﬁwjﬁ BI1Y
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SolarWinds Kiwi Syslog Server J‘P‘(’f’ Vﬁ.e,fjlm): S plsl ééjtj-_é\pj
odalive |y 5255 05501 53 s 31 s liS 350 el Sl sl 5 e 45 !

aalsl 3 a8 Al e o Cow Sl 83 Sty od Sl S 4SS

.;JSV.:A\)} sl L@JT&)J‘IAJ"

:.L:.S\J,?J)‘ﬁjj‘}:.vv.)jJe‘f::;jJJ)‘jaJL:jJM‘J‘)J

R1(config)#logging trap ?

<0-7> Logging severity level

alerts Immediate action needed (severity=1)

critical Critical conditions (severity=2)
debugging Debugging messages (severity=7)

emergencies Systemis unusable (severity=0)
errors Error conditions (severity=3)
informational Informational messages (severity=6)

notifications  Normal but significant conditions (severity=5)

warnings Warning conditions (severity=4)

«r>

S s el el Gl s 4 6,8 log sl =l gl calises glaass 5S logging trap ? ) siws sl > L

by Lg«;ijf;))\:»cw\ ol 4 S L s severity ol Ol se 45 5 13 345 g3de Ll 51 S a g4l

Alert Lis 5 laid (S Ol | SO gan S 51 s gbas S 55 ed 4 5 Sl Alert slalog 4

Sl 1 axin gy S S s b sl Jlal Sos slan S 5 s dal s Jlel Syslog e sl

s ol 53 L T O ST s 5L 5 A sl Jlal Syslog s 4 OF 51 L3 slaas S (gaen LS
S 35l

R1(config)#logging trap debugging

st Ly SOl L el 5 sl e Jlei Debugging sl b 55 e &S Log lles YL i L

("’5 JL | Syslog
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R1(config)#logging source-interface ethernet 0/0
Interface Cnd ] 53 45 (oS Jlul Interface IS 4 1) Log Dledbl 45 1S 2l L YL ) ses 3
el fate Cloud 4 45 ol ol 25250 0/0 ol
R1(config)#logging on
$l 2 log K sl rl?;;‘;j)JJ S 8 A s AS e Il Log @ijijﬂﬁloggingon D5 b
A dal sl O
R1(config)#logging host 192.168.21.1

6})ﬂ)}ﬂ5yslogj|p\¢fﬁcw\)jﬂSyslog Q\ﬁmw%ﬁcéwijaw‘b

el 0 4z S e 53 VAT VAN 0T sl bl 3 oS ol 0l i O

Aal g2 Sl 5 e Kiwi Syslog Jl5sle 5 e 23 JS3 sle 4 OF Sledlol aas Eo Fao s Sl a S

Kiwi Syslog Service Manager (Licensed - Version 9.8)
File Edit View Manage Help

¥ @ A Display 00 [Default)  ~

Date ‘ Time | Priority | Hostname |Message

05-13-2019 09:36:02 Local7 Motice 192.168.21.6 68 *May 12 05:06:03.029: ZLINEPROTO-5-UPDOWN: Line protocol on Interfface EthernetD/2, changed state to up

05-13-2019 09:36:03 Local7? Emor 192.168.21.6 67: *May 13 05:06:02.029: ZLINK-3-UPDOWHN: Interface EthernetD#2, changed state to up

05-13-2019 09:32:06 Local?.Info 192.168.21.6 66: *May 13 05:02:05.161: Z5Y5-6-LOGGINGHOST_STARTSTOP: Logging to host 192.168.21.1 port 514 started - reconnection
05-11-2019 14:34:33 Local?.Info 192.168.21.6 62: *May 11 10:04:32.586: Z5Y5-6-LOGGINGHOST_STARTSTOP: Logging to host 192.168.21.1 port 514 started - CLI initiated
05-11-2019 14:34:32 Local? Notice 192.168.21.6 61: *May 11 10:04:31.577: Z5Y5-5-CONFIG_I: Confi d from le by I
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Control plane b 48
SoolKins 4 3 4iue by i (ks Dy 300 4 4S ol Control Plane s e Slalans s =
OIS a5 55 50 (glaelKaas Sl el s 5 (2l L G s ed BT 5 e T (68 L b a5 4l
s Managemnet Plane a3 53 a Jxis S 31 Control Plane - Sy ab e ol Sy ol pleses

slsl aal 4= SIS 51 Data Palen

CoPP PO
4 45 > 15 o ,Lal Control Plane Li~ (1, J xS slacwls 5 s %5, 4 Control plane policing |, CoPP

335 Jlesl Control Plane (g5, ,» NS & )50

b @S L an b w5 3K 36 01 5 Shas 5 Olo3 30 4 Ll oo s 3 A 3l G SIS
5,5 ilwesly uft}iﬁ.ﬁ o0
13l NS HCPU (555 » Ml Wl 3 SO oS oS oo s 1) 2labs) 25 03
IS e eslinal 5 5 (58 glacwl5 o > AccessList 3l 4S° Sle 1 Access control list (ACL) logging
CPU)L.,Cj@)ﬁw45_\...51:M\P@o&MJJJLOg&Jﬁcbﬁ‘h%&‘bﬁ&&ﬁ
Aas el
Ol Sl LIP (glaazay elas 33l 1 IP options
SO cpl 5553 a8 a8 L 5L Soyse 53 1P gates a Als o &S skiles @ Fragmentation e
,ls 3L CPU -
CPU a5l a4 3L sl S ol b ;S Sy aS ICMP slaae Time-To-Live (TTL) expiry o
X 5ls
o152 CPU Loy o5 des o 2oes B 8 oL s rl.<;.a= 5 45 _glaases 1 ICMP unreachables o

L g oo
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ool Ll sl s g Wl SR ARP ST 5 5 (55,5 45 (sAwaie : Traffi crequiring an ARP request o

S an

Lgd o 51 5 CPU Lu g IP o sla sl 5 ¢led : Non-IP traffic e

S SV eosd o E3ls s Sy s law g aS 558 e aiS WSSl 5 4 : Receive adjacency traffic e
JSE 53 S eslixal Show IP cef ) sxws
e 55 5 ol 0 Ll 5 s1as l 5 )
olalis |, receive (aedS S| Next Hop
35 b g S oS Sl Ll & s S

] S U;’)bﬁ 9 JL?L.’.‘ J.';_g)

oRFia ) s g &, LS eslanal 4 i Access List 31 cunl 1 LS eslatal Access list 1 asul (gl
osb a3 50 kSO el CPU 5l a5l iy 9 355 ot g e 40 5 9dwe Access List o3 gdoes U S

(A3 Ol3 sws 3,90 |, Extended  Standard 5,5 93 5 o |5 Access list |slS

Access List b 4
ol sl eslanal boasyls 5 )8 el s sl 5 o gdees sl (gl Access list Olaa L Access control List

C)L.C«w‘ d.,\.gjJ)db‘)b@)JS&KJA}u)jﬁcu%%cu(}ﬁjﬁéjjﬁ.iﬁjb:@mjﬂ
3315 oo Sl o 5 gt a4 el Sleslanal b 5, cdeS sloul o gdoee ol

b J_}?LJ.EJJ‘)‘,A C,.LJ)JN 9 IP U"“)JT cC)Jﬁ: O)LM.:;J Mbijabw\j oJL:L'Lw\L_’ACCESSLiSt

.;;m.:a\}}')lSc;Lprp'y ol b ashsl jy a5 s Jlesl

.AS&AS&ZW\@JJ\)S@JMCFJA@|45;\;.)..::\;5\)&;\}'@&4{&#]:“5[&@:}@
S8 Al Boae YU Cnl LKl pie S Olge 4 |y 55 Lid 4 s el cpl 1>l L
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S dal (.SAccess List 3l eslixal b oS uoS o odalie ) ol Olbidas 1 ) Cad ) s

IP address spoofing, inbound

IP address spoofing, outbound

Denial of service (DoS) TCP SYN attacks, blocking external attacks
DoS TCP SYN attacks, using TCP Intercept

DoS smurf attacks

Filtering ICMP messages, inbound

Filtering ICMP messages, outbound

Filtering traceroute

AN N N NI N U

Llodd yasein Ciiie laolad L &S ol a5 Access List ¢35 JS s

1444 B \Yer 544 U ) glae less L s luils] Access List o

FNAQ L Yere 5144 U5 Voo glac,las L ad ooy Access List @

ZJ:SJ@MUJoMUMJo)Mt{‘)LABCCGSS“St)"MJéf\ﬁ“)ﬁ)ﬁﬂ)j%ﬁﬁj}))bﬁ\

R1(config)# access-list 7

<1-99> IP extended access list

<100-199> IP extended access list

<1100-1199> Extended 48-bit MAC address access list
<1300-1999> IP standard access list (expanded range)
<200-299> Protocol type-code access list

<2000-2699> IP extended access list (expanded range)
<700-799> 48-bit MAC address access list

compiled Enable IP access-list compilation
dynamic-extended Extend the dynamic ACL absolute timer

rate-limit Simple rate-limit specific access list
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sl sl e ﬂ.}Sﬁa\S.\J\amu@&;&a osled L s Access List 4an (AoS o odalin YU o] )5 45 shailea
v..Sda o B L |, Access List Standard gar Slpels s )8 (ol s s

:5jlaoliwl Access List

Sype s Tee s bog e glacSal 5 ais 5 S e oslinad WU 53 ol S5 (slaslet I La Access List | £ o
(R LT Access List Rl o8 e LA e 13 ey

S Cl s a8 K ol Node xSl (6,8 - (¢l access List 53 5 sz ol Deny

3l o 1S 51 a5 S L ol eolinil K b 4l s 4 el SU kst 555505 0 Sl
Syl 5,8 a4 s Gl s Cl Deny gt AS gt ol PPermit

5 5 o PO 3 PCB L s Sl ol o Jn 5

192.168.1.1 @ 192.168.2.1
Fa0/0 U Fa0/1

192.168.1.3 192.168.2.2 /I N\ N\ 192.168.2.3

S s S a2 Shses 5 st S 2l

Router(config)#ip access-list standard dpcl
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238 oS i sl b ol 5 e V.ﬁj(au L ol 5 o o £ iy 25 |5 access List Ll Jsl Cannd s
oolad 5L 5w D13 s ol 53 (6503 el Wl e L s S eslinul dppel pU 5 a3
Al 0Ll OF g e oS S eslizal £b 5 S as aimn bl (S e3liz
Router(config-std-nacl)#deny 192.168.1.2 0.0.0.0
ip a5 Deny g (Jsl Coand 43 LS a5 S| =S = Deny | pel L 4 e ipaddress ¢ giws pl b
R S S Lt ST Wildcard Mask 31 &l STEY Ol 5l des 5 pelas L 4 ,» address
olod sins oS 35050.0.0.255 & 50 4 |, wild Card Mask [S1.5,03 15ip yeen 05 S Deny s 456 &S jiw
S o3lizal ST Wild card Mask 5l 4:S aws g o355 243 192.168.1.0 5, 3 La ip address
Router(config-std-nacl)#permit any
deny a S Sty S e eslaal Deny 5l aS by s O g AcS eslatad Permit Lz Deny 3 A

Al anils s Goslrl WSS ga U (S o o3lial Permit Any 5| pen Sl 4 a5

s)bm“n.,\.g(ab,alQ)ﬁC\JStgwbgi;U:.lﬁéd\éMﬁ;wg.,\J“LgaccessListJ,oLS;.ii)xS)'\.kx{
Fa0/1 Q)ﬁp.)_il{wcmﬁéﬂf)b;pd)pdppcl wﬂ:ﬁ\y‘-&%ﬁ«g—jﬁ\ bt S8
oS 2l 3 oses S

Router(config)# int f0/1

Router(config-if)#ip access-group dpcl out
vMS‘_;a SSIERE! vﬂ\w; s>l 45 Access List fu O 3 A &, | ip Access-group (S a5 st 4

Szl in a8 out glr 4 ST asd 2l e ml 5l g2 Ol s access List (pl S5 i

5 ol olil el ol aS U 55 192.168.2.0 (g4l (sl 5 |5 access List Lo a5 555 Lo Ol ol (s S 0
S o5 Jes access list
i g o axlse 5 ply b o AoS Ping pcd 5 pe3 4 pel SN

PC>ping 192.168.2.3

Pinging 192.168.2.3 with 32 bytes of data:
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Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.

Reply from 192.168.1.1: Destination host unreachable.
b S Al g Ol g (S Ping | ped 5 pe3 Al s pe2 oo b 3l STV

PC>ping 192.168.2.3

Pinging 192.168.2.3 with 32 bytes of data:

Reply from 192.168.2.3: bytes=32 time=1ms TTL=127
Reply from 192.168.2.3: bytes=32 time=0ms TTL=127
Reply from 192.168.2.3: bytes=32 time=0ms TTL=127

Reply from 192.168.2.3: bytes=32 time=0ms TTL=127

Ping statistics for 192.168.2.3:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 0ms, Maximum = 1ms, Average = O0ms

23,5 eslazwl Remark | giws 31 L Access List & (g5 Sl 55 O3l 18 (6l

Router(config-std-nacl)# remark Access List Deny Pcl

oS sdalin | (’L" 2l B & & Running-config 5515 LU 5 siws ul (gedalie <l

Router# show Running-Config

access-list 20 remark Access List Deny Pcl
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14z L Access List
a by S5 L5 e 5 ol o BT TIAA B Y00 5184 B Ve (glaeslod 5l Access List ¢ 55
.S Permit L Deny \,upuéumuﬁtiuygm J‘?:"JSJL;}‘MJJ‘JEJ”JXJJ}“JJA‘L‘)TM

4 PC2 s jid 314 s s accesslist 5 oS (s3Il S5 6, 1) Telnet ool = Jie ol 53 10k

LS (5,8 sl Telnet

g 192'168-1-1®192.168.2.1 3
Fa0/0 Fa0/1
192.168.1.2

Pcl Router 192.168.2.2 >

S s 23 Do w s st S0 2l
Router(config)#ip access-list extended Dpc2tel
SIL el s fU Bl rU SELRT =R VIR W PP S DNCAPLY V‘i"; sl>w| |, Dpc2tel (aLS L access List extended &

,\.:.S oslaza J.\.; Cotonnd BE a_x.isz 6&0)[&.&

Router(config-ext-nacl)# deny tcp 192.168.2.0 0.0.0.255 any eq 23

4 by, aS23 Sy s Tep S, 5 AL Telnet S sl sl pe2 03 S Deny (gl Cand cpl o

NG oﬁﬂmu@)ﬁ 6o)w‘5u‘.}§53ﬁ4{.19ﬁf JJJQ.-J_:)')J ._x.:;SDeny ‘) CwTelnet
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Decimal Keyword Description Protocol
] Reserved
1-4 Unassigned
20 FTP-DATA FTP (data) TCP
21 FTP FTP TCP
23 TELNET Terminal connection TCP
25 SMTP SMTP TCP
42 NAMESERVER Host name server ubpP
53 DOMAIN DNS TCP/UDP
69 TFTP TFTP uppP
70 Gopher TCP/IP
80 HTTP www TCP
133-159 Unassigned
160-223 Reserved
162 FNP uppP
224-241 Unassigned
242-251 Unassigned

Router(config-ext-nacl)# deny tcp 192.168.2.0 0.0.0.255 any eq 23

4 by SYY Oy 5l Jads G TCP IS5, (el PC2 (gl | Telnet &8 sl 13 Lol 55 052

S sl 1, TCP S5, oS Deny «S ol Dose 4 oS e ealiul (ol Telnet
ol Telnet a4 by 0 4523 &5 L 50.0.0.255 Wild Card mask | 192.168.2.0

25 o 3L pl bt a s e 33 192168.2.0 (4 4 bgs e S5 plad LISl ) ey 1SS

5,5 el a5 g4 4 (sl Permit (¢l 5 L8 J>-T 33

Router(config-ext-nacl)#permit ip any any

53 il Olsk STl sl anes Telnet IS5, Jads 5 Al axils bl 55, L Llg e pe2 S cpl

Ol e TP N S G5 M ko oKas S w by e K315 (gaen access List standard

Sy Nls5 oo bl (kS Telnet Ll g5 o3 pe2 ks § Cod i ol accesslist Extended s Lol (il

.S ping |,

3¢-:35Jl&‘5;3)) s Sy lyaccess List ! LU aslsl s

Router(config-if)#ip access-group Dpc2tel in
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oo o S ozl Gs) » 1L Ip access-group Dpc2tel 45 355 o o lils Sy pl 4 smed pl
g ‘V_:;STeInetJSj)achZ S SVl Sy a sy A= 53 Pe2 aSopl sx (63555 ¢S Jled (535,55

A el
PC>telnet 192.168.2.1

Trying 192.168.2.1 ...

% Connection timed out; remote host not responding
S 5o Pl oS ping iy 4 ST

PC>ping 192.168.2.1
Pinging 192.168.2.1 with 32 bytes of data:

Reply from 192.168.2.1: bytes=32 time=1ms TTL=255
Reply from 192.168.2.1: bytes=32 time=0ms TTL=255
Reply from 192.168.2.1: bytes=32 time=0ms TTL=255

Reply from 192.168.2.1: bytes=32 time=0ms TTL=255

Ping statistics for 192.168.2.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 0ms, Maximum = 1ms, Average = 0ms

:Show access-lists jgiwd

e o Gl Sl L) S, 53 55 50 (sl Access List sluas ¢ szws o

Router(config)#do sh ip access-list

Extended IP access list Dpc2tel
cr.":m.:aGlobaI Lo 55 Ogor 9 Sl 0l 3515 sddads s 4 Ol giws oS ASL allls 4> & Olia g

.ﬁJJS exlaiul do 31y stws Jgl s
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:show access-list jgiw>

(S edalls | access-ist G ol ool 5 o s I L

Router#show access-lists Dpc2tel
Extended IP access list Dpc2tel
deny tcp 192.168.2.0 0.0.0.255 any eq telnet (24 match(es))

permit ip any any (8 match(es))
el S 53 olily g K s ol (S (o o3latsl 5l access-List Sl aslsl o
VTY (520 &gy > Access-List 1 oslaiwl

L s Telnet go3llip &G o Vty &oys 5 0 03,5 Jled 5 ACCESS List G iy 5 b sl 55 o Lo

S a8 5 Jle 4 Sl el (gl dea s

Aeasip B a5 g 4 s LS Jeate o 4 5 LS| i wpe o 5 S, SO L IS L

WS syl 0y myaccess-list § L sl Sy 5,00

Router(config)#ip access-list standard 10

Router(config-std-nacl)#permit 192.168.1.0 0.0.0.255
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192.168.1.0 (sas 4 Of 3l day 5 3,8 iy V0 sosled b 3l accessHlist G VU Sl sras s
s e Deny LaSid (gank (oS o iy 25 4SS G gl Permit S oS Sb (2315 g s o5
V‘“Sd“ Ji a5 (g9, 1, telnet b LineVty &) 3,19 Access-list sl>w| 1 des

Router(config)#line vty 0 15
Router(config-line)#password 123
Router(config-line)#login

Router(config-line)#access-class 10 in

)PJQW‘V?AJJAJ\JBL&Q)‘% Ls.ﬁ)j"b)}“'of)"\’ujﬁj“;&VTY 015@)‘5{:3)\)()_5‘)‘5@)).}
ol 4 access-class gt L O 3 das LS Cwl gz 55 1y 5o 30y O telnet Olej o Svﬁjfde login

A S s access-list 10 oS S Js3 |, ola ipaddress Lis (oA telnet Oloj s 45 v.ujfde PP

S 55 O plpe2 3 ,b 3l el el S e Ol g S telnet 5y, apel 3o b sl STl plesl 5l dn
CPPr ow) »

Aol oo 33l S 63 S8 i p S sl I L owl CoPP 1Sl 4 Control plane protection | CPPr
S s ool |y g5 ge ol ool 3 4l a5 03 358 ey S5 e AS Jasils

Sl a5 40 NEC 3 Ol dezie S Sl S S| 5 godias LA 1 Host subinterface

S0 o s 0 oy 5 555 e o= oKaws 31 4SSl 5 : Transit subinterface

IP 5l o a3l 5 5l 6w G 4 by e 0 CEF-Exception subinterface

Securing Routing Protocols (ow 4 ¢
)‘};-|) J...Su.a JL.‘:)\ LSLAA.}'WJ{:J LY ‘) LS"l’lJ'ﬁ""”" J)J}- CJLCW‘ 4_<.....2 L;Lholi?.wb u..a).é u;".‘.’l)j‘b “
JB s 3 Sledbl 5 ol Clear Text &y o a3 Sy pn Sl opl Lol 553 0 plnil T o o 02

é;jbé‘fcu@u‘MJ)‘)J?LAA}LSLAUAJJT.M\)S&QLWL@J&)EMMj@‘oML:m
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Sl IS Sl B 028 5l MDS 12,5 501 3l ealitad L s 555 b 55 53 o 1 s Sl L st ol |

.,\...\J:L: oL Hash QJM‘UVTS@ bbu‘ﬁduf)jv\..s‘,\:.’ U,I.J‘J.e\

OSPF 38 b o (il 3395 4 53 5Ll il g jlu Jlod

S JS G S a sz o b JolS S sb i 1 Jlte o oS (310060, OSPF 3 1 Ll Auls oSl ol
g 4 sl

Loy 5 cnd o CS0 et 5 ol N JSS5» & OSPF(Open Shortest Patch First) S5 »
A3l Ll B S sla 5,y s L oS e Eigrp dile ol 0l 4255 VAAA UL 3 IETF 0lejLa
2513 2,8 ki glacs b gl s plad s S

Eigrp Lol (55, Jil 5o oS oslineal Cilios (slal 1 b e (sla 55, 5155 slaasld s Lo 81
S 15 bLiyl Kos eal a5l B 1S run ol (55, RIP L OSPF S5 5, L Jais 4l oS ||

&.L}?bw«w‘ IGPs LSLQJQJJ‘.’. Ls‘t&jwﬂ.)ﬁq“”A Link state LSLAJQJJ-& &jw)‘ J‘is‘ﬁfl Lﬁ‘

S e LIS AS

35 533 0oy Sy S D yseo a1y a8 oS ol Dijkstra o s e eslinal S5 cpl 55 aS ez S
2SS e B

Sl gl 1) s el L el Dbl IS oS S e e3lazal Link-satate Dtabase ol 4 st 5l Ospf

03Ul SPF 0l 4y gty S 31 s o S0l 5S 03551 s 4y (6l 5 S gm0 53 355 )3 e 1 S0l S

LS s >3 Routing Table (’U @ ngfis Jsd= 55 1, 0l s QLS g 31 Ay 5 LS 0

Jsde Dledbl a5 1S e oslatul LSA (Link-state Advertisement) ol 4 plaai | gﬁ.).;j Jl I !, OSPF
LS o Jleyl S5 sla 55 4 Link-state Database (sL'. oy

oS o )] OF 35 1y el 5 gy o 1, OSPF S5 5 0 (51l (go 3o o3 s o

S Sl wﬂ,; S w1y o sdu S CCNAR&'S i gel LS 55 OSPF 550 3 10

S Bl s ek ol s Sl QTJ@\}yﬁrJ\J
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Areal

2P sl s G 5 S Joate va 4 5 Sppo &5 oS Ll @ ) s ke

S 540 of sla Interface

Areal

EO/O EO/1 LoopBack
R1 172.16.1.1/24 | = 150.1.1.1/24
R2 172.16.1.2/24 172.16.2.1/24 150.1.2.2/24
R3 172.16.3.1/24 172.16.2.2/24 150.1.3.3/24
R4 172.16.3.2/24 172.16.4.1/24 150.1.4.4/24
RS | - 172.16.4.2/24 150.1.5.5/24

Router(config)#router ospf 20

Lol 3,106 18 Wgy 3 60l oS ol S50l 6l ool Goole G Yo 4S Router OSPF 20 i

V’..‘SLSJ“)‘"°‘)‘)OSPF ﬁjﬁ%b}j}))ulpw‘)\w

Router(config-router)#router-id 150.1.1.1
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Router(config-router)#network 172.16.1.1 0.0.0.0 area 2

55 M el 13 area pliS )3 oS o S ok s oS o e Ly i) 4 by e (sla Network e ol
Wild Card day 5 Ip 355 Jl (Network & =5 ;5 351> 5 3 Area2 ;3 R1 3, Fa0/0 b ol cCwand ]
Wild Card (s> 4 “\"SW‘V":E oS s Ll s SJ}EQL«AASV?SL; syl ly ol & L 4 0 MASK

(0.0.0.0) AcS eslinal i sl 5l Mask
aas a1 OB ren oa s 555 (a0t o

R2 )33)
Router(config)#router ospf 10
Router(config-router)#router-id 150.1.2.2
Router(config-router)#network 172.16.1.2 0.0.0.0 area 2

Router(config-router)#network 172.16.2.1 0.0.0.0 area 0

R3 g9,
Router(config)#router ospf 10
Router(config-router)#router-id 150.1.3.3
Router(config-router)#net 172.16.2.2 0.0.0.0 area 0

Router(config-router)#net 172.16.3.1 0.0.0.0 area 0

R4 g9,
Router(config)#router ospf 30
Router(config-router)#router-id 150.1.4.4
Router(config-router)#net 172.16.3.2 0.0.0.0 area 0

Router(config-router)#net 172.16.4.1 0.0.0.0 area 1

R5 99,
Router(config)#frouter ospf 30

Router(config-router)#router-id 150.1.5.5

Router(config-router)#net 172.16.4.2 0.0.0.0 area 1

79




www.takKbook.com

CCNA Security - Farshid Babajani

Lo o1y etws (ﬁ‘)pﬁJS@le"ﬁ) SO J;Jq—@dalfj Show Ip Route Ol ;b 5 ,b 3l cCand -l 53
V...Sda 3,9 Privileged

R1#show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-1S, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

Gateway of last resort is not set

150.1.0.0/16 is variably subnetted, 2 subnets, 2 masks
C 150.1.1.0/24 is directly connected, LoopbackO
L 150.1.1.1/32 is directly connected, Loopback0
172.16.0.0/16 is variably subnetted, 5 subnets, 2 masks
C 172.16.1.0/24 is directly connected, Ethernet0/0
L 172.16.1.1/32 is directly connected, Ethernet0/0
OIA 172.16.2.0/24 [110/20] via 172.16.1.2, 00:03:26, Ethernet0/0
OIA 172.16.3.0/24 [110/30] via 172.16.1.2, 00:02:29, Ethernet0/0

OIA 172.16.4.0/24 [110/40] via 172.16.1.2, 00:01:20, Ethernet0/0
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o313 islad O 1A Coysn 4 Conl a8 S 5L OSPF 5 b 51 a5 s Network (oS o sdalive a5 5 sbolas

5l S0 Area 1 baaSis pl &S ol ol (godiasOLES 5 ol OSPF inter area Sl O 1A &S &

LS o0 G Ll 0l K5k (i st area 3 5y S S5l 4 S sl 54 area

Area2

m Start ca

7 Suspen

m Delete

pture

Y Packet filters

d

T~

No. Time Source
2 8.948871 aa:bbicc:00:02:00
3 9.948145 aa:bb:cc:BG:BlL\\gG
4 6.386268 172.16.1.2
5 9.148497 172.16.1.1
6 18.942814 aa:bhbicc:ee:ez:ee
7 18.942948 aa:bb:cc:80:01:00
8 16.759408 172.16.1.2
9 19.846748 172.16.1.1

aa:bbicc:ee:el:ee
aa:bbicc:80:02:00

18 28.942398
11 28.942786

Destination
aa:bb:cc:@@:ez:ee
aa:bb:cc:@e:0l:00
224.8.8.5
224.8.8.5
aa:bb:cc:ee:ez:ee
aa:bb:cc:0@:01:00
224.8.8.5
224.8.8.5
aa:bb:cc:ee:el:ee
aa:tbb:cc:@@:02:00

Protocol  Length Info

LOOP 6@ Reply
LOOP 6@ Reply
0SPF 94 Hello Packet
0SPF 94 Hello Packet
LOOP 6@ Reply
LOOP 6@ Reply
0SPF 94 Hello Packet
0SPF 94 Hello Packet
LOOP 6@ Reply
LOOP 6@ Reply

Open Shortest Path First
0OSPF Header
Version: 2

Message Type: Hello Packet (1)

Packet Length: 43

Source OSPF Router: 158.1.2.2

Area ID: 8.8.8.8 (Backbone)

Checksum: @x5fée [correct]

Auth Type: Null (8)

Auth Data (none): G200800000002000
v 0SPF Hello Packet

Metwnrck Mack: 255 255 255 4

&b ol b s SIS | Start capture gau S s

V"s el |y S8 Ol e V'”‘f’ Wireshark

SLUSsS el ol

sdalie |, OSPF

Ry 3
Ll 5 K S S e
Open a3 > AS ol
O3 5 Shortest path First
Auth (4. ;S OSPF Header
S a8 15 Null il Type

@A 45 C,..M:‘ w‘ o lad QL"MJ

4.3u\.l.)\?.-Qw&O\j;.@‘*.g‘)JF})J&‘}&&‘)Q&L@GJO&Lwﬁjﬁd‘).)t;t}ﬂ‘@;

.ﬁSJw|MArea,\;>?-li;§i)>6JSbJ;>;Llﬁ

S Jos 5 Dose a4 L Gl Sl a5 @S O3 R R2 5RL S, e ) Sl el e S 6l

R1(config-if)#int e0/0

ZR1J5‘9J

WS 3yl 0y w3 swd 9 Ao gl 3yl )l 3 Areal s oS Interface 5l
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S ssiws L message-digest V:wjﬁ\ 05,5 Jlad
R1(config-if)#ip ospf authentication message-digest
LS ax gy oS o Ol 1y G sde el 5 a8 3L a0 65535 U1 (s Ll 0 SCosde 05 5 9mwd 5o
Ol 6l p sy 308 305 G day 5 MDS (5 S O 51 by eSSl 3o e b ot 5055 S5 02
A S b s
R1(config-if)#ip ospf message-digest-key 1 md5 Test@12345
S 3l 1) 5 s sted 5 s OSPE 55l YL ) gius (gl > 51
R1(config-if)#frouter ospf 20
R1(config-router)#area 1 authentication message-digest
L bloylas s,y o)lal asT ol s a8 5 S sl g sdalive amis 5 1) 55 rl.M Sl gres oS sl sl
Jd 5 5300 505 5 0y SUIRL 3 oS @\Vﬁoi&bjamcwwmz;bow45150.1.2.2 S
A LI R2 i 53 Js 43S

*Dec 807:33:52.175: %0OSPF-5-ADJCHG: Process 20, Nbr 150.1.2.2 on Ethernet0/0 from FULL to DOWN,
Neighbor Down: Dead timer expired

‘R2 5y,

J\.:.AS J)‘j ‘)Jﬂ) CJ\)):MJV.ARZ J-.’.j))':
R2(config-router)#int e0/0
R2(config-if)#ip ospf authentication message-digest
R2(config-if)#ip ospf message-digest-key 1 md5 Test@12345
R2(config-router)#router ospf 10

R2(config-router)#area 1 authentication message-digest
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O ‘) L@.'T JaLJ)\ WireShark )‘Jﬁ‘(ﬂf )‘ oalaal Lo ‘) R2 ‘5R1 LJ'-:" laLJJ a)l.l“j.) BaS) QDJS dbw )‘ Jdu

oo

oS
ol 05 5 5035 JolS &) 50 4 OSPF Header Cuand UcS o sdalin 5 IS5 3 a5 shiles

Mo, Time Source Destination Protocol  Length Info
26 57.881le31 aa:bb:cc:ea:al: 08 aa:bb:cc:@@:81:88 LOOP 6@ Reply
27 58.791557 172.16.1.2 224.68.8.5 05PF 134 Hello Packet
28 65.968267 172.16.1.1 224.8.8.5 05PF 134 Hello Packet
29 67.871696 aa:bbrcc:eB:p2: B8 aa:bb:cc:e@:B2:88 LOOP 6@ Reply
38 R7.885823 aatbbicc:00:01:00 aa:bbicc:@@:01:08 LOOP 68 Reply
31 68.188145 172.16.1.2 224.8.8.5 05PF 134 Hello Packet
32 74.987446 172.16.1.1 224.8.8.5 05PF 134 Hello Packet
33 77.246853 172.16.1.2 224.8.8.5 05PF 134 Hello Packet
34 77.872637 aa:bb:cc:ea:e2:08 aa:bb:cc:@a:02:08 LOOP 6@ Reply
35 77.B886038 aa:bbrcc:ea:el: 08 aa:bb:cc:ea:el:08 LOOP 6@ Reply

¥ Open Shortest Path First
¥ 05PF Header

Version: 2
Message Type: Hello Packet (1)
Packet Length: 43
Source O5PF Router: 15@8.1.2.2
Area ID: 8.8.8.2
Checksum: @x@eea (None)
Auth Type: Cryptographic (2)
Auth Crypt Key id: 1 /
Auth Crypt Data Length: 16
Auth Crypt Sequence Number: 1575798762
Auth Crypt Data: e46745b7e2fcddb@7bd@ededdo475622

EIGRP JSig 3 38 Cuvo! (5 jlw Jled

&g\ﬁgwb Jﬁ)EMLgLAoK:M: S ks 5 Cunl 56l glis LAJQ‘}):; L')if"‘?)’.’"")“jii

Sl oYU s SKoalen L convergence s s oS
.L:.S J)“j;j)‘)b ‘)j‘i) CJ\))S.«»D Js.iL: EIGRP DL C,..;.w‘ 6)LAJL4!3 Ls\j"

:Jmfula;ﬁ;jsuxgsmM;\ﬂ(su&ﬁ;U;w;);

R1(config)ttkey chain profile_key
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WS asein Ol gl ID S A
R1(config-keychain)#key 2122
3503 51,3 O s e 5 oS ealiial &S (GUS ans Sl aalsl 3 4SS 5505 1) s ey b As
V"S oslazul V"f.‘f“d"
R1(config-keychain-key)#key-string Test@12345
WS s,le Ol 5 A b s se Interface 30y aslsl s
R1(config-keychain-key)#interface fast0/0
Sosled G 5L bLI gl la 55, S Cwl EIGRP ST g 5 AS 4 by o Yoo sl 55 52w 3
S eslanal el
R1(config-if)#ip authentication mode eigrp 200 md5
(p»:; w5 WL s oS cl (gAdS azs L key chain Olaa profile_key 5 5 siws s
R1(config-if)#ip authentication key-chain eigrp 200 profile_key

LKTJJ\);V.AL.J\Q)MA_.,J;J\}:{UJ.:;SJJUJQ;L;u;j)Q;jjja\)Q\)}:Mswwanbw

AL

RIP JS3g 8 38 Caniol
AS(Autonomous S =13 53 9 Cwl IGPs S5 5 5 S 5 ool Distance Vector sl ST 5 5 (g4e sazma 5 3
Q)ymdﬁ}ﬁw|2 OS)})J&S)?&Q)MR'P‘)JMDS}PIainteXtQ)M)JQ)L:P‘%UJSJJ
S QLo.}L@_A .]a...uj: odalin JJL;j &_L.M)L:.Am _)LJ.O\ .,\.::.U Cf U‘i‘ u}ﬁ Jﬁ& Jl=s Plaintext upj.e&x

1SS S 3 s S ans (gl ol S 3 s 2
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R1(config)#key chain profile_key
S asie O 611D K n
R1(config-keychain)#key 2122
S 35l 1y s e ey LL A
R1(config-keychain-key)#key-string Test@12345
WS 5l Ol 5 A s s se Interface 3yl aslsl s
R1(config-keychain-key)#interface fast0/0
(S Jli 1, MD5 o sa 5l >l sde 535 5 st o
R1(config-if)#ip rip authentication mode md5
S ol wly 9 f;; 20 YU s &S Cl (gAUS ans L key chain Olaa profile_key 5 5 siws o
:ﬁJJS
R1(config-if)#ip rip authentication key-chain profile_key
G RIP S5 5 eslinad o8a 53 B 48 5505 Kes la i, b s 5o b Shsies pen lds il Lo

CCO 413910 9 (5 3Ilol y 9 wuctd

5035 oslal S S baome G S LIS 0LaY gmme b Sy ilgn (3L nie 4SSl gl S5 A
Cy‘jﬂw@}bbmc.)vsmja..:bjjm))}AaKI.wbQ\jjddf)beW\dbjsb)bj&ﬂls.)\qbérlﬂ
ol sl o3 S B ae 5 sl KN (6l | Cisco Configuration Professional )\J-_élp_} S S
.m;sw)ﬁ\,oip)\s%@Vﬁpn))\);t(,;daw,}-@w

L sk pl Gl p &S (oS a3 55 B s se e S5 2 L 1B Gl Sla el L s e ) )3
VLY obu.:.w\)‘)'.é‘(:j; BB @\ﬁU;ﬁ@deﬁJavajFIashPIayer O38 Q‘iJ}T

S 4=l e 55 S 4 JAVA Runtime Slsdle 5 skl ¢l

https://www.java.com/download/
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t 5 S | Flash Player )lj-.'e\@_} ssbls sl s

https://get.adobe.com/flashplayer/

S A8ls e O3l 1 Ol 5l s 51 s L;uuw;h{ s ol b 550 glacule S| AS ax g

S 3505 1 Ll 5 S eslinad B oyl
1408 5 5lls |, Cisco Configuration Professional ,l58le 5 5 S 51l oo Vb 5L i 55 ol 31 Ay

https://software.cisco.com/download/home/281795035/type/282159854/release/3.5.2

2 sd Jlesl d:.szQQL«tIASUJ?;SRestart)l{&\)WJU_%\DJ@;\V\{

S3le s ol Gob 3l osis 8 oS S S a st mise b S bl oS I Sl5le 5 LAl ) S
35 s Cws 5 ge oS ledis 4

» OF S s Sl S 1) s G a6
Cloud1

R1 -
@ @ O Ta oa Cloud Sy 5 oS o 43L51 GNS3 1300 5 &
.MMQT@QD;?&JJ\&\;:{U&S& WSS

WP Y OTwﬁchﬁwéé@k_j{'ﬁﬁj))J)y}ﬁ)jéﬂ)leuL{{.J)‘ﬂd}f‘).}
R1#config terminal

R1(config)#fusername admin privilege 15 secret Test@12345

R1(config)#ip http server

R1(config)#ip http secure-server

/.Generating 1024 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 2 seconds)

R1(config)#tip http authentication local
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('-:*SL;"J-:’})‘);)‘-'-’)J"C’)ﬁ)(’ﬂfu“)ﬁ'}:f“‘béulpu")*T“-i-ig'-"‘J"T‘L}"';‘)-“

R1(config)#int fastEthernet 0/0
R1(config-if)#ip address 192.168.5.32 255.255.255.0

R1(config-if)#no sh

SIS Manage Community Q;&Tébﬁ)ﬁw&(&x;uq;@tﬂ\\)oij\}\r)@)>ﬁ|>)\.La.:

LY

A htp:f/127.0.0, L8600/C ounterpaint/CPMain. htrl rand=2525 - Internet Explorer EIE

Application  Help

| £ ome || {01 configure || | Monitor | | oo &) Cisco Configuration Professional liale,

[} cisco
Select Community Member: \ i
« Home > Community Vid e

T

G Cisco Configuration Professional News 4
& Date Tite

] carmmmunity View

] Sisco Ackive Advizar
Community Information
Selected cormmunity: Community Not Selected . Select & device from the table below, Use the buttons at the bottom to continue,

|0 rows retrieved |
Select / Manage Cummuni% k_() x
v / = _
® . . 5 PO 5
e f)‘éﬁ)6¢b‘le)>\Mpam)p BEEE

Neve Community

Enter information for up to 10 devices for the selected community

IP Address/Hostname Usemame Password Connect Securely . = . .. . . . .
1. 192168532 adrmin btk oo ok L] e &'JJ JS‘ A‘S w‘ HTTP up)ﬁm LL?",)‘ C_}J "\?"S
2 L . _
. e 4 bl acs Ol | Connect Security g4 55
. . 54 dal = HTTPS &) 50
7 L
a 0@
3 L@
|| Discaver all devices ok || Cancel |
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Community Information

Selected community: New Community .

IP address / Hostname Router Hostname Connection Type

192,168,5.22 Mon secure

[

Discover

Manage Devices JI Delate J

Select a device framn the table below, Use the buttons at the bottorn to continue,

ods wlol 5l aa 5 IS8 s
| 1 rows ratrievad |

S o oNb B sy S,

Sledbl b ues KIS Discover

Discovery Status

Mot discovered

Load)\}é\rjjé))ﬁd)ﬁ))dﬁls

.Jj.w

<5l 25 IS ke 4 b S Jlesl Sy oy 2 1 s a5

Ol 5 olakas oSl gl

S Ol Cor Caa S 311 355 55550 (5458 5 A 54 Configure

Application

Help

{ @ Home ‘ @G’nﬁgnr‘e Bl Monitor J |
Select Community Mamber:

192.168.5.32 | v

2

« Home > Community View

Cisco Configuration

vl
cisco

(3

Cisco Configuration Professional

©

)

due to connection failure with www.cisco.com

» [ Interface Managament = Community Information
¥ 5 Router
] smart Call-Home

o

(] Router Options
IP address / Hostname
» (4 Time
192.168.5.32

» [ Router Access
» 3 DHCP
» 23 DNS

[ Static and Dynamic Routing
b [ AAA
» 3 ACL

[ At

[1Qos
» [ Parformanca Routing

|| Rautar Provisioning

[)sop

[«

Utilities
= Flash File Management
+/ Configuration Editor
/* Save Configuration to PC
/7 Write to Startup Configuration

P Telnet

| Manage Devices | | Delete |
7 Reload Device

Selacted community: New Community . Selact a device from the table below. Use the buttons at the bottom to continue.

Router Hostname

R1

| 1 rovs retrieved |

Connection Type Discovery Status

Non secure Discovered

Discover J{ Discovery Details J

Router Status
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P ACS b 45— p sl Juad

CISCO SECURITY

.~ « (Authentication) <. sa ., » 0f ,IS &5 =l Access Control Server sa.ls _iiss ACS
AAA Gy one saalS i 5 ool (Accounting) sl s, e, 5 (Authorization) s . <us
RGO IS Jl’bi‘ &YL‘\.&JS dw )‘ S ol

Ol Gk Ol el S £S5 0 a5 el baglgle 5 el 58 5 S s s 0 Jlsdle s
5 6 el dSlym b das 13 OF 4 emme 5 |y 4K 53 355 50 (gla olKius ans A3l e Ll s3le
S e aS oKy (gdaen » V‘Jﬁ:’- G ! I s Caliys s ol 5l Olas e Cusa AU
(""“;L asls

Sl el Ol 8 o e gl s Active Directory s e 4 0l ez Sl e 5yl sl S5l S

At s e Sl 5le 3 b ol 305 508 pb NI
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B Q\J.a)\S LS‘J" \) PO||Cy Olaa L.‘. Lﬁg:,.«.ul.:...» Lﬁjb% .Labj& &u; J.:.LA )\Jﬁ‘ff U'l‘ )\ oalarl L'
u_ii‘,\j«l.fj\j_é\rj} ol eS8 la Shs 5l SO Llg e ol S sml gl w4 aS0S elSaus
0313 53 S ol 53 5 bl 0T (5l a5 ol Syl Sl <l Jlgle 3l sl S5 5l S
Lﬁ"l'w))jf C,JU L)"J}_T 4.:...“ cJJs m.h‘}} WS Bs b )\Jﬁ‘rj.’ g)"‘ ‘_}JJS C,..:.,\;T oj>=.> ‘)lS dal sl BE) LJ‘}A;";‘
T S S O 31 day 5 ey daly OLL 4 August 31, 2022 G0l 2 S opl bl S
Slaa U ISE Si5dle 5 €5l bown 15 O 0 3SQlr Jomely s adl 5 dalsnd iz OF (gl ]
dal gt s oS cpl g 5 Gl ACS Gl sl G oS s S 5 e ldentity Services Engine

A

1S 5 5lils 15 ACS J1ble 3 5 axl e 3 wﬁm)ts@,.; &
https://hellodigi.ir/other-hellodigi/download/1208-acs-v5-8-1-4.html
A8 o3liul (§5lme ptes G 5L 5 835 s S SIS e D13l 5 ol el (6l LSl s a8

S Sltdy oS e el 3 e 53 ST 5L 55 e sl Bl Jlds WL IS a &S

S )b Sl SNPIcow Eg
2 CPUs (dual CPU, Xeon, Core2 Duo or 2 single CPUs) CPU
2 GHz CPU speed
4 GB Memory
A minimum of 60 GB is required Hard Disk
Maximum storage is up to 750 G.
1 Gb dedicated NIC interface NIC (Network Interface Card)
VMware ESXi 5.5 Hypervisor

VMware ESXi 5.5 Update 1
VMware ESXi 5.5 Update 2
VMware ESXi 5.5 Update 3

VMware ESXi 6.0 Update 2
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&LJJ&:)‘J; ‘)l.:.v ACS )bﬁ‘(ﬂf LS‘JP-‘ 6“),3 LSJ\.M;S)J\:Q J‘Jﬁ‘w CJ.:SL;G o.J.aLi.n YL* J)J.?— )JéS)j.bQLAA
23 sa e ) Sl & (Segs 25le (A8 (oIl 1) s e cpl Sl e (S3lme eile b 5 (I gems ot
J@‘j}&ﬁ‘@‘cu\ﬁﬁaﬁsOT)J.X}J‘)SJ.LAMLQJU Al ansls Las cuLKS Ll Blas s 8 e ks

AL S LS 00 il L S s5la slad Ll LS eslina o s Log

ESXI B J‘ J‘Jﬁ‘(ij.s w‘ 6)‘.14‘0\‘) LS‘)” u\:S w‘ DL
vmware

VMware i 55le 5 51 Al 55 oo Lad acdl oS 003 S el

VMware vSphere
f Client il a g S eslaal S8 Oi‘ Sl - Workstation

@ All vSphere features introduced in wSphere 5.5 and beyond are VMware ) ;';L“S )J VMware )‘J_‘.B‘rj.; ui')‘}‘T 45 J:.,.:L:

available only through the vSphere Web Client. The traditional

vSphere Client will continue to operate, supporting the same
feature set as vSphere 5.0. LT . oW
Lol ol Gk 31 ilss oo 5 Sl 395 50 (Systems
To directly manage a single host, enter the IP address or host name.
T ltiple hosts, enter the IP add f . .
D | S aslllae 5 5,005
IP address /Name:  [192.155.5.254 |
User name: Iroot ! VMWare )‘J-é‘rj:’ )‘ ESXl )‘5‘)’"’ 4.: QJ\.\:: Jqd.';ﬂ 6“);
Password: I******** 3
™ Use Windows session credentials ‘.J d‘ 4-’ )f‘)) ‘.J V\‘JL‘ 4-, J ‘ - L5A o3 ‘ VSphere

Login I Close | IJ

RIE

(H 192.1068.5.259 - viphere Chent

File Edit View Inventory Administration Plug-ins Help
‘E} Home b gF] Inventory b [E Inventory C‘W‘") ;K:K QI u“’)-" I P2 29 4 2900 J" s

& & S sl | New Virtual Machine (ga S 5 S
= [ [192.168.5.254| PS VMware ESXi, 6.0.0,

Gt Mew Virtual Machine... = Ctrl+N Somm

a‘ Mew Resource Poaol... Ctrl+Q

B  Enter Maintenance Mode
Rescan for Datastores...
Add Permission... Ctrl+P

Shut Down F:
Reboot

& &

Report Summary... -

Report Performance... et
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(&) Create New Virtual Machine

mﬁlg

Configuration

Select the configuration for the virtual machine

Virtual Machine Version: 11

Create a Disk
Ready to Complete

|
| Configuration Configuration |
Name and Location B e
Storage Typical
Guest Operating System Create a new virtual machine with the most common devices and configuration options.
Network

" Custom

Create a virtual machine with additional devices or specific configuration options.

(&) Create New Virtual Machine

mlﬁlg

Name and Location

Specify a name and location for this virtual machine

virtual Machine Version: 11

Create 3 Disk
Ready to Complete

|
M Confiquration Name: |
Hame and Location ACs Coeo
Storage -—
Guest Operating System Virtual machine (VM) names may contain up to 80 characters and they must be unigue within each
Netwrk vCenter Server VM folder.

VM folders are not viewable when connected directly to a host. To view VM folders and spedify a location
for this VM, connect to the vCenter Server,

5) Create New Virtual Machine

] o5 e

Storage

Select 3 destination storage for the virtual machine files

Virtual Maching Version: 11

Ml configuration

Name and Location
Storage

Guest Operating System
Network

Create a Disk

Ready to Complete

Select a destination storage for the virtual machine files:

Name | Drive Type | Capacity | Provisioned | Free | Type | Thin Pro*
a datastorel Non-5D 924.00 GB 23746 GB 696.71 GB VMFS5 Supporte
a bc2 Non-5D 931.25 GE 434.06 GB 533.52GE VMFS5 Supporte

\

) Create New Virtual Machine

:Eg

Guest Operating System

Spedify the guest operating system to use with this virtual machine

Wirtual Machine Version: 11

M|  confiouration

Mame and Location

Storage

‘Guest Operating System
Network

Create a Disk

Ready to Complete

=& Linux

— T -

Guest Operating System:

" Windows

© Other

Version:

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system installation.

92

s Typical (g4 58 «m e 51Nl (sl

gl sla e kS 3,50 ol amio cpl o
SUS Next 59, 5 5 2015 Sobee (pile

LY

2 oombe 033 e b amds ol s
Ju:.sumu:m b D9 &m.ié DJLQ X3
sl | DataStore L s,la Lol ;5 oS
Oebe ol gl B lad &S =S

S WARIPTVE

| S5 Jole s Ll Cad ol 5o
b 5 ACS ol bl 4 s Ol
Coond 3 ol 0l (5l o2l S 52
<l | Ubuntu Linux (32 bit) s 0355

S SIS Next (555 5 5 AsS
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g] Create New Virtual Machine

Py ——

MNetwork

virtual Machine Version: 11
Which netwoark connections will be used by the virtual machine?

Ml confiquration

MName and Location
Storage

Guest Operating System
Network

Create a Disk

Ready to Complete

r— Create Network Connections

How many MICs do you want to connect? Il -
Connect at

Network Fower On

Adapter

i z: [ - | [vioiET 3 -] F

If supported by this virtual machine version, mare than 4 NICs can be added after the
virtual machine is created, via its Edit Settings dialog.

Adapter choice can affect both networking performance and migration compatibility. Consult
the VMware KnowledgeBase for moreinformation on choosing among the network adapters
supportedforvarious guestoperating systems and hosts.

(& Create New Virtual Machine

P

Create a Disk

virtual Machine Version: 11
Specify the virtual disk size and provisioning policy

| Configuration

Name and Location
Storage

Guest Operating System
Network

Create a Disk

Ready to Complete

Datastore:

datastorel
696.7
suuai GB 'I

% Thick Provision Lazy Zeroed \
" Thick Provision Eager Zeroed

Available space (GB):

Virtual disk size:

 Thin Provision

g] Create New Virtual Machine

Py ——

Ready to Complete

Virtual Machine Version; 11
Click Finish to start a task that will create the new virtual machine

Ml confiquration

MName and Location
Storage

Guest Operating System
Network

Create a Disk

Ready to Complete

< | 1 +

Settings for the new virtual machine:

Name: ACS-Cism

HostfCluster PS.

Datastore: datastorel

Guest 05: Ubuntu Linux {32-bit)
NICs: 1

NIC 1 Network: Network 1

NIC 1 Type: VMENET 3

Disk provisioning: Thick Provision Lazy Zeroed

Virtual DiskSize: 500 GB

V¥ Edit the virtual machine settings before completion

Ay Creation of the virtual machine (VM) does not indude automatic installation of the guest operating
system. Install a guest OS on the VM after creating the VM. /

< Back | Continue I Cancel
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(%) Create New Virtual Machine =B %
() ACS-Cisco - Virtual Machine Properties = | B |
Hardware | Options | Resources | - . e .
Memory Configuration )‘-LM LSJL?M L'J.wél.a ULQ.‘.E.U do=l 0 JJ
I~ Show All Devices Add... - -
Memory Size: 4;': GB -
Hardware Summary 2 TeH " = =
Wl Memory (adding) P —— o« gj;‘s"fgg,’gfé"sme'(:‘ad iz J\J\M 9 kA LS ¢ b D)
[d crus (adding) 2 : . - g - i - %
;l Video card (adding) Video card BBE - r:w;g;:;?%g%%dﬁg for =i
& VMU device (adding) Deprecated 256 GB H i Z ..
Default recommended for this -
2 New CD/DVD (adding) Client Device \za@all 9 questOs: 1GB. . _,L,ﬁ_i_; J.l:.v DL Y b CPU awn
& New Floppy (adding) Client Device &4 GBL| Minimumn recommended for this
(O NewsSCSIController (add...  LSI Logic Parallel le < guest 05: 256 MB.
BB New NIC (adding) Network 1 32 GBH
£ New Hard Disk (adding) Virtual Disk 16 GBI L;‘ D‘ ‘ py S . L‘ ls . | L’
2 bl B s il SIS o
sl g - 5 -
4GB
2GeH sl 0 05Lel ACS [GSOS-1)
1GE )
512 MEH
File Edit View Inventory Administration Plug-ins Help

S0 2 A 350 edle sl Sl IS AL

S sy il U oS IS Power On 05T

@n_rj @Home
n Welp mBb e P

= [ 192.168.5.254
& —
s Anti
{3 Domain 2012 R2
3 EMAIL-Internal
I Kerig-Email
G skype

I Vesam

[ ﬁﬂ Inventory [ Eﬂ Inventory

el Ol gy Sl e bl o pd )

oS Bme Ol 4 15 ACS LU

Getting Started

What is a Virtual Machine?

A virtual machine is a software co
physical computer, runs an operaf
annlications An operating svsiem

192.168.5.254 - vSphere Client

LB s, odbe

Sl 5l S bl

e Edit View Inventory Administration Plug-ins Help
1 8
oo
[ 192.168.5.254
{55 [AC5-Cisco| g
@ Anti

{3 Domain 2012 R2
{3 EMAIL-Internal

€y Home b gF Inventory b [l Inventory

P & B G R ER SR
(Z) CD/DVDdrivel »

Getting Started | Summary ' Resource Allocatio el e g o8 tela & [SUTL 0

Connect to IS0 image on a datastore...

| Connect to IS0 image on local disk... U‘

YL

S A

5 IS SJS Connect

3 Kerio-Email Network boot from UMuware UMXNET3
Gh skype Copyright (C) 28083-26814 UMuware, Inc. e . 7
& veeam Copyright (C) 1997-2808 Intel Corpor [RGSICEHIBESEINTFIELY
CLIENT MAC ADDR: 88 BC 29 2B 1A BE G
DHCP. ..~ S
onre =l 1, 1S0 W L LB Ll w3 ol s
@Qv‘ < Cisco-ACS_... » Cisco-ACS v58.0.32-hellodigi » + 4] s A .. P| Ls‘}) ﬁ J h.J 2 M . Jﬁ .. —ond k.)i D)
Organize = New folder = A @
= Name ‘ Date modified Type S &JS Open
N_L\braries ACS_58 Crack 3/7/2016 5:16 File fold
f SAD:::"E"[S 12 ACS_vS80.320s0 3/7/2016 6:47 AM Image F
[ Pictures \
B videos
8 Computer eiable.

&, Local Disk (€)=

(a Local Disk (D)

- Local Disk (E)
@ Network

-« [T

,
~  [IS0 Image files (*.iso) -

Com )
-

File name: ACS_v5.8.0.32.is0
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Helcome to Cisco

o boot from hard disk

Available boot options:

Secure ACS
Secure ACS

[1]1 Cisco
[2]1 Cisco
[3]1 Reset
[4] Reset

Secure ACS 5.8 Recovery

press <{Enter>.

5.8 Installation (Heyboard-Monitor)
5.8 Installation (Serial Console)

{Enter> Boot from hard disk

lease enter boot option and press <{Enter>.

hoot: 1

AdMinistrator Password (Heyboard-Monitor)
Administrator Password (Serial Console)

3 E 3E BE BE N BE NEE P E WEE-NEE-EE-EBE-E-E-BE-E-BEE-BE-SE-BESE-SE S S SE BE BE BE BE BE N BE B BE N BE N

Please type ’'setup’ to configure the appliance
E o E BE BE BE N E NEBE JEE WEE-NEE-EBE-EBE-E-E-BE-E-BEE-BE-SE-SE-SE-SE S S S BE BE BE BE BE N BE N BE N BE N

localhost login:

setup_

| ACS 6 diS s edalin 45 sbokon
Saled a4 lad gl a8 dor 5 il el
%@})‘Scjﬁé\ﬂgw|emw|ﬁ
S35 2ls L S geled Ol

Aas LS Enter

AL Login amis wal )l dx
LL OB gt sl 5 A Al

DS sl 1, Setup adS

.JﬁM‘j}LﬁjQ)M‘\{QTJ)JQ-ASMM\‘}}QJ.:MJ.;La..n.ir)" SV s Setup (saalS 05 S 355 5l A

25w PP S byl 5 Sl 5
.szp /\E;(:II J:§LAS ‘gi Jib ;3‘;> Lﬂgj‘ cUiLwJ Q ijfﬁ rU
S ool 1 s se
Host Name localhost
slacsy > 5 aal O > S b Gy > sl
] — 9 q—» 9 /\'ZZ ngu
IP\V/4 R Pap e Y00.Y00.Y00.Y00 b tovt u sl sl | 1P sl 05 8 5505

IPv4 Netmask

oD J)L} S

Y00.Y00.Y00.Y00 L vt o sloe el

Subnet s 5 5,15

by e

IPv4 Gateway

o i J)lj S

Y00.Y00.Y00.Y00 bt vvt o Sloe ool

L Gateway .

LS a5l 1y S, Olea
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Domain Name

odls 35l S

355 3005 b b 5w IP 03 S 505 4 5L

))\_5 bb}?'&:.a)bru

S AL SLEA LY e b Gy slaw
w\d}é‘_}JL@O-QJA-Z 09 >

LS
IPv4 Primary 5l Y00.Y00.Y00.Y00 bt vvt cn sl sl | 5w DNS sl
Name Server S sl s
Address et e
YOOYOOYOOYOO U'.'.'.' J:J)bw u«’)JT 23 DNS qu)bT
Add another oS 3505 e S s S 1 S
nameserver
S ol Al
Y00.Y00.Y00.Y00 L vivirr oy Slowe sl [ 1 TP L e ss ol
NTP Server time.nist.gov
S 25l 1 e ol Al L 5l LS 5l
Timezone uTC
LS 550
Soledled gl »
. I | i
SSH Service 3l S Y L SSH s
LS ol
ww\)béﬁﬁ‘yjﬁ&fﬁ))y@ "\‘:S"JU‘JLS)‘.)S(’U
S AAMIN (6118 oL eSS 5505
. Las i | o Wil
Username admin T i

Admin Password

oo 35l S

b Sl o o P A Do &
jﬂ:a.«ﬂ‘ o liS >)|‘}Admin LSJ"JLS

S 5l 1 s e LL L

S w s SLETN Blas Ll e e

e oy

S 55l e e
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Jav—wudb)s\))y&f)qu

Do b e Gl 6,3 6l O A

03E 0 8 Soye 3 e Adl adls 4
DVD Gk 51l cs 5 el 515055

localhost login: setup

Enter hostname []: ACS-Center

Enter IP address []: 192.168.5.22

Enter IP default netmask []: 255.255.255.0

Enter IP default gateway []: 192.168.5.35

Enter default DNS domain []: int.net

Enter primary nameserver []: 192.168.5.100

Add secondary nameserver? Y/N: N

Add primary NTP server [time.nist.gov]: 192.168.5.100

Add secondary NTP server? Y/N: N

Enter system timezone [UTC;]

Enable SSH service? Y/N [N]: y

Enter username [admin]: Root

Enter password: Test@12345

Enter password again: Test@12345

sl 4= Restart 55w Of 5l ey 5 LS o053 5 Cbls |y Slaadad a5 5550 55 YU Sledbl 03 S 5505 L
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cecure Connscion = e —

¢ @ @ hitps://192168.522 g

/ Your connection is not secure

Firefox has not connected to this website.

Learn more...

192.168.5.22 uses an invalid security certificate.

The certificate is not trusted because it is self-signed.
The certificate is only valid for

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

LLACS il 5 ai Sl sy

Lol eosl 5 dusd S50 3l

The owner of 192.168.5.22 has configured their website improperly. To protect your information from being stolen, a ¢ ,\,.,.S J) |‘) https QJM e

=
V| Report errors like this to help Mozilla identify and block malicious sites oxs deld 5‘)5 )‘ 4'<"".’.‘ J‘EL’-

B sl L S  eslizd
S0 n AL aS A daal a5
aJl (S SIS Add Exception

|| Ll e HACS s Shee o i

Add Exception...

S 4 5 Internet Explorer

S 5l 1 GBS v5E 0 5 S0 el Al Login amis 04 5L ) A

acsadmin :g ., <=L3

default s BaD)

Test@12345 .,\A.,Lcc\.’ou\:gnxs‘ Q)M“"\T’.LASJJ";& C,...»‘?)J ‘J‘t’.‘)‘})ﬁ“"‘f)l""";’)‘ QJJS JJ‘})‘J\M

afean]n
cisco Cisco Secure ACS

Hostname: ACS-Center (Primary : LogCollector)
Welcome to Cisco Secure ACS
For Authorized Use Only

Usemame: acsadmin o

Old password:

[Login | Reset | Cance |

703 S8 plogss sl lad 5loslss Login (55, » SIS 51 dey (S SIS Logiin (555 s AeS 205

g G e amio 3505 U S )05 Ll 4SS e Ll s i e
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in  ACS-Center (Primary: LogCollector)  LogOut About Help

MY Ll 5l amino oul 2
Welcome to Cisco Secure ACS S 2 v\-il-.’ Ly _U,juda c,wub;'v;

Step 1 - Use the link below to obtain a valid license file from CCO D) \J" | £r u'“"*"%y 3 “—irls Browse
using the Product Activation Key (PAK) supplied with this product

Ol s alialis (1S Ll 15 ACS
Cisco Secure ACS License Registration
gl Y 5 edd SIS e aea
Step 2 - Specify your license file below and click on the Install

button to install your license ol SJS C)J}«.& “ VA )‘Jj‘ﬂf’

License File: | Browse... | Nofile selected.

/ e o] S 45 g0

ls (’f'“‘ﬁ’;fl’-“.’\b L@JT)'\L;J"MQ_:U:‘&SU\; Sy ool LsLaob)\)-.%JJQ_l\QJJSJJSleﬁ

5 S Ll Ly ol Live g 4 8 sl S Jolegim o 5L Il ol 035 S5 o
dea oslaiwl Kali Jﬁbijd\ 23 S eslanal &, S 5

(55 192.168.5.254 - vSphere Client

File Edit View Inventory Administration Plug-ins Help
@ £y Home b gF] Inventory [l Inventory
0Ny &8 6 REDa /
= [0 192.168.5.254 () CD/DVD drivel v | Connect to 150 image on local disk...

{13 [ACS-Cisco| s

D3 s fas sl

Dl s b ESK

i ALY Connect to host device... & S } .
Eﬁ Anti Getting Started | Summary ' Resource - . ‘ ‘
3 Domain 2012 R2 Connect to 150 image on a datastore... D 2 "-))'c
3 EMAIL-Internal i i
4 Kerio-Email Copyright(c) 2815 Cisco Systems, Inc. All . . L.
skype J.x;: Lol w9 bl
% Vesam ACS-Center login: _ JJ s/ .

;EJ S48 6‘*-'%)5 S
Jiu Lilgo U s SIS

&) 192.168.5.254 - viphere Client Kali u"“s.ﬁ"ﬁj 4 ‘bf)’a IS0

File Edit View Inventory Administration Plug-ins Help

a £y Home b gF Iventory b [l Inventory . NS .
a il S5 GG o 8 “ YL )LS rbu‘ B .,\Ju QJ\CS wlsl 6)L>pa WLQ “ b

B [ 192.168.5.254

—'%i::m o - s P =T J.;.S C,...»‘) &:lS LS)L"“‘ W.ZLA REPE D J&._:. Lole

% E;r:fr Cust v Power Off Ctrl+E
& Kerio-E Snapshot v Suspend CtilZ _ N
& stve |2 Open Consoe Reset CulsT LS Ol | Restart Guest (g4 35 Power Cwa3 5l g
& veeam - T -
G Edit Settings... Shut Down Guest  Ctrl+D
Add Permission... Ctrl+P Restart Guest Ctrl+R
Report Performance.. J..i).J Restart D9 LS)‘}'Q‘€J" e L G
Rename

Open in New Window...  Ctrl+Alt+N
Remove from Inventon
Delete from Disk
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AS 4t 511 F2 S5 OAs Restart 31 dw
QR0 Drive Aoy oy g5 Setup Slecksd 315 b 48 Sl
CD- (g4 38 5 5 Boot 3 5,05 25,5
o YL 4 — 5+ AUS L |, Rom Drive
3 A S 1) FI0 S ey 5 deas ol
o b Slanles U oS Ol | YES (gan S

.3 5% Restart - ole 5540

_'J'.‘.

Enter “ .bj.sjn ISO J.LLQ )lS U'i‘ rl?u‘ )‘ J

A sl |l Kali .S 5o

KALI © by g amio AS e oedalis S shiles

“the quieter you become, the more you are able to hear”

J.:'S ub:;’;‘ ‘) Live (_54...3'; cJ.:.lSL;o odaliv ‘) Kali

Boot menu

Live (amdl§4) e - . . o )
: ) (check kali ) ‘ﬁ‘ J‘k-, J)jﬂ J—Llﬁ (';)J J-’ j % "’j"l'g JMS};:J L’
d Persistence (check kali )

..Jj.w

synthesis

Applications v

edalin | Kali S i) J ) aomis
LSS L8 &yl gly S o
S8 e B AL s ol
25 S S sl 1) e
Sl i3 53 S ACS LG s
Kali & o6 JGs (sl S S
Sl gy B e LU LL
Kali 55, » 1) ol 9 LS Share

.u\:.@.} )‘J';
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Applications v Places v

B

Home

Desktop
Documents

Downloads

D
C)
A

Music

Pictures

o o

Videos

Computer

Browse Network

Tue 08:19

Applications + Places v Files v

< > | 4 Network »

© Recent

@ Home ADMIN-PC  AKBARZAD
EH-PC

i Desktop

[ Documents

N1025

N1028

@ Downloads

=
=l
=1

DESKTOP-
5I1S1GIN

=
Windows \

Network

HAFIZ-PC

1012484

N1024

Applications ~ Places ~ Files ~ Tue 09:35
< > | 4| = c$onnl024 Downloads » ‘ Qllm|l = | ()
E v | Si Modi
© Recent Name ize Modified
PP ACS_5.8_Crack = 09:34
4 Home
& Desktop ©' ACS_v5.8.0.32.is0 13GB 7 Mar 2016
[) Documents E adobeTemp = 14 Dec 2016
® Downloads .
i AVScanner.ini 30 bytes 30 Jan 2017
JJ Music = Il
L BoOT 2 10 May 2016
Applications ~ Places « Files + Tue 09:38 FA O
¢ » |/ 4 f@Home Desktop ACS_5.8_Crack | («{ P ‘ = @0 6
D Recent Name v | Size Modified
=" acs50base.lic 411 bytes 4 Apr 2011
@ Home = i R
i Desktop =" acs50feat.lic L3kB 4 Apr 2011
a
[1 Documents £ flexim-10.9.jar 2144kB  4Apr2011
JAR
@ Downloads (&) Open With Archive Manager ~ Ctrl+0
3 Music Open With Other Application
g Cut Cerl+X
‘0 Pictures
Copy s Ctri+C
E Videos

Move to...
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Places (g5 3l 503, JS& ke

S Ol | Browse (ga S

VISR PRy B NI WP PRI
orile 4 1, OF 5 das 13150 LB
o KALL 5 b 5l 5 S Jeaze ACS

S 5L ol el

O ed pd Lgl.aar.:my a=io cpl 2
355 e ST S o edalia
Al e S b edalie o 2
SIS Windows Network (g5, »

g 592 e 3515 5 S
Wiy LS e odaline &S b0l
DB s 53 853 Gi b 51 S S
L OF 3 eslizal (gl 5 sl a3 S
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Applications v Places v Files + Tue 07:35 » L) O~
< > 4 Other Locations Ql=|l= @ ® @
O Recent On This Computer
1 Home ©® Computer 2.1 GB/ 2.1 GB available
BfDeSRop A | 7.7GBVolume /devidm-1
[ Documents
= 22 GB Volume /dev/dm-2
@ Downloads
J3 Music A 11GB Volume /dev/dm-3
0] Pictures A | 27GBVolume /dev/dm-4
H Videos
A  407GBVolume #—— fev/dm
m Trash
_ ® 524 MBVolume dev/sdal
(=] Floppy Disk
] ® 72GB Volume dev/sda2
+ Other Locations s
'\ ®| 1.0GB Volume dev/sda
Connect to Server e 9 - nr
Applications v Places v Files « Tue 07:36
< > | 4 I 407GBVolume ! Q. il ==
O Recent o P o R e—
G Home backup CSCOacs pbis syslog system
i Desktop \
[ Documents
@ Downloads
J3 Music
Applications « Places v Files v Tue 07:36 w L) O~
&y <« [ 407 GB Volume | CSCOacs ! Qll:=|l=| ©@ ® O
O Recent e R ] R = —
@ Home bin config db jrel6 lib logs
i Desktop p— A o
() Documents mgmt runtime view
@ Downloads T
A Music
Applications v Places v Files v Tue 07:37 w ) O~
< > ||« M 407GBVolume CSCOacs = mgmt » Qll=|l= @ ® O
© Recent L = Lt L
G Home apache-  CATALINA_ cli nss
tomcat- PID
i Desktop 6.0.37

[ Documents

@ Downloads

1
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35 Al i 5550 U6 51 Copy 3 e
Ol 5 RS ACS Sl le 5w bgs e 4l s
LS o Sl ol BB L L
S35 2 S SISl Gl
ol s> S (KUS Other Location
sdalive |y Sius 35la cpdor amio
ACS LB 4S5 1S o) L 45 1S s
e Ol 03 13 L3 sl plas s
Sy dm-5 gls s ki syee LB

oS SIS L 53 0T sy 2l
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Tue 07:37

Files «

Applications + Places «

‘ < > ‘4 CSCOacs mgmt = apache-tomcat-6.0.37 »

© Recent p— P— e —
[T _— Je— -

G Home bin conf lib \ LICENSE

i Desktop —a - -_—— e

= = |

(3 Documents RELEASE-  RUNNING. temp webapps

NOTES txt

ajj=||=| @0
[ — .
=
logs NOTICE
_——
||
work

Applications v Places v (8 Files ~ Tue 09:41
< > |[« cscoacs mamt apache-tomcat-6.0.37 - »
© Recent s
-aac-5.8.0.32.B.442 | pind p . 1 %
& Home A.mm Jar ‘)#JJ}AJ{DCTRL+VL;§JJJ.:LSL'IbMﬁJJ
— —— L EE
Docume , || Replace file “flexim-10.9.jar"? . . S . . .
(6] nts (J P I M\j}ﬁ&)ﬁj}d&)\f@‘)‘@S@Past
® Downloads A newer file with the same name already exists in “lib”.
Replacing it will overwrite its content. 37.9kB 19 Sep 2015 _
1 Music 2 . . AN 5
g oo e vavs wsems| 1) odr LB Al Ll &S S e Jlpe Led 515 A
0 Pictures Last modified: 19 Sep 2015
H Videos Replace with S L oS o G >~ - G L
T R e | 5> S00 2 S5 LS 05 Sl JS LB L
= ¢$ onnl024 & » Select a new name for the destination 216 kB 19 Sep 2015 . . .
Flowkak Apply this action to all files and folders - e J-A;l M“}} rl.>u‘ )l.g k.fi‘ Replace
Filsers n 00285 < . acs-db-5.8.0.32.8.442 ar 11MB  19Sep2015
FOgeiocais [ acs-dopassword-5.80.328 442500 _ A8KR 195en 2015
o ‘acs-audit-5.8.0,32.8.442 " selected (736 kB)
B [0 192.168.5.254
(T [AC§-Cieen Power awn2 )‘ 9 C»»wb Q.K,JS ACS
i Ant Power 4 Power On Ctrl+B "
s Dor Guest v Power Off Ctrl+E _
% E: Snapshot 4 Suspend Ctrl+Z "\MS,,. ub“—’“‘ ‘) REStart GueSt (54""{}5
0 sky & Open Console Reset Ctrl«T mgmt
(D Ve B Edit Settings... Shut Down Guest  Cirl+D Name | 534k o0 <,L>=3| )\}A\DJ S Sl
Add Permission... Ctrl+P I_ Restart Guest g=—&trl+R |
Report Performance... r Home -‘%l c ACS J‘J’g‘€j" [ w JJ‘) Jx.il) LQA-N:.
R
sname i Deskiop EN o .
Open in New Window...  Ctrl+ Alt+N 2 AS wlsl “,‘y o,Les 5 L g
Remove from Inventory D Documents N -
Delete from Disk Jan §
@ Downloads B

Welcome to Cisco Secure ACS

Step 1 - Use the link below to obtain a valid license file from CCQ
using the Product Activation Key (PAK) supplied with this product

Cisco Secure ACS License Registration

Step 2 - Specify your license file below and click on the Install
button to install your license

License File: acs50base lic
™

Install 55, » 5 LS Add \))\J-_élpjwyo)l{js
o) ge eV gy 4 )8 I LS SUS

AL dal g LS 3l
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)‘Js‘rf w‘bb)ls‘u‘b‘ Qb)@‘oi&‘ﬁ‘dw‘)éb‘)lf‘(ﬁf J?SL;aoMuJﬂ)ﬂj@'des‘)ydLaA

A3 (=l>.;,|

<> C @
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https://192.168.5.22/acsadmin/

cisco Cisco S

v Task Guide

Quick Start & Before You Begin
gl Svstem Salup Essential Reading to Get Started
Policy Setup Steps ‘
My Account ACS Policy Model & Terminology Cf
~ Login Banner

» 5 Network Resources
» @B Users and Identity Stores

R Getting Started
Let ACS guide you through these tasks

Quick Start
Initial System Setup =
Policy Setup Steps =

» ©» Policy Elements

» [ Access Policies

» [ Monitoring and Reports

» %7 System Administration

Cisco Secure ACS Online Resources:

acsadmin

Welcome to Cisco Secure Access Control System

oo @ Y | Q Search N @ =

ACS-Center (Primary : LogCollector) LogOut About Help

% New in ACS 5

Managing Network Devices
Managing Users & Identities
Creating & Maintaining Policies '

[6 Tutorials & Other Resources

Introduction & Overview Video &'
Common Scenarios

m

Product & Support Information Forums WWW.CISCO.COM

Active Directory 4 ACS 4o &5 Jaio

S8 opl b dl5 e 45 ol Active Directory s, 4 OLS Juate ACS I3l 5 g sl S5l S

el o Cand (pl 3 S y e Active Directory s s g ge )8 5 b 5l 0 i glaslKns

(s Jrt 4l > Active Directory . 3 ,w 4 ACS Ssle s o b )

» 3 My Workspace Users and dentity Stores > External identity Stores > Active Directory
» 14 Network Resources

Use! d es 1
Identity Groups
v Internal Identity Stores Nods Rols —
Users
Hosts
v External Identity Stores e
LDAP
Active Dif C\i:‘on "Save Changes’to save AD configuration. Once you have successfully connected
RSA SecurlD Token Servers you can select Directory Groups and Directory Attributes to be available for use in policy rul
RADIUS Identity Servers Pressing on ‘Clear Configuration’ will remove the AD configuration and remove ACS mach)
Certificate Authorities Click on ‘Refresh’ to update data in ‘Directory Groups’, "Authentication Domains’ and ‘Diagi
Ceml_icalemmenhcanon Fede End User Authentication Settings
|dentity Store Sequences

» S Policy Elements

» [ 5 Access Policies

» [.] Monitoring and Reports

> 52, ‘System Administration

Enable password change

Enable machine authentication

[”] Enable diakin check

[”] Enable callback check for dial-in clients

[T] Use Kerberos for Plain Text Authentications
Identity Resolution

Advanced control of user search and authentication
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2 Cisco Secure ACS -- Webpage Dialog

03 5 S sjlg 1y s yeesd (aU Cad ol s

Connection Details
% Active Directory Domain  jnt nat -—
Mame:

w,;gyﬁféﬁ)tsru AL Username o

Please specify the credentials used to join this machine to the Active Directory Domain: B ‘ ‘ - ‘ ‘ ‘J ‘ 'Y Lﬁ S 45 ‘ 3o
2 Usemname: babajani == DI ) D r‘) LS L;""f*" ) _5?'

# Password: sessssassssssenanes

Do O ol LS SIS Join g, 5 S

S dal = intnet e 93 20 ACS

D9 ‘-'\:'.SL;" odalis 2 JQ)JASJ}JG.}L«A

int.net ;w95 s2e ol ACS-Center (aLZ L &S ACS

.M\eMWJﬁ)JJFSw‘prU)M\oM

MNode Mode Role Status Domain Mame Domain Controller Name

Joined and Connected intnet WIN-ROHO4593BCF.int.net

A

U8 8 25,8 bty s

General }ﬁreclory(irwps " Directory Attributes " Machine Access Restrictions " Advanced Tunir|

“! Users and Identity Stores
Directory groups must be selected on this page to be available as options in group mapping conditions

select groups from the directory. au‘ )“}é‘r‘f; L) ‘) .«U)‘D )“)3 O‘ )J
If 81D values for groups are empty, choose those groups and reload them by clicking on select button. N
corresponding domains are reachable.

Selected Directory Groups: g_,_',' ;)\‘9 )ls Lﬁ-‘ LS‘J" A\S J‘.:’.‘S

Active Direc IR I Group Sid
S35 2 5 Jos Directory Groups
oS KIS Select
\

Addh ][ Editv ][Replacen][ Deselect |[.Seled.)

|, Domain Admins o3 S Cand ol 3

DC=intDC=net ¢\f)l5 ej; Lﬁ" DL 45 ¢V.:.\SL50 g.)l?r.b‘

Group Name: Group Sid JS | | - Lc .
INLNerusers/iLomain wonirolers 5-1-0-41-3281£44070-34U04110842-2271411 /-2
- Al JA J)a.a 240

intnetUsers/iSchema Admins 5-1-5-21-324122510-3204110845-55141176-5

int.net/UsersiEnterprise Admins 5-1-5-21-324122510-3204110845-55141 176—5@

O3 3Cc3

intnet/UsersiCert Publishers 5-1-5-21-324122510-3204110845-55141176-5
fUsersiDomain Admins s 32 845-55 6-5 S« § ls
ersiDomain Admin! ,.,,L;,‘S - Ok 6‘9‘) J'.'

intnetUsersiDomain Users

Org=l

intnetUsersiDomain Guests 5-1-5-21-324122510-3204110845-55141176-5

intnetiUsers/Group Policy Creator Owners 5-1-5-21-324122510-3204110845-55141176-5

intnetiUsersiRAS and IAS Servers 5-1-5-21-324122510-3204110845-55141176-5

10003

Arnratare intnn#® 4 E 30 54D
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S Ll s S il cad ol 54 ebf).xisjs‘.},.a.uActiveDirectoryp\J)\J-j\DJ 4ol )
Egw QTWASJMSJA&Q\@H&Gjﬁ)’\))E» cv.:;S sl Lmlf:m:«..,s\fé\ s Sl b

oS o i OF 6l oS ol e GUls Gl

» & My Workspace Policy Elements = Authorization and Permissions > Device Administration > Shell Profiles
» [} Network Resources Shell Profiles
~
3 Users and |dentity Stores
& Filter: * Match if: - ¥
* S
v Session Conditions [ name +  Description
Date and Time [F]  Permit Access
Custom

¥ Network Conditions
End Station Filters
Device Filters
Device Port Filters
 Authorization and Permissions
¥ MNetwork Access
Authorization Profiles
= Device Administration
_—
Command Sets
¥ Mamed Permission Objects

» [ Access Policies
» m Monitering and Reports

» & System Administration

General | Common Tasks | Custom Attributes

“ MName: Admin Access e

Description: Full Controll

# = Required fields

Policy = Al ion and Permissi = Device ini lion = Shell Profiles = Edit "Full Access”

General | Common Tasks | Custom Adfributes |
Privilege Level

Maximum Privilege: Value e

Access Control List: | Netin Use W
Auto Command: Notin Use v
No Callback Verify: | Notin Use W

No Escape: Notin Use w
Timeout: Notin Use v

Callback Line: Motin Use v

Callback Rotary Notin Use w
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basin 3 5 LS Okl | Profiles

oS (SIS Create (g5, ol

Policy Elements = Authorization and Permissi Device Administration = Shell Profiles = Creat : 2 - 5 o5 ) . :
icy Elements = Au urlzaiun‘an rmissions = ice Administration = Shell Profiles = Create ‘) )};- j‘b ")j" ut}w‘}: 9 (:L; dol o w‘ )J

& g5 Common Task 3 3,15 9 LS 550

w3V e mes i 5 ge Profile 4 Ll e o) 5o
Default Prviege: vaue[0_v] +— ol | Static gau S LS ol ¢l 5 et B cl.:.a
sve At eyl 5 yio 3de AL Value Caand 3 5 A4S
Profile U u.s IS Submit (g5, » 5 S bl
NoHangUp:  [NotinUse v The S LS ax g SOl 4 ol sl b s g
i (i 035l a5 313 1 (e s o RS o

oS olssl rijjmsv\il{;)}jlggwe\s
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alalne
cisco Cisco Sec

» @ My Workspace Access Policies > Access Services > Default Device Admin > Identity ACtiVe d‘}")ls )‘ J*" 4‘3 O‘.’.‘ )‘ 45 V'Z.:‘s V‘I‘.Ja'.':

» ) Network Resources

© Singie resuit seiection () Rule based result selection

» @ Users and Identity Stores Identity Source: |nternal Users ol (g )‘JP-‘ C,..’>u Ls‘j" Directory

» € Policy Elements
%, Access Policies

¥ Access Sernvices
=] Senvice Selection Rules
v .o . Z ..
eﬁ'f_mem" <zl | Identity (g4 ;5 Access Policies
Authorization
» /' Default Network Access
~ Max User Session Policy

» Advanced Options

SIS Select (g5, ok 5L aman 5> 5 LS

Identity Store Showing 1-7of7 51~ per page 30| S
Filter - Match if «| [co] = "

Name - Description

CN Usemame Predefined Certificate Authentication Profile OK (5)) » B %) ~ “" ‘) ADl (54_:‘:’“>§ J‘,’,L: w O’i‘ )D

Connection Active

DenyAccess

Internal Hosts ’ . E E S

Internal Users

<3l s |y oledb| Active Directory 31 ACS LIS -pl L
J Page 1 of1

Nmm . acsadmin  ACS-Center (Primary : LogCollector}  LogOut About Help - PR S . ‘ ‘
cisco  Cisco Secure A e ARSI
» i My Workspace Access Policies > Access Services » Default Device Admin > Authorization
» 14 Network Resources Standard Policy| Exception Poli J_)\j J\.i)‘.’ <=L?u| ‘J ACtlve
> m Users and Identity Stores _ o " PR
3 Policy Elements
%’ =l Filter: Status ~ Match if: Equals - - Clear Filter - Authorization - -~
v Access Services F) | stams | Name Conditions Results
2] Senvice Selection Rules Identity Group ~ NDG:Location ~NDG:Device Type  Time AndDate  Shell Profile
~ O Default Device Admin Mo data to display N . . s
Ientity ol )l{w):)v‘\i‘}aﬂ
Autorzaton|

» U/ Default Network Access
~ Max User Session Policy .
Max Session User Settings (.i:l.s CUStolee ‘5‘9) )-.'
‘Max Session Group Settings
 MaxLogin Failed Attempts Policy
Max Login Failed Attempts Group Set)

; 5 LY

» m Monitoring and Reports

> \% ‘System Administration

O i ] '

* [ Default If no rules defined or no enabled rule matches PermitAccess 0

Duplicate...| = |[Edit] [ Delete Wove to i Eustormizs | Hit Count
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H 5 lsl oo 4 | Active Directory « L o AD1 amiws oyl o

Customize Conditions
Available

>

Selected: . E S
J Identity Group ‘J“.:'S - OK (_S)) J‘,’
[AD1.ExtemalGroups NDG Location
Authentication Method NDG:Device Type
Authentication Status ‘ Time And Date

i

Compound Condition
Device Filter

I|| |Device IP Address =

Device Port Filter
Eap Authentication Method
Eap Tunnel Building Method hd

Customize Results
Available Selected:
Command Sets Shell Profile

A

Authorization (gl 5 Ld> iSO S U AS SIS Create (g5,

S sl

* [ Default Ifno rules defined

N
Save Changes ] [ Discard Changes

General b
Mame: Rule-1 Status: Enabled ~ 0 F
Z .
G4 JS Ao B [ BE)
The Customize button in the lower right area of the policy rules screen controls which policy col
results are available here for use in policy rules.

—sl |, AD1:ExternalGroups

Conditions
[T 1dentity Group: -ANY-
[ ND@:Location: SANY- &?ls SeIeCt Ls‘ﬁ) x J"’U 3 ')".?5

[[] NDGDevice Type:  -ANY-

[C] Time And Date -ANY- J.:})'\‘%S‘)JEJJ)y ojjfj.).:'s

AD1:ExternalGroups:
,contains any -

m

intnetUsers/iDomain Admins

Shell Profile cwued )5 L S -l

‘) VJ“JJS Jl’g‘ 45 ‘) Lfl':bjﬂ
[ select |[ Deselect || Clear

Results J?S A.JL>=:.:‘

Shell Profile: Permit Access

1 +

1
Cancel
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Shell Profiles A ssse Bl Ll asmino ol 5o
Filter. ~ Watch if; - i

ol Ty s S sl aS 1y 5 4=
Name +  Description 7= )T JS 2

Admin Access  Full Contrall G . § S Create
AcS : CEPENS

/ DenyAccess

Permit Access .J)ﬁi Jlesl CJL«J@J

ACS )PP b yig, 9 gugw bLI

Ll b oy S1,S Slr S oslinul Jlas )50 4 ACS Il 5 51 sl g o i cpl o
sy 5 3l 5 onl i gel & AS eslinal s b DL 6] GNS3 dile (3lome (slal Bl 5 51 Sl oo
Slata, Sl 5 i S5 slp Js Sl s esls (25581 CONA LS 55 Sl58le 5 51 0w b s, bLs
S s Sl 10U o o s 1y 515800 5 ol sl S

S5 b bl ol ol 5 AAA - s 1w ;5 45 RADIUS 5 + TACACS ISG5 5 53 b b L8 gors O\ )3

ot LT i o e eslinal La 53l

+TACACS JSig
5l aS Wil o S &S L5 31 SO 0 Terminal Access Controller Access-Control System L +TACACS

Do s 4 SO el il el a3 SIS 4 a5l gl skl S Olse 4 V44T L

LS e eslanal 552 bLs 1 Jsls (gl , (TCP,UDP) £4 oy g 51 2,8

Radius J&ig ¢
G 0l s 35,5 53 oS Conl &S JSS5 2 S Remote Authentication Dial-In User Service | Radius
j@\o@s&jb\ww Q)ﬂ@j%ﬁbdﬁﬁﬂﬁjﬁw‘cMJ&JﬁSoJM‘&)J

S e Sty S5 el Sl B S5S]
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3 LS 0,18 0SI Jus Application Y 53 cowl (Server/Client) o5 .S 5 olds s s o SO 5 K Radius

L;LQJABV':"“"?"" L;jjj"j:‘:"'.‘."g}gjjf g)"‘ ‘J"ngd oalarul UDP)TCP JQ)J" 92 )‘ Q\.o')Ua\ J:LS LG‘J"

Sy o Silwesly Saky 5 WS 8

+TACACS g Radius JSg ¢ com gl

Radius +TACACS
el aw IS5 5 0l
6@”{ 93 J_Q)J_; Bl 9 Authorization Authentication
Authorization s Authentication | 481u>= & 50 4 |, Accounting > Sas
.MJ&H;.;,\V.AL_,\J JW}MJ&H;J
3,05 el s, sl
UP D )3 P saE Sy b )
B 9] S &S LSt
o&wbﬁ&j)o\jj&jw\ ))U.SL’LM:‘
S o Jor 2 Dl
3 g L;)'b»oal.:.é
AS o Jos UDP Coyss (595 50 | LS oo Jos TCP &ojsy S5 2 Jasl oY
i 61&'}") L o e JS
. , Ui 3l SN 5 S Sole s
JASL;GLS)KJJA)‘JML . e _
Aol e Ol s S
Ju‘ydu . . s D
NetBIOS Frame (sla G5 5 5l
X.25 LControl Protocols
=™ T
s ie NOVEL NASI AppleTalk
S e
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ACS 5131p 5 b 5igy b guigw bLA

| Installed & Available appliances > |

®

&

|Filter |

&P MikroTk CHR

_- MetScaler VPX
a OpenWrt R1

a Openirt Realview ﬁ
Q&

a vRouter

> | M

=] a Vvyos

.v.:.ﬁb rled‘ACS L}:"JEJ‘JE.JJ)‘}A oKis

L45C7200 Jjj‘)jasjs ‘J>-\ \)GNS3 )bﬁ‘rfs

S Ll e S|y s S sl oa

L e
All devices @
| Tnstalled & Availsble appliances - |
i — J

‘ a Big Cloud Fabric
<= _
g a Cloudrouter R1

D

g
=

=

! Ubuntu Cloud Guest

Cloud-1

D

LS| 4w 4 Cloud K aslsl s
Gr SIACS S5 o 4 Al g2 G S

R1 Cloud-1

®

‘6 Change hostname

o Change symbol
Duplicate

L Show in file manager

Q Bring to front

B Command line

=3 Raise one layer

% Lower one layer

i Delete

SIS O 55 p kS Joae oSS
ol | Configure (g4 ;S 5 Cunl

RUAY
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e Mede properties

| Cloud-1 configuration

Ethernetinterfaces | TAP interfaces UDP tunnels Misc.
Local Area Connection Ap— - || A Add Add al Refresh
| Show spedal Ethernet interfaces
Reset Cancel Apply Help

AL Ethernet interfaces 5 >
<l \)de.\a\&?ia)ls
S S SS Ll gl s
|, Show special Ethernet interfaces
(23S Gy 35 S ol
s obsl L ol s oLl
S 2 Al 3 5 SIS AdD (s,

S SIS oK

All devices
Installed & Available appliances

@

=» & 50 cous Fabric

doud

@ coucroute

B ot Cloud Guest

-~

=tiew appliance template

8 sk ©

Console

GNS3 management console.

[« | e

B

R1

< Cr—

[

Running GNS 3 version 2. 1.8 on Windows (54-bit) with Python 3.6.5 Qt 5.8.0 and PyQt 5.8,

Cloud-1

Link from R1 port FastEthernet0/0 to Cloud-1 port Local Area Connectio

R1

thon 3.6.5 Qt 5.8.0 and PyQt 5.

“s Change hostname
au Change symbol
Duplicate
[ Show in file manager
B Console s
& Custom console
& Auxiliary console
" Bring to front
# Import config
Export config
s Edit config

Cloud-1
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Sog b s olEl LS alsl s
<, 4 LS S FastEtherneet0/0
Local Area L=yl 5 &5 Lol &

4SS ol Connection

L RL Sy b e alil 5l s
SIS OT 55 dar 5 S s
|, Console (gau¥ 5 S
by e lakis il b 1S Ol
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J}M..S ‘J’-'-'SLfd cdalin oS )jla.'l.o.é

13U
&‘:’.\ LS‘J" TGS P \ﬁ\Rl 4.,19)4)»

b ACS D8 R1 J"«)) aS V-:S O

===

JJ\}&&OJMW}J.&[{«M@

ing 5, h ) 0 to 192.168.2.2, timeout is 2 seconds:
..... R Cewl 2t Cloud 4 «S interface 0/0

iz 80 percent (4/5), round-trip min/dsw

2365 Gogo ks sl e
J:))‘J)EJJJ}ACL)JﬁNOSh)j&wJla.M&o)wwjéjééj‘jeﬁwjbéajww
;.&UxSV.APasswordeserName&JQLgTelnet Gb Ol S a 0ad fate gl AL adls 4 i ‘("35
°J"‘:’;)"'>“:"'°)L€’: éc)wwjé cﬁéwplng ‘)ACS D9 IP uﬂ)bT&L@JMé‘f@jws

s Jeate RL 3 b SIACS 5 40 sl g5 Cis g L oS S
b Sl Gl esle S8 S
.1.3.'5& osleul  Ping )‘ LY
A3 s S0 Al 4 5 e
3 )5, repeat | giws ping ) giws
BV o gade 3100 5w g
A S el YVEVEATALY
- Ping Oloy g sde Hdas
Sladas 05 S 0,3 6l 51 S

running- s 51 59, 3

oslasl  config startup-config

s e, adsl ol S

J.:,Szjl.»\; b ul:su.:\ g:,.le‘)‘ Ay‘j&)c.—kﬁ: L;‘“’)J"CCNA ULZS)J LAG?‘}..»
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AAA Server g 3lwl of

O'l| cr_u'bﬁ N;;WQT 3,0 )JL;L:-;LSLQM 5 &S AAA m}ﬂg(&a\j}yuﬁo’qd\ 33

laslly 55 5wy s (Authorization) .. xiws s=e (Authentication) —osa 31>l J8 4w s o

ST sl ol 1, ACS j}.é\rj_; S sl > ail e S a5 Slols dals fleg}\ (Accounting)

Sy s 68 SleMbIAAA g ("«“é‘)’.'d" ‘VJ”:JSJ.A:,«)')J;%)ActiveDirectory B EEE R RS ol

» vy My Workspace

Metwork Resources = Network Devices and AAA Clients

- [

Network Devices
¥ Network Device Groups _— ;
Ayt Filter: | ™| Match if: V]
Device Type / [] Name 4 |IPAddress Description NDG:L
Default N rk Device No data to display
External Proxy Servers
OCSP Services

@ Users and Identity Stores

» &% Policy Elements
» [ Access Policies
» |,.] Monitoring and Reports

» B System Administration

/

| [ File Operation

LS sl s Active Directory 5 b

oelKas SIS G L G p 0 )
(o5t S 3Lzl ACS o g s 31l 13 S
slwl GNS3 s 55, SO L8 Cend s Sk
(S B 53 VYA WA 1 OTIP 5 s S
Network Devices and (sau S Coand ool o
ol 5L asis j3 5 LS Ol | AAA Clients

S S Create g4 S (g5, 2

Netw ork Resources > Netw ork Devices and AAA Cients > Edit: “Connection-R1"

2 Name [connection-R1 |
Descripton: ]
Network Device Groups
[Location | [ Locations Router || setect |
[Deuce Type | [ Device Types || setect |
1P Adaress Authentication Options
@ Single IP Address () IP Subnets () IP Range(s) ~TAcACS: [ *T
Shared Secret,

£1P:[192.16824 s |

[ single Gonnect Device
© Legacy TACACS+ Single Connect Support

» RADIUS []
= Required fields

TACACS+ Drafl Compliant Single Connect Support

LY (:b &.ﬁ Name ool DL

05 WS syl s el s

U,UJT LU IP Address e

D3 as s, e elSaus b S,

<

2l S WS sl 1y s es b

o L Subnet S Al o

S 5 S olbsl | TACACS+ (g4 58 K5 Authentication options Cuwd 3 oS jasiie OF gl w3l

UJﬁ.S&:LgSmeltLSjJJJf-T)JJg:NN‘onJ;JIQJ)JlZS l?:«{.‘).)ig.l?h.))‘}.;diébg‘)j&jﬁ)
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('?QJL;“(’L"”")).’.JQL"':J‘J}V'.’.}*:‘L;“V%.J;JBH‘GNS3)‘)5‘C]’)>‘\SRIJS})JJ‘JJ}&J‘)Qbﬁ‘)‘*"’-’

Toml (config-line) #

cli will

. 19

aaa new-model

tacacs-server host 192.168.5.36 key 123

Lelu)

in authentication defasult

Z.Lf:M‘j}dwﬁjjéjjﬁAAA))ﬁﬁj)ﬁnbl{

rfsm)l‘c"”‘ﬂ))j:‘”")‘r":"j:@("S’S&\‘)};)JJACSJ‘)J""Lﬁbu)‘&‘f.\é‘f')‘t’&bub&}:

R1#test aaa group tacacs+ babajani Password legacy

Attempting authentication test to server-group tacacs+ using tacacs+

User was successfully authenticated.

Go5S R13 5581 534S (8 pl b 503 K55 Lol asiia s g jos 5 50 oU sy WL szes o

successfully authenticated ¢bw d ol 5l Ay aS US54l 1, sl Domain Admin o5 S sae 5 5,05 342

= PUTTY Configuration [ [
Categony:
= Session Basic options For pour PuTTY session
T Lnglgmg Specify the destination pau want ko connect to
o pmna Host Mame [or IP address) Part
- keyboard
-~ Bel [19216824 +— [z |
Features Qonneclion type: - - -
= window () Raw _® Telnet () Rlogin () 55H O Serial
y
PRESIANGE Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
Selection ‘F\EMOIE ill |
Calours
Default Settings Load
=+ Connection Remate A1 ILI
- Data S
Do
- Rlogin
#-55H
- setial Close window on exit B
(O Aways (O Mever  (® Only on clean exit
¥

sl ACS 5 Router o Cowys blo )l odiS asiin
aaa authentication login default group tacacs+
el ACS Jl3dle 5 30 b 31 5 a5 o ST L s gl 21 L
I8 2R1 5y, LTelnet LLS ) e gl gl dal
3 458 el Putty Sl53le 5 51 A5l e ol plowil gl 4 oS o
i syse gy sl 5 AsS bl | Telnet gay S SISt
L3 S Jlbs 1, Telnet .5, (Linevty04) ;gias b ol Sy 2 &S

S SUS Open (555 2 52005 1
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192.168.2.4 - PUTTY

5> 4 Administrator ;8 5l esleal b 555, K35

administracor

.ﬁﬁt}ﬂa;»;))@m:mjb: 5,15 5l 3 Active

one per line. End with CHTL/Z.

oslaial Cad pl 53 Enable Hgias 1 aS gle 1S

s S (i 25 5, > Enable Password axil> ST S
..}j,\i ‘J:.-\JS})JJ)}ZMJ U‘i‘ J“il"u“"i"’;’\?ﬁj}"’ U'..‘i ‘);})4{5})} e)'L?-‘ 4.).,\1L5
J\:.SLSA oslaw| AAA U <l Jlesd Ls‘ﬂji).)j:“‘"’.}‘jjﬁj.)" L;';j ;Jﬁ

aaa authentication login default group tacacs+
Sl hds 5 hads (e 5e, aS 355 0 Cel e ol J_>'-TJ: tacacs+ 4odS 3l eslawl a5 sl asls sb «

sslital s S a5 59, 5> 45 Password s Username 1 Al & o0 JQJ 9 35 okl 422 ACS )|J~.é\(=f' G b

S

192.168.24 - PUTTY odalie 5p9, Ko 53 &S shilea
nerne: babajani J,.a’;n Telnet LB'.’.J‘I’ )\ Jj_j) “ cJ.:.ASLfa

% Luthentication failed s DL S LS)‘)LS fL’ L’ J‘f\ ‘("'i‘)"":

USErName 2 I

Ol 5,15 w3 S i ym o) oo 2 JS

AL el arle 5y, et b st

192.168.24 - PUTTY S Sledal ool Wilg e Olss s 4
ion failed

—I buthentication failed jﬁj‘) JQJJ )) 45 ))JG..JLQ.A 9 mﬁs‘;d L);A}Al}-

dw La J‘jj} L’ .EUJ‘ LS‘}" cJ\.’:..S& edalin

g ol pe o oty gl

)lSO_ﬂL;|ﬁ¢>j,ie>l.&;~u|jj)J?wtu“.s)'\V.A)ACS)'\QLU'VAA\S%;SL;}SJ&\{J&iﬁw\&éu

WS sl s Sy 53 b
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aaa authentication login default group tacacs+ local

o ewd 33 ACS 5w SIS iy md oS sl Bb S, e (ool ol ailsl local aadS VL g s
oslanl 54, 008 TU S aes ol B oM A 5,5 Al g oslaiul ACS g 595 Sledbl 5l 54
5o Do 4 S8 Pl Bl et 55 5358 mol s 5L ACS ST 5 g sl g Ghge S

A dal g ey e Sy 5 JF 1

e 192168, IS L o oily aoS o sdalin 5,5, K5 50 & shiles

. Verification v-:)-& RS 3 ,| 5 babajani

me: babajani

v.g\j:do Lo s 9 Cﬁll{jmﬁdl&é 53, 3, 1, Accounting s Authorization s 5 ,w ("2‘“‘)’.15" aalsl s
ge ua&ﬂ;ﬁ;j@yl.ijjj)ﬁv\j\}:ﬁb g\)wsg‘ﬁjgﬁémﬁubwmﬁ\j}&m|>\ﬁ
55 o 424 Authorization > s oyl 4 4SS

aaa authorization exec default group tacacs+ local
U.EJMQJS.,\A\?&)J{\)J{)S&O@:CEMA\S.,\.ZMl)}de_éAuthorization e b s b
Ay iy Sdes B local juslus o2 5 @S o oolatl tacacs+ Sl o (.,4545
K5 o 03 18 Aa s plnil OF (g aalsl 3 505 (S0 (ooalelS 5 S 3005 5, 53 1y gt ) S1iasS
.J}&ﬁ_j).})‘j
.J:SJ)‘} wfm};ﬂ.l:muchw&\f}.bJ)jﬂfj)).)‘)ﬁ)ﬁ)bfaﬂ)

aaa authorization commands 0 default group tacacs+ local
aaa authorization commands 1 default group tacacs+ local

aaa authorization commands 15 default group tacacs+ local

117




www.takKbook.com

CCNA Security - Farshid Babajani

ZP 192.162.5.31 - PUTTY Lgd Sy oyl Telnet 5 b 5IVL Ol gias 05 S 1 =) da
A3 50 st A el gt a e IS |l ) s SO
authorization failed. axsls 4}-): ‘J%f;@ f-‘jﬁ IR0 6Uﬂ'>- L‘ 5 o ‘JP-‘
Ol g s Sl 3 Jlge Cudle Sl st 3 de ST sl

ot b eS|l 1) o dal e ST s s e 0l 1 s

g o 9 8

cisco CISCO Se
L3 =

» [ Network Resources

Policy and 31 ACS 3 jgtws V.Jﬂ.u sl
| » 3% Users and Idenfity Stores

= Fiter [ Mmaenr[ | g, » 5 L5 Shell Profiles 5|5 Elements

My Workspace Policy Elements = Authorization and Permissions = Dey

Command Sets

+ Session Conditions ‘\ [[] Command Set Name =~  Description
Date and Time [ DenyAllCommands J“S &SJS Create
Custom [] Limitaccess Command
+ Network Conditions

End Station Filters Z N -
Device Filters sl L;‘d-b"‘ LSL‘“}JS J‘.’?"}’g;" Cooend Cﬁ‘ 22
Device Port Filters

» Authorization and Permissions

+ Network Access Sl grws 4 e gla o mas glhls &S S
Authorization Profiles

« Device Administration . .
Shell Profiles .,\MLLs il Lﬁ'i‘)’-"

Command Sets g

+ Mamed Permission Objects
Downloadable ACLs
» [ 5 Access Policies

» [..] Monitoring and Reports

» &1 System Administration

/
s

Policy Elements = Authorization and Permissi = Device Admini: fion = C d Sefs = Edit: "Limit access Command"
General .o . é . .
Jb)ssyojﬁé\ﬁ¢bg§iww\)s
 Name:
Description: |

: P
[] Permit any command that is not in the table below

| Grant Command Arguments @ \) J\S L@-é‘ b J\J‘)& JJ)LS 45 ‘_) LS\°')"M’

Permit enable
Grant Cwd s LL wS alsl el
3y Hges 5 ol |y Permit gas S
S shiles (Ao g Command  Coad

Grant Command Arguments O_Lj) 4 "j_" ShOW B oed A SLSA sl *
[ Permit ~|[show — P — - -
Select C diArguments from C d Set: .

4l Arguments 5> 4S5 (GH e 9 Sl

2% — Required fields

Submit Cancel
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oS r.::a\jp'-cmﬁ(..al{é:)\s O |l o3l Show IP s pl 53 oy ol A3 5 g2s aalsl 5530 e
@\jwvﬁbéﬁaQ\,PJ‘JQQLA\WQU@@SAM“ é})ﬁ&?}j@)dbﬁb}‘jj\.}d{

AS wlsl cdd
pled S sl |, Permit any command that is not in the table below g4y ;S S5 L5 S5 55 S11asS
Ol giwd 5 Sl 0B o AeS 3 )l Cd )3 aST 1 (g mws o g Sl | ol B sy g )8 (gl Ol srees

ALl |l S & s

alnaln acsadmin  ACS (Primary : LogCollector)  Log Out About Help

cisco Cisce @y S bl 5l da

Cannd 3 Jﬁw XL Le

Access Policies > Access Services > Default Device Admin = Authorization

Policy| Exception Policy

Device Poli H H
= »  Authorization
Filter: | Status v|Match it [Equals V|| -
- - Conditions Z
v ACCESS Services [] Status Name 3 y : o y LS Loy 6})
2 Service Selection Rules Identily Group  NDG:Location ~NDG:Device Type ~ Time And Date ~ Shel 2 75
Defa ] . Rule-
v PRI e in All Groups ~ -ANY- -ANY- -ANY- Full
. SIS Customize
+ O Default Network Access
Identity
Authorization . ALY
» Max User Session Policy -

Max Session User Settings }
Max Session Group Seftings = I no rules defined or no enabled rule matches. J
+ Max Login Failed Attempts Policy
<
» .| Monitoring and Reports

» B3 System Administration

AD1:External Groups
Authentication Method
Authentication Status
Compound Condition
Device Filter

Device IP Address

Device Fort Filter

Eap Authentication Method
Eap Tunnel Building Method

Customize Results
Available:

Command Seis

NDG:Location
NDG:Device Type
Time And Date

Selected:
Shell Profile

. - Z .
Customize Conditi - .
Customize Conditions cted Coustomize Results Cand & ST asio ol 53
ACS Host Name |dentity Group

olalis |, Command Sets (gau;S LS x4

) @0 0 asiie LIS L1, 0T WL 48 S s

oS Lol Lol

<
Ve [2][¥]

\

=

<«

m Cancel
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sl S S Rule-1 3505 A3 LS alasll e

R

Access Policies = Access Senvices > Default Device Admin > Authorization
Standard Policy| Exception Policy
es
Device Administration Authorization Policy
Fter. [T | et i [[guas V| v
-] Conditions
[] Status Name y )
b Idenfity Group  NDG:Location NDG:Dey
Rule-
' 1o e | in All Groups ~~ -ANY- -ANY-
355 \
15
gs
Policy
5 Group Set]
>
*= [] Default If no rules defined or no enabled rule match
Create... | = Duplicate... | ~ | Edit || Delete Move fo
General

Name: |Rule~1

o

| status:[Enabled  v| @

The Customize button in the lower right area of the policy rules screen controls which pelicy
conditions and results are available here for use in policy rules.

Conditions
\dentity Group: | in [ All Groups || select |
[] NDG:Location: ~ [-ANY-
[ NDG:Device Type:[-ANY- |
[] Time And Date: ~ [-ANY-
Results
Shell Profile:  [Full Access |[ Select |
Command Seis:
-~
/ v

Deselect

.L;.‘S&:ISSeIeCt LS))J"J%.\JM@‘))
Limit U L Command (gl «5 1, SR
9 <l ) W S sl access command
oo 2 Al 3 5 S SIS OK 5
o 3 Oladas U uis SIS Save Changes

.Jj.w

Ll S5lme s 0 1 ACS &S Slos eSO

SSis 4 b S 4 SnapShot of eile

Ao 2

el 0dl 5L5| Command Sets O st (S 0 odaline 5 K5 5 &S shiles

Jevice Administration Authorization Policy

Filter: | Status v|Match it [Equals  w|| v| [ ClearFiite -
Conditions Results :
[] Status Name . i i . Hit Count
Identity Group ~ NDG:Location NDG:Device Type Time And Date  Shell Profile Command Sets [:
Rule-
1 O @ c in All Groups -ANY- -ANY- -ANY- Full Access Limit access Command 70
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5 Sl slijles K sde pl S e sdaline | sde K UiS oS Hit Count O a0 S K3 5 81 iasS

EP 192.168.5.31 - PuTTY - ] x

o Telnet U S1 ¢ 4350 ool e sl
s5es g dpd Jate B syse S
AcS |1 |, Show Ip Interface Brief
Spher |l sss ) s a A s
iy es S 031y e s 3l O
Show s ST Js w35 03,5 53l

b s G 53 05 LS |1 5 arp

Command authorize failed (gl

ol sl 08 5 Sas v 12 st opl (ol Accounting (ST Jled UL 45 Gday ) ses aslsl o

.3 3% Jlad Authorization 3 Authentication 3l de AL aS (o]
aaa accounting commands O default start-stop group tacacs+
aaa accounting commands \ default start-stop group tacacs+

aaa accounting commands ) 0 default start-stop group tacacs+

alraln & 08 ST Accounting 05 S Jleé 31 dw

cisco  Cisco S

dal g S (S oS s S | | :
» 4 My Workspace PWLSJ:SU”’)JS 2° B alPRTPY Sul

Welcome to Ciscc

» 1) Network Resources
» @3 Users and Identity Stores
» € Policy Elements

AAA)J\JQ‘J.:)SJ;)[SCJLJJ‘;&\6‘fc.lﬁ3

% Before You Begi . . .
Essential Reading toGet| S50 7 Ir30 JSE Wl 4 b (S sl

ACS Policy Model &

» [ Access Policies

.AeS JS Lunch Monitoring and Report Viewer

@ Getting Started
Let ACS guide you throug

Quick Start 7'
Initial System Setu
Policy Setup Steps

ail)

» =7 System Administr
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e
cisco Cisco Secure

+ .. Monitoring and Reports

= Alarms

box

@resholds
Schedules

Reports g
= Troubleshooting

- Connectivity Tests
ACS Support Bundle
Expert Troubleshooter

» |2, Monitoring Configuration

General JTrwI:Heshooﬁng Jﬂumenﬁcaﬁon Trends ﬁ
Top 5 Alarms

Minimum Severity: Info

Severity
| Mo data to display

MName:

@ Critical Alarm & Warning Alarm

My Favorite Reports

Favorite Name

ACS Configuration Audit

Syl S bl ly amis pl o
SIS Reports (55, »» LU ACS Slsle

RUAY

& Lol (gl 5 Reports amio aSKol 1, asS
Flash )l 53lp 5 4 5L3 558 ax3liS 5l

e S0 2 Jn-; 3l as o ls Player

AL e

(5‘_)" 4C~w‘ A=l LSLQALQ”; 6‘)‘3)@‘ OJ.\:J)L QL:»)bfWJ.:.Sde aMu’;ﬁﬂjJ&iJst)#w

S SIS AAA Protocol (g5, » @S edalive |5 ARA & Ly e SlslS el

Favorites

ACS Reports

b A4APratocol
T reports

P Access Service
2reports

P ACS Instance
11 reports

» Endpoint
Areports

P Failure Reason
3reports

B Network Device
6 reports

» Security Group Access (SGA)
Sreports

P Session Directory

Welcome to ACS Reports

Using the Cisco ACS reports, you can review the performance and status of Cisco ACS functionality across spedified time periods. Some of these reports
require that you enable logging categories or configure other features before running the report. If you run a report and no data displays, verfy that yoi

have enabled the required logging categories.

You can choose reports from these areas:

« AAA Protocol - Access reports about authentications, authorization, and accounting (also known as AAA services). These reports focus on tracking f

transactions between users and Cisco ACS

» Access Service - Access reports about Access Service authentication summary.
ACS Instance - Access reports about the health of the Cisco ACS deployment. These reports focus on the Cisco ACS infrastructure and administratig
Endpoints - Access reports about end peint authentication summary.

Falure Reason - Access Summary Reports based on Failure Reason.

Network Device - Access reports for providing Summary Report of Network Device authentications and messages sent by the Device.

& reports & Security Group Access - Access reports for the Security Group Access (SGA) feature, which is avaiable with the Cisco Advanced ACS license. These
» User reports provide details about the integration between Cisco ACS and the switch that supports the SGA feature.
2 reports + Session Directory - Access Reports about Radius/TACACS Active Sessions and history of sessions.
* User - Access Summary reports based on User
Report Selector "
|, RADIUS 5 TACACS+ G5, 55 AAA Protocol Ceand 3
Favorites

w» AAA Protocol
AAA Diagnostics

Authentication Trend
RADIUS Accounting

RADIUS Authentication

TACACS Accounting
TACACS Authentication

TACACS Authorization
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LS SIS RUN (g5, 59 sl | Ol Ol Hlads 5 Ao IS TACACS Accounting S0 2 S s

@‘6.)‘:‘5& sdalis bg;.w‘ ob;@;userlﬁjgégbﬁwﬁj‘ &)‘ﬁ&w&oMWASJJLJM

.L..Zl; OJ'VS&QSJL:W u‘).a)[SC,.Lﬁ.LA LS‘J" Jubﬁ&i:.ﬂ_g C}J}A

Favorites

From 11/17i2019 05:46:37 PM To 11/18/2019 05:46:36 AM

Generated
Totsl Pages: 1 GoTe: I:I Go Page Record:
Privilege Level  Command Set Task

=)/

Al

=) -JI]

All

RADIUS Accounting

RADIUS Authentication

TACACS Accounting
\ ? Filters
* Time Range Last 12 Hours -

Cor [P

v[}«A Protocol ACSView Timestamp ACS Timestamp Details | ACS User Name
AAA Diagnostics | | Al '] [ Al
Authentication Trend 2019-11-18 04:59:27.185 2019-11-18 04:59:27.173 a ACS userl

15 [ CmdAV=show ip interface brief ]

a1 Sl smes am axils 550 518 das e 0L a5 WS e sdalis | Authorization Cuwed 5 IS5 s

S A1 A3l axils a5 el 0l asiiie jo 3 0,5 b atdll e O 534S 1) g 5 S

.J};&)\}Jb.wdj\))

Report Selector TACACS Authorization 7 Favorite @ Bxport [ savess o
FIIE Generated at 2019-11-18 05
From 11/1712019 05:53:01 PM To 11/18/2019 05:53:00 AM Total Pages: 1 GaTo: I:l Go Page Records 108
w AAA Protocol ACSView Timestamp ACS Timestamp Status Details = Failure Reason User Name Command Set Shell Profile
AAA Diagnastics ] I | Al [ A - [ Al | Al
Authentication Trend 2019-11-18 04:59:51.851 2019-11-18 04:59:51.834 <] a 13025 Command failed to  userl [ CmdAV=test aaa group facacs...
RADIUS Accaunting 2019-11-18 04:59:31.301 2019-11-18 04:59:31.284 (] a 13025 Command failed to  userl [ EmdAv=configure terminal ]
2019-11-18 04:59:27.032 2019-11-18 04:59:27.011 a userl [ CmdAV=show ip interface brief ]
RADIUS Authentication
@ 2019-11-18 04:59:19.125 2019-11-18 04:59:19.106 (-] a 13025 Command failed to  userl [ CmdAv=configure terminal ]
TACACS Accounting
2019-11-18 04:59:16.718 2019-11-18 04:59:16.708 a userl [ CmdAv=] Full Access
RS i = 20191118 04:13:40.167  2019-11-18 04:13:40.153 & userL [ CmdAV=show p nterface brief ]
TACACS Authorization 2019-11-18 04:13:35.255  2019-11-18 04:13:35.235 o & 13025 Command falled to userl [ cmdAv=configure terminal ]
Fiters
TR 2019-11-18 04:13:32.064  2019-11-18 04:13:32.058 E L [ Cmdav=1 Full Access
*  Time Range Last 12 Hours hd
.

055l s S eesls plowil (1S ar Cusa Sl 6l IS oS s s
oS edalin | 58 LS LSl 0 AS

olis - Authentication .o

&JS* ﬂjdii)bo.)ﬁi W':'

All

AAA Diagnostics I I | [
Autl;gntutm Trend 2019-11-18 04:50:16.605  2019-11-18 04:50:16.687 &
RADIUS Accounting 2019-11-18 04:59:09.426 2019-11-18 04:59:00.425 (-] a

2019-11-18 04:59:05.403 2019-11-18 04:59:05.394 ] a
RADIUS Authentication

2019-11-18 04:13:32.042 2019-11-18 04:13:32.036 a
TACACS Accounting

2019-11-18 04:11:00.853 2019-11-18 04:11:00.844 a
TACACS Authentication

57 Fiters
* Time Range Last 12 Hours -

[ o —

13030 TACACS+ authentication request missing a User name

22040 Wrong password or invalid shared secret
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Authentication Details
Status:

Failure Reason:

Logged At:

ACS Time:

ACS Instance:
Authentication Method:
Authentication Type:
Privilege Level:
Username:

Remote Address:
Metwork Device:
Metwork Device IP Address:
Metwork Device Groups:
Access Service:

Identity Store:

Selected Shell Profile:
Active Directory Domain:
Identity Group:

Identity Policy Matched Rule:

Generated At:  2013-11-18 05:58:58.515

TACACS Authentication Details

0

13030 TACACS+ authenfication request missing a User name
2019-11-18 04:59:09.426

2019-11-18 04:59:09.425

ACS

ASCII
1

192.168.5.161 e

RRR

192.168.5.31 ==

Device Type:All Device Types, Location:All Locations
Default Device Admin

Access Service Selection Matched Rule-2

spe S S skikes
S Sl S e sdalis
Cond 534S Lol 0l sl
sld yeslis Remote Address
8038 I gyl a8 S
555 oo 192.168.5.31 oSaws
sl ebzil a1y 5,18 ol axll oS

Ch,w‘ aJJS

S 4:S Jld ol (gl 1, Debug | yiws Al g5 oo oS sdalive 555 55 15 AAA & by e lasll s, <Kol gl

S 3)le 3 smes i syee Sy 53 8l l

R1#debug aaa authentication

AAA Authentication debugging is on

R1#debug aaa authorization

AAA Authorization debugging is on

R1#debug aaa accounting

AAA Accounting debugging is on

Olge 4545 Cleu'\f"j)):AAA Shwe) 0o oS o8 (Ol siws (pl 0 S Jled 5l ey a5 ASL atils a5
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J..i‘_},.a:.aTeInet L;.Ulaj\j)‘p cb)"Rl )Sj)‘ujuls‘\sdl.w ¢.L;.SL56 oMuJﬁjJiijb ASJ}EJLQ.Q
53 i 5 AL sdiS SWS Wil e oS (s wsldS (il 4 authentication 5 AAA & by e slasl

:,K.w 1,3 eslinal 5 50 Trublshoting G

EP 192.168.5.31 - PuTTY

ACS 39 Radius (& 3l led

cisco Cisco Se

> &3 My W‘]"‘S"a wauesnun:as> Network Dovices and AAA fifents > Edit "Ri” J J'i.}‘; ACS )‘ﬁ‘(’}j ",) |‘)

=)

'+ Network Device Groups @ Name:[R1 | . - .
Location Description: | Network Cvond D |
Eleroegline Network Device Groups

i Select
e Trere— :Locatmn } }AI\ Locations ” e
B iy S Device Type [All Device Types Select
0CSP Services o . LS}) n Resources

'+ &8 Usors and loentty Storss. 1P Address Authentication Options

+ ) Poliey Eloronis @ Single IP Address () [P Subnets () IP Range(s) b e (] —

+ RADIUS .2

v [5 Access Policies 1P [192.168.5.31 ] Network 64,._;}5

e d

+ [,.] Monitoring and Reporis Chand e

o por
+ &1 System Administration \ . .
- RS Devices and AAA Clients
Key Encryption Key.
Wessage Authenticator Code Key R u I e S 9 ) S S S
Key Input Format | ASCIl ® HEXADECIMAL - - -
= Required fields

4o &S bl Lo
5 S 5,05 15 01 Hpe jey 5 4SSl | RADIUS (54 38 TACACS+ Colssl gl a0 b K3 ile

MM‘}}‘F‘RAD'US Jgjjﬁdj_)fu\ibycb‘bvbu‘6&&@)\5@‘[}4%50]:})‘)
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S ol p3 Dse arly Sy D ses LL aslsl o
S ol 1 s sstes LLAAA giledled sl
R1(config)#aaa new-model
sore by S s 5oy 5 28 el o3l 5 S 305 5 5 ses WL Radius g w b LS, )
S 5,05 |y el Radius
R1(config)#radius-server host 192.168.5.36 key test@12345
(S s Jleé Radius (gl » |, Authorization 3 Authentication 3 &l giws )3
R1(config)#aaa authentication enable default group radius

R1(config)#aaa authentication login default group radius local

R1(config)#aaa authorization exec default group tacacs+ local

S syl 0y p s sws Telnet gl LU Ol g aslsl s
R1(config)#line vty 0 4
R1(config-line)#login authentication default
Al s 3 s oS ol 3 s 5Ll e S s ) Bl Sl 6l olekas plomil 1 A
Gl 4 Ll S S g a8l 4 has (ol e s s Radius g e g 4 dS Gl ol asiia

.J\.:..S b)\j QT)},&«]«) G\N@b .3‘95- LSJ")lS rL: userl

R1l#ttest aaa group radius userl qq2123 legacy
*Nov 18 10:47:41.819: %SYS-5-CONFIG_I: Configured from console by console
R1#test aaa group radius userl qq2123 legacy

Attempting authentication test to server-group radius using radius

User was successfully authenticated.
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CISCO ISE (g 31ifol 5 g wucti — pirig Juad

Q{ji-:\’.' P S Sl AAA L 5o La)\j_é\(a)_} R RNt ‘_,.Q" ISE (Cisco Identity Services Engine)

S e IS ABA 5 511 555 Slgens sl il 5l b S L ST 055 el 5 Sl ACS JulS

(=S | = 15 O VMware Workstation 3l 5 s 5 3 5k1s 1, CISCO ISE

S5l el o i ol 53

S 1l 1 OF pa (3lme slasl3dle 5 Sos 53 A3l ezl

158 oalizal 5 S 5 A3l e Sl 5dle 5 3500 (sl

https://hellodigi.ir/network/cisco/701-cisco-identity-services-engine-ise-2-0-0-306.html

)

~ [ TimeSheetint.net )
4 Create/Register VM

Monitor

More VMS... T Open in new window
B Storage 4] O & saL
€ Networking O | & TimeSheetintnet

O 51 VMware vCenter Server App
Quick filters...

& Virtual Machines :1 e ‘S‘.. 9 r.;.SL;a oslew! ESXi 6.5 )\ J‘Jﬁ‘(’f U'»'~‘ M 6“);

ASajla)'Lgpg{Si)CPU ad 93 b (gl nile

51 New virtual machine - ISE-Server (ESXi 6.5 virtual machine)

Q.:..i\.n rU Mw\ 3

v Si lect creation type Select a name and guest OS
2 S'hkcl a name and guest OS Specify a unique name and 0S

39S 3 )le 1y 595 (g5lns

3 Select storage

4 Customize settings Name

5 Ready to complete

| ISE-Server —

Linux |, Jabr:w.,ﬂ &

. Red Hat Enterprise - B

ﬁj%ﬁ#}bunux.%

Wirtual machine names can contain up to 80 characters and they must be unique within each ESXi instance
- . =

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system . RN i
installation. d ‘ d))j ‘9 "\',’,j;jg" J’k" jb
Compatibility ESXi 6.5 virtual machine
Guest OS family Lirux

—_—
Guest O8 version | Red Hat Enterprise Linux 3 (64-bit)

1 New virtual machine - 1SE-Server (ESXi 6.5 virtual machine)

v 1 Select creation type Select storage
[ESEaes e Selectthe datastore in which to store the configuration and disk files.
s saccisore ]
~HEEE R EIINTE The following datastores are accessible from the destination resource that you selected. Select the destina
5 Ready to complete the virtual machine configuration files and all of the virtual disks
Name ~ Capacity ~ | Free ~ Type ~ | Thin pro... ~
D31(1) 924 GB 71.83GB VMF35 Supported
D32 931.25GB 79.44 GB VMF36 Supported
Ds3 0B 0B VMF30 Mot supp...
NFSServer 931.51 GB 358.25GB NFS Supported

\
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1 New virtual machine - ISE-Server (ESXi 6.5 virtual machine)

+ 1 Select creation type Customize settings
+' 2 Select a name and guest 0S

+ 3 Select storage

R4 4 Customize settings

+' 5 Ready to complete

v [ CPU A\

+ Wl Memory /1y

» 2 Hard disk 1 A

+ (& sCsi Controller 0
USB controller 1

» MW Network Adapter 1

- CDIDVD Drive 1

Status

— Add hard disk 8 Add network adapter 5 Add other device

2 v =

4 - GB

120 cB
L

LSI Logic Parallel

Datastore ISO file

[ connect at power on

J‘Ja.? J.:Ls M w\ DL

Configure the vitual machine hardware and virtual machine additional options

JJG._;)JY JB‘J}‘)CPUM

Cﬁblﬁzfi r))\.l.in c.)gﬂg.'

~

V-A ‘) OT &M-jJ J)LA 2
s S il
¥ | [ Connect J}‘J\} w‘ J:'G-.’ 45 V\'.’.Jf-i-'

LSl adls a5 sl Yoo

CDIDVD Media ——# | [NFSServer] ise-2.0.0.306.5PAx86_64_hellodigiirisc Browse..

Back Next Finish Cancel

Finish LS))J"“)"‘SLS‘)"’\"M‘)‘)ISE Ju|j,2:J.ibdid‘}))‘WQKAUJ:SJBJM‘)J%J;JJJA‘J&;W)J

ISE-Server

S g |y s se el 5 AiS SIS

. Z -
Helcome to the Cisco Identity Services Engine Installer LS‘J” CW °ML~:~‘ ‘) 4-»\-.’.)5 i Cvnd O.l‘ )'>

Cisco ISE VUersion: 2.8.8.386

Auvailable boot options:

[1]1 Cisco ISE Installation (Heyboard-/Monitor)

[2]1 Cisco ISE Installation (Serial Console)
[3]1 System Utilities (Keyboard-Monitor)

[4] System Utilities (Serial Console)
{Enter> Boot existing O3 from hard disk.

nter boot option and press <Enter>.

boot: _

elcome to Cisco Idemtity Services Engin or

Packages completed:

{ Package Installation |

xB86_64

Enter (55, » 55,51, &S sae LLISE Cual
el Slle 5 8 cpl S dey s LIS
I Oy 53 LS 0 S 1 (sl shle e
mpwﬁﬁﬁugbmfvu@w@

Sl dal g asls]

i 0 Sy S Ol e

16 of 498

Installing libattr-2.4.44-7.el6.x86_64 (18 KB)
Dynamic library for extended attribute support

el SGlegl e a Ll S

5_3-‘:”6‘
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JoEaE- o b Jo b e E S JeE S E S 6B -BE S E S SE S E BE-SE BE - EE-SE -BE S E-SEBE -BE B E-BEBE S SE S SE
Flew:e type 'setup’ to configure the appliance
0o I I 0 I o BE I I -PE I 6 NEE B E -6 E B E-EIEBE I E-NEFE-BEIE E N BE M E NS

localhost login:

‘Ctrl-C' to abort setup

hostnamel]1: ISE

IP address[]1: 192.168.5.38

IP netmask[]: 255.255.255.8

IP default gatewayl[l: 192.168.5.35

Enter default DNS domain[l: int.net

Enter primary mameserverl[]l: 192.168.5.2

Add secondary nameserver? Y- N [N1: n

Enter NTP serverltime.nist.govl: 192.68.5.188

fidd another NTP server? ¥/N [N]l: n

Enter system timezonelUTCI:

Enable S3H serwvice? Y- N [N1: n

Enter usernameladminl: admin

Enter password:

Enter password again:

Error: password must have at least one upper case letter
Enter password:

Enter password again:

Copying first CLI user to be first ISE admin GUI user...
Bringing up network interface...

Press
Enter
Enter
Enter
Enter

use the “show tech-support’ CLI to retest UM [-0 performance

after installation completes.
Sync with NTP server failed. Incorrect time could render the =system unusable unt]
il it i=s re-installed. Retry? Y-/N [Y1: n
‘Ctrl-C’

Do not use from this point on...

Installing Applications...
Installing ISE ...

nbundling Application Package...
erifying Application Signature...

Initiating Application Install...

Application bundle (ISE) installed successfully

ISE

=== Initial Setup for Application:
elcome to the ISE initial setup. The purpose of this setup is to
provision the internal ISE database. This setup is non-interactive,
nd will take roughly 15 minutes to complete.

[Running database cloning script...
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S sl 1, Server
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Cisco ISE 41 381p y (5 slwJlad

b5l i AL L SIS pl (sl oS b 15 0T i s g0 ¥ b i3l 5 o) JolS o 1 g
S S Lajlgle 5 ST alinlie 4 (S eslial sl S S gla iV 31 Al b A8 4 edidg bl 51

Sy

=S Ll s Ol 5o 1) oS i ot SGACS ez ile 4 L oS L 1 e 5 Y eSSl 6l

oS o L ISE (Slomn ile g 53 15 OF 5 S a3 AUTESKI s 1y oS o JIS G byl s oS

(=1 1SE-Server
| b Poweron | # Edit | @ Refresh || &} Actions
31 ISE-Server
ISE-Server = o - e
Guest:gl Red Hat Enterprise Linus 7 (64-bit) B Power O:MLA “ L‘}-’JA u\-‘h—:k-n-’ J)‘_}
Compatibility ESXi6.5 and later (W version 13) * *
Vitware Tools Yes @ Guestos
CPUs 2z (L Snapshots .,L; o B . .
M 4GB
o & Console RS j} LSJ .
{) Autostart
~ General Information
» €, Networking No network information 2vCPU
(4 Export
» 6B VMware Tools Installed but not running 4GB
» E storage 1 disk (jp Editsstings 120 GB|
P
[= Notes # Editnotes & Permissions USE 2.
[5# Editnotes w2
m]] Rename aMB
180 [NF]
1 Edit settings - 1SE-Server (ESXi 6.5 virtual machine)
» S Hard disk 1 A 120 eB v a
Cad 55 AL aan pl
» 8 SCSI Controller 0 Viware Paravitusl . 2J At S AN
SATA Controller 0 . .
I, JS S LG cp/DVD
USB controller 1 USB20 .
|l g e adl aS oS ol
» MM Network Adapter 1 2 v Zcomed DU~ 8 el o -
= %5y CDIDVD Drive 1 Z &
4 ===k | Datastore IS0 file A . 5 LSL“U ®
('-‘* ( S ?MS, ;5:-1 002
Status [ Connect at power on
CD/DVD Medi * : ol ‘
vedia — |[D82] kali-linux-2019.3-amd64.iso Browse... -
WIUE DECEE R SATAconfrallerd ¥ | SATA(0:0) v
» @ Video Card BE) 45 FIeX M")J CA-AA-“ J}:@.: :4:&4
Specify custom settings v K N
w
e ‘)J)‘b)‘ﬂISEOMJ)L‘DJJb
Save || Cancel | -

D) 45 Las s b S «

S 3 01 S5 3 ol B S e
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Silbme eale 03 S Restart 31 da

3,156 das SLEBF2 0US (65, 2 AL

CD-ROM Drive

9 Boot a3 3l 5 L 55 BoOt ain
CD-Rom Drive (sau3S — L+ AJS L

WS 5 s Losls Jol e 4 1

3 g0 303 Oledlbl U das 5LA3F10

_f+
Enter

KALI

“the quieter youibecome, the more you are able to hear”

Iy Live gau® b WSl Oas 1>l 5l aw

Boot menu

Live (amd64)

Liu

.org/prst)
.org/prst)

Applications ¥ Places v Files Tue 07:38

< > H+ Other Locations vl El]:: v‘[ 6 k ‘ ﬂ . b
O Recent On This Computer - Q;'S DES t0p 6‘5) j 2 ex Mﬁ’ J-‘J‘ N
% Starred ng Computer 2.0 GB/2.1GB available 5 Aas fb"‘ "\ﬁ”‘j:Lﬁ" § . L}ijlg ).| L.'. )\S Q—.’.‘
4 Home ® sismBVoL. B
B Desktop o @Lp‘ .?'“":L’a O ‘ 51 1SO ) < “ &u "

| 99MBVolu.. - e Jﬂ A o
[} Documents
@® Downloads L!J 6.3GB Vol... odaline 3790 J.{JA BE) ‘) t_}«é}ﬁ w‘ aS J.:.S
1 Music (® 106BVou.
‘] Pictures i Jﬁ“sd‘

L_/ 112 GB Vol...
B Videos

Networks C ‘——-—’
@ Trash

Searching for network locations
© flex
+ Other Locations

‘ Connect to Server | Enter server address.. @
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< > (@ vome Dekop fex - Q= -[[=] © @ OF | flexim-10.9 LG 5 48 5L I flex adg aolsl s
D Recent P
— — .
% Starred — — ..J?.'i'f g;:s
@ Home
Adv.lic Base.lic
B Desktop
[ Documents —_—
@ Downloads B Open With Archive Manager ~ Return
1 Music Open With Other Application
Cut Ctrl+X
‘0] Pictures Copy e Ctrl+C
H Videos Move to...
Copy to...
< > + Other Locations v‘ |Q| = - ‘E‘ eoe® o0
D Recent On This Computer
* Starred ®| Compit.  20GB/21GBavailable | 5 kS il |, Other Locations aslsl s
H f et & R
i (D O sisms. /devisdal LS ol syl 1 (2 (e S 5L
B Desktop
® 9MB.. [dev/sda2 . . | &S . T [
[ Documents — )J{))Jg..ﬂ)btyjﬁu.i "“t’.?"‘"d 2yl 9
@ Downloads 9 6.3GB.. 57GB /6.1 GB available [dev/sda3 &
ol 0l U.Dr.&.a
1 Music ®| 106B. dev...da6
‘0 Pictures
9 112GB.. 84.1GB/110.6 GB available /[dev/sda7 &
1 Vvideos T
Networks \
@ Trash
= Windows Network
© flex -
+ Other Locations
Connect to Server | Enter server address 9 - Connect

b b oS Replace OF 53 1y s 5550 LU 5ty ST e 55 4 Al JJai 550 5508 4y 3555 51 ey

/opt/CSCOcpm/upgrade/javalib/flexim-10.9.jar

/opt/CSCOcpm/appsrv/apache-tomcat-6.0.29/lib/flexlm-10.9.jar
Jeloptonnr B 23l3 8 0 |3 b« 15 01 Boot b OF 31 13 4l A8 Restart [ s b oo 3550 5 ey

355 |l ISE
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ISE/admingt
ISE/admingt
ISE/admingt
ISEsadmin#t
ISE/admin#t
ISE-admin#t
ISE-admin$#
ISE-admin$#
ISE-admin$#
ISE-admin#
ISE-admin#t show udi

SPID: ISE-UM-K9
UPID: Upl
Serial:] JEGHIE9JCKH

ISEsadmingt _

Base 4 201912:00P
|| flexlm-10.9 2/4/2015 12:58 AM
flexlm-10.9 718/2017 1207 P

11:39 AM

O 3,08 538 505 5 S e LISE Ous | 51 e
bod a2 3l day oS 5 )5 |y Show udi jsews 5 s 5
L olrme dle 2 (55 2 a8 dan o b osled S
aalsl 53 B 4sS bl 1 OF el piie SO 58 ot

.m;suumgij\

L; b ‘) LIM;~ui\j L}ﬁLé 95 9 Ji.y:’ Flex 4ﬁijﬁ J)‘j

M
Ex
M Te A4S 5L Notpad

Adv - Notepad

File Edit Format View Help

UPG><ALL_UPG>TRUE</ALL_UPG><Count>1</Count><Primaryl

ISE login: UPG><ALL_UPG>TRUE</ALL_UPG><Count>10008</Cetnt><Prim;
ISE login: admin

Password :

Last login: Tue Nov

show Failed to log i

ISE-admingt show udi

SPID: ISE-UM-K9
UPID: ud1l
Serial: JEGH9E9JCKH

ISEradminit _

U Identity Services Engine

—

marks of Cisco Systems,Inc.

Jib Cotnnd ¢ﬁ| BE

DI>ISE-WM-K9:V81:EI7KCAMGGDA< /PrimaryUDI> \

(JEGHOEQICKH) (slo Lo

aryUDI}ISE—‘i’M—KB:VBZL:EI7KCMGGD4</Primar‘yUDI> \

J“'i'ﬁ slaoled gl
o8 (EIZKCAMGGD4)
LS o3 1y LB s A

Unix (LF)

Ln3, Col 14

O Geer LB 53 2l

s (’L’F"‘ B
5> Sose SV okl Gl sl a
3515 151SE L3 pes3] 5 S 5L 5 55
oU Ol 5 dn s ol 505, K36 A
3l Jd J=lm 02 Sy Sose 125 5 08
LI BIERPIS e

alualn
cisco
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lizing

Server Information

Licenses about to expire

One or more licenses are within 120 days of expiring. Please see the License Page to view license
usage for this system.

Sy o amio il ST
Cundy Mg o A 3L L
ISE ,> |, Application Server .5
03 spay JKE 55 &S S ey
o2l o3 s 3,05 Ll 3 Initializing Il
dal s 5l 5, g amie -
Gl 4 b AS o WS by s

Aas Sl s running
axrlye pliy Ao b osgyy Sl s
by 5l S oS ds sl =
License (g5, » L 5ol MY

S (SIS Page

Flash Palyer « ;L ISE asmiw 145

S a5 3505 | O L oS sl

IMPORT LSJ)J‘.’"\'.’.L.’)GQ'.‘."”AQS‘J'.’V'.‘.;SL;.QJM ubﬁ@ﬁs\sjmddéb e | Bat J:,Lgﬂ)"_}i.i);

LS SIS License

» Work Centers

‘tisco.  IQENTTY SErvices Engine Home » Operations » Palicy » Guest A ~ Administration
~ System » |dentity Management  » Network Resources » Device Portal Management  pxGrid Senvices
Deployment  Licensing » Certificates » Logging » Maintenance Upgrade Backup & Restore

License USAge (i) How are licenses consumed?

Usage Over Time
Base
Plus
Advanced
Apex
Updated: i
Qense Files (i) How do | registermodify or lookup my licenses?
'\mpnrt License Delete License
License File Quantity
v [ EVALUATIOM lic
Base 100

b Feed Service

» Admin Access

Term

¥ Identity Mapping

» Settings

Expiration
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Current Licenses > Import License Baselic ;U Jsl 5 LS SIS Browse (555 » Ll nd (0l o

Import new License File -
AL ooyl OF 31 a5 aeS KIS Import 55, 5 5 sl |

S Import 5 Okl | Advulic sy
*License File Baselic

(Gnea)

|

afian]is
cisco

Identity Services Engine

Home

» Dperations

» Policy

b Guest Ac

S S

~ Administration » Work Centers

~3ystem  » ldentity Management  » Network Resources  » Device Portal Management  pxGrid Senvices  » Feed Service  » Identity Mapping
Deployment  Licensing  » Certificates b Logging Maintenance  Upgrade  Backup & Restore  » Admin Access  » Setfings
—— :
Advanced '
Apex
Updated: @ Licensed [l Consumed [l Exceaded
License Files (i) How do | register,modify or lookup my licenses?
Import License Delete License
License File Quantity Term Expiration Date
O Baselic
Base 10000 Permanent Permanent
Wired 10000 Permanent Permanent
yOJ Advlic
Plus 10000 Permanent Permanent
Apex 10000 Permanent Permanent
v 4 EVALUATION.lic
Base 100 90 days h, 17-Feb-2020 (89 dayg]

Active Directory 48 Cisco ISE (4o 55 gas

» Work Centers

* Administration

pxGrit System
Deployment
Licensing
Certificates
Logging
Maintenance
Upgrade

Backup & Restore
Admin Access

View | §

Settings

Identity Management
Identities
Groups /

External Identity Sources
|dentity Source Sequences
Settings

Network Resources
Metwork Devices
Metwork Device Groups
MNetwork Device Profiles
External RADIUS Servers
RADIUS Server Sequences
MAC Managers
External MDM
Location Services

Device Portal Management
Blacklist
BYOD
Cerificate Provisioning
Client Provisioning
Mobile Device Management
My Devices
Settings

o 4 1y O ASl s e Cisco ISE (g3llel, 5l
o Sl B S Jate 545 4SS Active Directory
S3» » Administration (g g 3l @354 <=l>,=3| ol Gk

LS SIS External identity Sources

135




www.takKbook.com

CCNA Security - Farshid Babajani

Identity Services Engine

Active LSJJJ.’&(P:W)‘WJ‘)J
7 T

CISCO Home » Operations » Policy » Guest Acce
¥ System | ~Identity Management » Metwork Resources » Device Portal Management
b Identities  Groups  External Identity Sources  |dentity Source Sequences b Settings

External Identity Sources
=

Certificate Authentication Profile

AN

[J ' Join Point Hame

LDAP
RADIUS Token
RSA SecurlD
SAML Id Providers

DEDDED

Active Direct?w
Edit &= Ad Delete | j/Node View

ol 3L (Gamaw 4> 5 LS SIS Directory

A8 SIS Add (55

Active Directory Caawd 3 5 LS 3505

23 J.:.;Sbjb b J)ﬁ- oS L) <=b Domain

LS &ASSubmit S

* Join PointName | ISE-Active 4=
* Active Directory Domain | int.net *
subric JESTT
m AOCITETTOCIOOTT COT T, OO FILCTIOOCE

* Join Point Name | ISE-Active

Active Directory Domain  int.net

¢ Leave @) TestUser ﬁDiagnostic Toal '@Ref‘resh Table
| 1sE No
ISE.int.net

/

ISE Node Role
STANDALOMNE

-

Status
/v Mot Joined

A4S SIS oin g5y 2o S

Domai

Join Domain

Please specify the credentials required to Join ISE node(s) to the Active Directory Domain.

* AD User Name i | babajani A—

*Password| sssssssssssssssssnse

—

[ specify Organizational Unit i | CN=COMPUTERS,DC=INT,DC=NET |

m\ Cancel |

Lﬁ)ﬁ)}r&y}‘jéﬁ)gruwk}i‘))
\)Jj\sr.mdl,aﬁwjuaﬁbajﬁ-wﬁp

Sy L QT u:?jli Coond > c.\.;ﬁ 5)‘)

M‘) QT.\.&‘)}&)L‘? &:))M)Dws};&)‘}computers J.?-‘j‘)J ISE ML)JJG Ly uﬂf&

Join Operation Status
Status Summary: Successful
ISE Mode

ISE.int.net

« | Mode Status
Completed.

1

JQOKLSJJJ{&‘AS.}‘M‘”\?A"

)\ QLZ.; LY "}"1‘@ J.Mk RS
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- Ol Domain Controller 45 ol o int.net o35 e ISE LS e sdalie 3 SS 55 &S ) shailes

.,L,Li &5 L.’. "L’j";’@ v_il,.ul,.& ISE 3, 2 Active Directory Q‘J.’)\S (’iﬁé S &.ﬁ‘ L;‘J" (ol 0 dm’..a

oS S Test User (g5,

] AUTMENTICATEN DoImaimns GIaUpS ATIOUTES AOVanCed Secngs
* Join Point Name | ISE-Active i
* Active Directory Demain int.:%, i
& Join &= Leave ﬁDiagnosh’c Tool @Refresh Table
] ISE Node « | ISE Node Role Status Domain Controller Site
ISE.int.%T STANDALOMNE [i4 Operational WIN-ROHO4593BCF.int.net Default-First-Site-Name
i

Test User Authentication

*Usemame [ 1224 — |

*Password | esessss |
Aumhu:atmﬂype MSRPC -

Authorization Data Retrieve Groups
Retrieve Aftributes

{Test |
— 3
Groups Attributes
Test Username :ol2z4
ISE NCDE : ISE.int.net
Scope : Defeult_Scope
Instance : ISE-Active

Authentication Result : SUCCESS g

Authentication Domain * int.net

User Frincipal Name : 1224@int.net

User Distinguished Name : CN=, s  ihu., OU=Internet, 0U=INT-Users,DC=int, DC=net
Groups : & found.

Artributes : 91 found

Lﬁi 451224 LSJ")lS LSG)LA.\.:: W U'-’~‘ )3

L «sl ol 55l 5 ol Active Directory ;S

Sokas OLiS SUCCESS audS o5 ol ol

Ju_:;‘jj& Jiib LSLA;,J BE) ! )lS (G-I} &N}A

Aoosle S 58 cpl 5l g i Sled]

* Join PointName | ISE-Active

* Active Directory Domain  int.net

/

Join | ©= Leawve

|SE Mode -

| ISE.intnet
i

|SE Mode Role
STAMNDALOME

) TestUser ﬁ Diagnostic Toal vl&pFlEFresh Tablz

Status
[z Operat

Active Directory > ISE-Active > Active Directory Diagnostic Tool
Active Directory Diagnostic Tool

These tests check proper Active Directory configuration and operation of the Active Directory Ser%e for use with ISE.

ISE node | ISE.int.net -]
Join Paoint |ISE-ACtNe - |
Run All Tests

Summary: /& Warnings (See Details)

Run Tests v O View TestDetails @ stop All Running Tests | £])Reset All tests to "Not Run”

[] | TestName a Join Point Status Result and Remedy
[ DMS Arecord high level API query i ISE-Active [ Successiul Address record foun
[] DMS Arecord low level APl query ISE-Active [ Successful Address record foun:
[] DNS SRV record query ISE-Active [Ed Successful SRV record found
[ DNS SRV record size @ ISE-Active |4 Successiul SRV query size is un|
[ Kerberos check SASL connectivity to AD i ISE-Active [ Successiul SASL connectivity te
[ Kerberos test bind and query to ROOT DSE ¢ ISE-Active [ Successful ROOT_DSE was su
[J Kerberos test obtaining join point TGT & ISE-Active [Ed Successful TGT was obtained s
[ LDAP test-DC locator i ISE-Active |4 Successiul DCs availability test y
[] LDAP test-GC locator i ISE-Active [ Successiul GCs availability test y
[ LDAP test AD site association ISE-Active [ Successful Site name retrieved
[J LDAPtest DCs availability i ISE-Active &4 Successful ICMP availability test,
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CISCO ISE 48 51 5,15 i y2i

AXIS P3343,. @ VMware Horizon 7: Vie.. @ (22) Rename/ Change... @

* Administration

External Identity Sources

d A i
Pa€ AVERISdentity Source Sequences

ver isdown  Settings My Devices
thentication Settings
nfiguration Backup Scheduled 1 time 1 day =go

Client Provisioning
Mobile Device Manageme

» || Endpoint ldentity Groups
» || Useridentity Groups

Description | Privlege 15

=

138

ISE BEEDE] aS Local Q‘J.s)ls mﬁ‘)}& Coond w‘ L

System \ NeMorkResqurces 9 LAJ.’_}) 4.: Q‘ dﬁj]’ )‘ 39 (,.:,5 Jl}h.’.‘ ‘) J)..«L;a Q_A._{J.x.s
Deployment Metwark Devices
Licensing Metwork Device Groups . . . F =
Certificates Netwark Device Profiles )‘ )ls Cﬁf"’ LS‘J" ‘v—.’.j"" J“é"" 4'<"‘"“’ J‘i’.’ LSLA°K""‘"’>
Logging External RADIUS Servers
Maintenance RADIUS Server Sequenc Vo iy . Z .. - .
Upgrade NAC Hanagere sl |, Identities (435 Administration (g 5w
Backup & Restore External MOM
Admin Access Location Semvices 1 §
Settings / Device Portal Managemen
Identity Management Blacklist

wration Char Identities ‘h BYOD

Lient Wirtual Groups Certificate Provisioning

= -
* ldentity Services Engine Home ¥ Operations » Policy  » GuestAcc ~ Administration °)Js 32 J‘ib LSJlS Bal )‘ J’ﬁ
» System | = Identity Management » Metwork Resources » Device Portal Management  pxGrid Services » Fe . .
v Identities Groups External Identity Sources |dentity Source Sequences b Settings
N
Identity Groups User Identity Groups
v = - b S Edit ceAdd | ¥ Delete v | @almport @k-Export
» [ Endpoint ldentity Groups MNarme Des )lS w\ ‘5“); ‘V-:A.b L@;‘
> O &2 ALL_ACCOUNTS (default) Defd
O =2 Employee Defy . .
&L os Group 5 sl
O GROUP_ACCOUNTS (default) Def3 f J - p ) >
(] &% GuestType_Contractor (default) Ider . .
[ "_“ GuestType_Daily (default) Idern User Identlty Groups 6~}J
(] £ GuestType_Weekly (default) Ider
[0 5% OWN_ACCOUNTS (default) peff SIS Add (65, BESt Yy
Identity Groups Usgr Identity Groups > Mew User Identity Group L;‘j" H_, Li-i M U'l‘ BE
[ p] Itntity Group
_
. . *Name |Admin—GrDup -— | DL, S ‘v\;-S -’J‘} > °JJ5

035 lp b S byl
o}ﬁ LS‘J" dﬁ))Admin
slow! Ol 18

S
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Home

» Operations

» Policy

» System | ~wldentity Management = » Metwork Resources v Device Portal Management
~|dentiies  Groups  External ldentity Sources  Identity Source Sequences  » Settings
I
[ <]
: Network Access Users
EndPoints
USErs  p—

J Edit bAdd g Change Status
LatestM | Metwork 5 Result:
arest Manual Metwaor can Results Status \ Mame

-

Description

i@almport G Expor

» GuestAcc

S » 9 Hsa Users 5,19 aslsl 3
PG

DS SIS Add

Network Access Users List » user-1
EndPoints =

~ Network Access User
Users

Latest Manual Metwork Scan Results *Mame [ user-1

Status | [ Enabled «

Email ‘

¥ Passwords

Password Re-Enter Password

1 * Login Password ‘ LITYTTY Y

Enable Password ‘

v User Information

First Name | |

LastName | |

w Account Options

Description ‘

Change password on nextlogin O

w User Groups

'\.JE

]Limrt—Gmup

=)

N

Network Access Users List > New Network Access User
EndPoints

* Network Access User
Users

Latest Manual Metwork Scan Results *Name | Admin-User

Ly

Status Enabled «

Email |

w Passwords

Passwaord Re-Enter Password

* Login Passwaord | LTTTYTITT T sesssanstEee

"

Enable Password |

w User Information

First Name | |

LastMame | |

w Account Options

Description |

Change passward on nextlogin [

w User Groups

el

=~

‘Admin-Group

=
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CISCO ISE 48 AAA 53w Jleé

R V‘:‘”‘)"'d" OB aalsl s A=ls )8 4y &5 puaees 5 Active Directory 4 ISE 05 S hate 5l A

S a5 Ces aalsl 4 L8 0l (6 cv.:;Sde_éISE 53 S laelKaus gl 1 AAA

Ml System
Deployment
Licensing #="
Certificates
Logging
Maintenance
Upgrade

Backup & Restore
Admin Access
Settings

R

Identity Management
Identities
Groups
External Identity Sources
Identity Source Sequences
Settings

~Ad r@slratmn

Network Resources
Network Devices

X Feed Service
Network Device Groups

) Profiler
Network Device Profiles
Exernal RADIUS Servers Identity Mapping

RADIUS Server Sequences
MNAC Managers

External MDM

Location Services

Device Portal Management
Blacklist
BYOD
Certificate Provisioning
Client Provisioning
Mobile Device Management
My Devices
Settings

pxGrid Services

AD Domain Controllers
Mapping Filters

A0 Y LL (8 S g Sl LS
LS‘f:MQCM‘@MddeA#))f&‘f‘

&3 » Administration Cwu3 5l S -

S SIS Licensing

L «S a3 S |5 Uncounted .l Ol Quantity Sldds (1S > 3 Device Addmin Cand &0 S| 5 5 gead 53

ImportLicense | Delste License

License File

Plus

Apex

v EVALUATION lic
Base
Plus
Apex

Wired

Device Admin

Advanced
Apex EL
Updated: Licensed [l Consumed [l Ex
License Files (i) How do | register,modify or lookup my licenses?

Quantity

10000
10000

100
100
100
100

Uncounted

Term

Permanent

Permanent

90 days
90 days
90 days
90 days

90 days

Expiration Date

Permanent

Permanent

21-Feb-2020 (88 days remaining)
21-Feb-2020 (88 days remaining)
21-Feb-2020 (88 days remaining)
21-Feb-2020 (88 days remaining)

21-Feb-2020 (88 days remaining)

System
Deployment
Licensing
Certificates
Logging
Maintenance
Upgrade
Backup & Restore

ms Admin Access
Settings

N2t |dentity Management

Corr Identities

Insd Groups

- Administratijﬁ

Hetwork Resources
MNetwork Devices
Metwork Device Groups
Metwork Device Profiles
External RADIUS Server,
RADIUS Server Sequen
MAC Managers
External MDM
Location Services

Device Portal Manageme
Blacklist
BYOD
Cerificate Provisioning

|, Deployment (a5
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Y[yonitoring Role  PRIMARY

! policy Service

*/ Enable Session Services

Include Node in Node Group | None
| Enable Profiing Service

U Enable 5xP Service

Enable Device Admin Service

O Enable 1dentity Mapping

O pugr
-~
|| O ( Reset |

Use Interface | GigabitEthemet 0

Deployment  Licensing » Cerificates » Logging » Maintenance  Upgrade  Backup & Restore
Deployment Deployment Nodes
SRILE= .
» %3;0 Deployment y? Edit @Register @ Syncup Deregister
5 ]
%% PAN Failover [ Hostname «  Mode Type  Personad
ISE ISE Adrinis
Hostname ISE
FQDN ISE.int.net
IP Address 192.168.5.30
Nods Type Identity Services Engine (ISE)
Personas
Y| administration Role STANDALONE (300 prary |

Other Monitoring Node

TrustSec \ Device Administration
Overview Overview
itions -
Policy Sets Identities
Components User Identity Groups
Policy Metwork Resources
Row! SHP NEMOrk De\.ﬂ.ce Groups
Reports Policy Conditions
Settings Policy Results 4=
Device Admin Policy Sets
Reports
Settings
Bl Profile
Owerview  » Identities  User Identity Groups ~ » Network Resources  Network Device Groups  » Policy Conditions = Policy Results
——
C L
TACACS Command Sels TACACS Profiles
2 Selected Rows/Page | 3 ~
TACACS Profiles
\ = Refresh + Add Duplicate WTrash~ & Edit
O Name Description
[] Default Shell Profile Default Shell Profile
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‘) ISE 29 w U'i‘ DL
SIS Edit 4eSs (5, 2 5 bkl

RUAY

Enable Device Admin Service sau ;S 3 amiwo ol o

LS SS Save (55, p o S Sl |

Iy o CE..N by gl Ly, LL wlsl s
f@qqémﬁwo\ﬂjﬁéyl:ms;b%\
alls (gysiwd ax gl ol e g AL atily s

S4s S Work Centers (s g 5l I8 pl (gl p el

S ol 1 Policy Results

TACACS 3,15 oo Cua

Add (s, » 5 Jes Profiles

S SIS
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TACAC@nmmand Sets
TACACS Profiles

N\

TACACS Profiles = New

TACACS Profile

Name* | Admin-Access W

Description

—
Task Attribute View Raw View

Common Tasks

_y E1 DefeutPivicge ‘15 ‘(Se\edotaﬁ)

Maximum Privilege ‘15 ‘(Sa\ad 0to15)

P

[] Access Conirol List ‘ ‘

[] Auto Command ‘ ‘

, [ Access Control List

[] Auto Command

[ Mo Escape ‘ ‘ (Selact true or false)
[ Timeout ‘ ‘(ufgggg)
TACACS Profiles = Limit-Access
TACACS Profile
MName * LiMit-ACCESS g
Description
————
Task Attribute View Raw View
Common Tasks
Default Privilege |D ‘ (Select0to 15)
Maximum Privilege |1D ‘ (Select0to 15)

3590 bBoa sl b cwnnd opl o
Caamd 53 5 LS 3)ly 24
Iy dosl e S 53 5 Common Tasks
ﬁ\,oiwfwéu)%;sgu;;\
S deas DI 3N0 pny mha o SV
oo Jbon ol 4 8 G K
Ll 1y 8 gl SUlS X s
Limit-Access ¢U L 6J-<i> Ll
01, OF s o 5 S o sl
:Jpqﬁ‘ﬁxfgjlé.lﬁloj
S S oo s s LI 2S5 S

Overview  » ldentities

TACACS Command Sets

TACACS Profiles

[ MoEscape | ‘ (Select true or false)
[] Timeout | ‘ (0-9399)
[ Idle Time | ‘ (0-9999)

Custom Attributes

b TrustSec = = Device Administration

User Identity Groups » Metwork Resources

o
TACACS Command Sets

\ s

= Refresh = Add Duplicate

O Name

O DenyAllCommands

Metwork Device Groups

M Trash ~

Sy kb SO Wl wlsl s
sl ‘V";S sl>| Command
TACACS 5,15 (or oo 3l IS

S » 5 4 s Command Sets

S S Add
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TACACS Command Sets > New
Command Set

Name *

Description

Permit any command that is not listed below

+ Add WTrash~ G Edit

[ Grant Command

Mo data found

Full_Access_Command S

~

4 love Up

¥ Move Down

Arguments

E- 29

‘él.'! Qg\ 29
35l |y Full_Access_Command
R 6‘*—30; S ;‘ 5 AS
sl <=l.~” LS Ol | ol

el 1 Sl ses plad Wl e

Lol 1 ol s 86 S aseie 01 (605 G 3 |y ol O s2as L5155 oo deal i ST andl as

TACACS Command Sets > Limit_access_Command
Command Set
Name* | Limit_sccess_Command ===
Description
Permit any command that is not listed below  []
4add  fWTrashv  @Edit  4MoveUp 4 Move Down
[ Grant Command Arguments
Permit v| | show = am &
=
[ PERMIT enable
[0 PERMIT show

e‘};

Limit_access_Command

VR S O

sl
S 1y Slhgts 5b ol 5 oS
Ly el O 5 oslizal 4 5lme )18
Cd 4 Add (g5, SIS L
Sl 4 S Gl

Arp 5wy 5 L Show ) gias

LS |11y Show Arp  giwes Ll S o0 5y 53 )8 Cowlime O ol 5 sl oA o303 Permit oo s

il Gl kS (S ol ) 51 55 LaelSis B s ploil [ ol ol il VU ol ool 1 ey

Cand 5 ol 3L amiw 53 5 LS KIS Default g5, » 5 A & Device Admin Policy Sets 5,05 ,S

A8 KIS Edit 5, Authentication Policy

Oveniew b ldentities  User Identity Groups

Policy Sets
("search policy names & descriptions.

b B [l [ X (@

[ Summary of Policies

2]

Alist of all your policies

[ Global Exnzptions.
Rules across entre deployment
# [ Default

Tacacs_Defauit

-y

Save Ordel Reset Ordej

» Network Resources

Network Device Groups

» Policy Conditions  » Policy Results

Device Admin Policy Sets
——

Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side o change the order.
For Policy Export go to Administration = System > Backup & Restore = Policy Export Page

Status Name
Default

Regular @ Proxy Sequence O
+ Authentication Policy
# Default Rule (If no match)
~ Authorization Policy
» Exceptions (D)

Standard

Status  Rule Name

v  Tacacs_Default

Description
Tacacs_Default

Allow Protocols - Default Device Admin

Conditions (identity groups and other conditions)

anduse: All_User_ID_Stores

Command Sets

Reports

Seftings

Edit| v

Shell Profiles

DenyAlIC

%]

[Defautt shell profile

Done
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wils a5 S SUASDone (555 5 5 AeS bl | Internal (g4 58 Identity Users Cand 51 55 K 5o

oS eslaa! r.iJJS sl 3 5l 45 Active Directory Ly » 5l 4S5 e Internal Sao S sl a4 st

O U PO U T RO TS o= TS TeT T D TR S e SToTe = OMCy SApOTTage
Status Name Description
Default Tacacs_Default

Regu\ar@ Proxy Sequence O
w Authentication Policy

# [@ ~  Rule names startin

 Authorization Policy
» Exceptions (0)

Standard

Status  Rule Name
B - Tacacs Default

- |Default Device Admin

Conditions (identity groups and other c

DenyAllC

and use "2 _User_|D_ =

Identity SUurcel Internal Users —
Options
If authentication failed|Reject -
If user not found| Reject -
If process failed| Drop -

Note: For authentications using PEAP, LEAP, EAP-FAST, EAP-TLS or RADIUS MSCHAP

it is not possible to continue processing when authentication fals or user is not found.

If continue option is selected in these cases, requests will be rejected.

Done

Done

5 S SIS Edit (55, ol Sl 52wd o 1 4 bs e 4S Authorization Policy e 53 5 55 K3 )5

S Ol 1 s 5 05 S sl 451, Full_Access_Command b5 » Jsl Cad 5

Policy Sets
((Search policy names & descrigtions, 0 |

e Bo- [ ob [ X (@2

[-] Summary of Policies

Alist of all your polices
[ Global Exceptions
Rules across entire deployment
Default

Tacacs_Default

Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side o Command Sets

For Policy Export go to Administration = System > Backup & Restore = Policy Export Page
Description =
Tacacs_Default

Status Name
] Default

Regular @ Proxy Sequence O
~ Authentication Policy

Default Rule (If no match)

v Authorization Policy

Save Order Reset Order
/ » Exceptions (0)

Standard

Status Rule Name
+  Tacacs Default

- E - Sy

(& DenyAllCommands
@ Full_Access_Command —

(@ Limit_access_Command

Allow Protocols : DefailDevice Admin anduse: |

Conditions (identity groups and othdf conditions)

DenyAllC.. = Defar
DenyAlCommands ; =

Edit |~

Done

AS SIS Done (g5, 5 S bkl | Admin-Access o Command Sets Cad 55 9 anslsl 4>

- @thorization Policy

» Exceptions (0)

Standard

S8 -

Status Rule Mame

Tacacs_Default

Conditions (identity groups anJother conditions)

E,meand Sets

|Ad min-Access

[Full_Acc.. < |

Shell Profiles

Done

O.iltled\l{mjﬂi Jhsel sy 4 Sladas U s SIS aiw 5L s Save w;dj)ﬁt:;-ff);

V':"S Jeaze ISE 4 |, laol&is WL aslsl 43 5 sl Jled Accounting 5 Authorization Authentication J=
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» Work Centers

v@mmistration

s CISCO ISE 55 b LIS aslsl s
595 5 3540 o&zws L Connection
Sxe 8 Gl Gl &S s Ll
Network

s, » Administration

S SIS Devices

« Metwork Devices

s

Metwork devices

Default Device

Metwork Device Groups

(<]
Network Devices

J Edit oeAdd  [fyDuplicate

Name \ « | IP/Mask

Metwark Device Profiles

System Network Resources pxGrid Services
Deployment Network Devices 4= .
X X Feed Service
Licensing Metwork Device Groups Profiler
Certificates MNetwork Device Profiles
Logging External RADIUS Servers Identity Mapping
Maintenance RADIUS Server Sequences AD Domain Controllers
Upgrade MAC Managers Mapping Filters o
Backup & Restore External MDM —
Admin Access Location SBervices —
Settings Device Portal Management
Identity Management Blacklist
Identities BYOD
Groups Certificate Pravisioning
External Identity Sources Client Provisioning
|dentity Source Sequences Mobile Device Management
Settings Iy Devices
Seftings
» System b ldentity Management | ~Metwork Resources » Device Portal Management  pu(3

External RADIUS Servers

atmport g Export [

Profile Mame

Network devices 3|5 a=iw  pl ;3

S SIS A (555 5 Lss

Network Devices List = New Network Device
Network Devices

—

*IP Address: | 192.168.5.32

EE

|

* Device Profile

4zt Cisco | » | &

Model Name | p7200 -
Software Version :|

* Metwork Device Group

Location [all Locations © | [ set To Default |

Device Type |AII Device Types () | \ Set To Default |

+ RADIUS Authentication Settings

=

+ TACACS+ Authentication Settings

Shared Sectet [cesesssceses | [Show ] S

Enable Single Connect Mode []

= Legacy Cisco Device
TACACS+ Draft Compliance Single Connect Support

b:?alf;.ﬂ:{:limd\);
Ol s by o Dl 55 ol o
IP Address Cawd 53 (S 55l
ol G35 oK U.UJT
Casp Sl IS n kb amio
bl 55 45 S aseia |
sl TACACS+ (":"“J"'u‘
Sl 1y a5 S5 oS
3505 01 (6l p sy 305 S
Submit (55, A1 3 5 AsS
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3051 ek aseie Ol stes 5 g 595 olKiws 3505 b Yl 5 ol e3lel CISCO ISE 05 b 51 5 aan
L3 S 35l Say Gl ACS w3 3 &S Slhstes b ol Cosles Ol sl ASL adls a5 S

- i btls K5 4 Cloud 3 eslizol L GNS3
ﬁ @ 5 ol 4l S (S o Jouaie 192.168.5.0

v.:b‘b @.ﬁ.ﬁ};‘ &G)}LMACSMJJ

R1 jy, oleas

J:Swf:‘j) b Q)ﬁ:}.’)‘j ‘J’.’.) J».JLA‘L:‘)#J)}A'P w))T}gJuijailnterfacefaStO/o J)‘j

R1(config)#tint fast 0/0
R1(config-if)#ip address 192.168.5.32 255.255.255.0

R1(config-if)#no sh
:v?;gdw);‘j) S L ARA g o5 Hsed b ol aslsl s

R1(config-if)#faaa new-model

s eS o)l L Cwnd 53 1) s 5o, 45 AS a8 58 e 413 CISCOISE L Ll o5 s b
R1(config)#tacacs-server host 192.168.5.30 key Test@123456
S oslaal ISl ol s st sl g Sl 3 S ISE g L bLS 1 aS 58 asie 4SSl 6l 5
R1#test aaa group tacacs+ admin-user Test@123456 legacy
Attempting authentication test to server-group tacacs+ using tacacs+

User was successfully authenticated.

sas Ol a5 |, " User was successfully authenticated” rl;w LS o odalin YU jgas 5 a5 glailen

J'-:SLSA DML:.G b an‘ C,.w‘).) .19[..5)\

V'"S Jlsé |, Authentication , Authorization , Accounting . 5 ,w 4w LU Ol stws aalsl s
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133, 5 L8 4 Authentication (g3ladlad 5l 53 5 2w 4

R1(config)#aaa authentication login default local group tacacs+

R1(config)#aaa authentication login console local

R1(config)#aaa authentication enable default group tacacs+ enable
33,5 L8 4 Authorization (g3l Jled (gl 5 Ol g2 ]
R1(config)#aaa authorization config-commands

R1(config)#aaa authorization exec default local group tacacs+
R1(config)#aaa authorization commands 15 default local group tacacs+
il Accounting (g 3ludled (¢l 5 > R0 Ol gt
R1(config)#aaa accounting exec default start-stop group tacacs+
R1(config)#aaa accounting commands 1 default start-stop group tacacs+
R1(config)#aaa accounting commands 15 default start-stop group tacacs+
S Jled Telnet (gl |, Authentication . g w5 & 5 Line 5,15 LU S f‘-T 33

R1(config)#line vty 0 4

R1(config-line)#login authentication default

#8 PUTTY Configuration ? * - .a . - - .
N .bl...s)‘ &'.’. Putty )‘Jﬁ‘f)’ La YL’ ub}..wJ LS‘J"\ )\ e
Category:
=~ Session Basic options for your PuTTY session . - -
TE-"-L_DQIQing I ,)‘J‘ef Cwl 192.168.5.32 d\ IP L}»J)‘ S R1 0 L{Telnet
_ errn};:a Host Mame {or IP address) Port
- Keyboard
- Bel [192.168532 -— |[z \ .
i - Features Connection type: V':"SLS‘
, Window (O Raw Telnet (O Rlogin (D S5H (O Serial
.y ;;ppea!'ance Load, save or delete a stored session
- Behaviour
¢ Translation Saved Sessions
+- Selection | |
i -Colours Defaut Setti
=) Connection R1 ! nes L
Da{a Sﬁve
. Proxy
- Telnet Delete
- Rlogin
+- 55H

‘... Serial . ;
Close window on exit:

(O Mways (O Never (8 0Only on clean exit

About Help Cancel
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#P 192.168.5.32 - PUTTY - Sheslinal b aeS o odalin &S ) shailan
Jate S5 (sl 55 Admin-user S

B

Operations » Policy » Guest Acc + Administration

sdalie AAA 1wy w3 Slas 5l 35158 4ol gl

(5455 5 dy 45 ISE 53 Operations (s ye 3,15 b S

RADIUS Livelog TACACS Livelog

Reports #=—" Troubleshoot 1er|
Adaptive Network Control glagnlost:ch'l'ools
Policy List oumoagogs S obsl | Reports

Endpoint Assignment

3 A 55 Device Administration 5,15 LU 5 JS& s
Sol5S 5 A4S olasl |, Accounting s Authenticatin, Authorization  glaay ;S 51 SG Of 48 same 5 5

oS sdalise |y O

RADIUS Livelog  TACACS Livelog Reports b Troubleshoot v Adaptive Metwork Control
Report Selector TACACS Accounting
Favorites
From 11/25/2019 12:00:00 AM to 11/25/2019 11:59:50 PM
P Audit
10 reports f
w Device ADMINISIIAION  fh— Logged Time Status Details = Username Account Status | ISE Node MNetwork
Type Device MName
TACACS Accounting _
F Fiters 2010-11-25 10:20:02.196 & bebaani Stop ISE R1
* Time Range Yesterday - 2019-11-25 10:18:56.543 a babajani Start ISE R1
2019-11-25 09:50:36.417 = in-
- a  admin-user Stop ISE R1
2019-11-25 09:50:29.679 & admin-user Start ISE R1
TACACS Authentication . —
2019-11-25 09:50:07.534 & admin-user Stop ISE R1
TG AN = 2019-11-25 00:40:32.008 F s Start ISE R1
TACACS Command Accounting 2019-11-25 09:48:30.012 & admin-user Start ISE R1
» Diagnostics 2019-11-25 09:47:59.184 & admin-user Stop ISE Ri
10 reports 2010-11-25 00:47:28.065 o admin-user Start 1SE R1
P Endpoints and Users e —
15 reports 2019-11-25 09:47:25.65 @ admin-user Start ISE Ri
> Guest 2019-11-25 07:58:02.38 & admin-user Stop ISE R1
5 reports 2019-11-25 07:48:01.907 o admin-user Start ISE R1
b TrustSec -
2019-11-25 07:44:51.234 in-
4reports a  admin-user Start ISE R1
2016-11-25 N7-44-30 KK = "
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S &5 s ASA J1g 1 (w32 — o Jud

66666666

losls 51 e 5 Slosle glaalis 51 laslre sl gla olKiwd 3l s &S 5 ASA SlaolKaws (g0l sl
f&waﬁj\oam\t{jo&ﬁjou;ﬁ)sb@cm,obw\@olﬁjsw,@w&\sm
0 s OLES fgud g0 ol oS Liloddh 03 28 Olgzr sl jon 53 ¢ sSe SS L2 ASA gla olSais . S o al 3
el Ladl 6 & e,
bbb 3o
ASA .l ASA S o3l 5l (6l J,al.c s o )lj-_fa\pj ( Cisco Adaptive Security Appliance) ASA
sl “\m)jla 4 aS Las &Sl CL‘L? sl ol Bl ol <=Lb.>\ ol sl rsld sl b o
S8 o3 el
3,8 st 533 lse 4 Ol 5 0 ASA (sLilse 5l

IPS 5 VPN Slbls)l 05 S ax LS o

R3S Lo O 5550 53OS Llsl 55 S AAA I Jlai, o
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Sols <=U ACL jlaistl 4y oS a oy 5 5,1kl (glaAccess List slwl @
4‘QT")))°)L>"§J"SQ;°L;.’.L”‘L"‘:")MWQ\J%'L@'AS“:M‘J|ASAV‘@"LSL“C":L’EJ‘& (]
bl J’Pu’u&)ﬂuirﬁb 4 iy Ol Ll o ioman 53l dal s | Sl

LS
d‘jflﬁy\bjﬂaﬁjbﬁy\f‘uo&wbﬂf}ﬁb)b\jo&wbggibj45@‘&}@.0‘)“9]1@9
ASA gSuww J‘,)glé Silwlely g wead
&i (\qu )ﬁj@-‘:‘ -\> )ﬁf\ J‘JL} o= 45(,.1)‘3 QT 6)‘;9‘@9&& 0L<:.M:J M)L?:M d‘j)_{b LSJ"'\"\°‘) 6‘]:
mmtt;,u-\oiwjﬁgzﬁs6u)tsmﬁ\j}-w4su6\ﬁ4s>)bowr~ YL e ASA5550 JIs 1
.%dequL:iGNS:'} LSJJJJLSJBEACJJW‘L’J&{LM}L}‘ULw‘&Y‘UWT&B“}
Jsl S
S skl 5 S 1 ASA Iy 5B 4 b g s VMware °-’L°T‘_}iu)k5@ﬂ6‘ﬁ

http://dl.hellodigi.ir/dl.hellodigi.ir/dl/cisco/asa/ASAv931.rar

(@) ASAV931 - Viware Workstation i1 [ J‘ﬁj’b “ 19)_’]5 LSJW u,....::LA le_"b )‘ s
‘ File Edit View VM Tabs Help - | @ | L £IDEE R |E ‘ i ' . ) .
Ehenszvm (551 Asave31 —— JLS L)'i‘ EE ) Jﬁ.; BE ‘J.:.'S \‘)}‘ b QT ASA

OUF XML parsing for device configuration - Fail ... cannot read OUF, C a_)\,,u ‘Jp-‘ )_) 4_: L.)MMLA ‘5 w‘ oJ_.,u Cl}r_"

thardware configuration of this UM and make sure there is a CD ROM drive
to this UM. Uerify thatCDROM drive is enabled to connect after UM powe

IE:ryptnchecksun (unchanged): c1cB8d6db 61b5bedS Sc6f6bcc 4albd3Ze “) Enable J‘}:.MAJ ‘)‘i“)‘} Je 4;. Jj‘)j (.5‘){ cw‘

: Power-On Self-Test in process.

¢ Power-0On Self-Test complete. MPON ; )_} 9 BW-3) ‘)\ :'9. Enter 6)) J" 9 _})‘j
: Starting SH-DRBG health test...
: SW-DRBG health test passed.

has L5 Enter g, o daib o Password

: Starting SH-DRBG health test...
: SH-DRBG health test passed.

. T Z .. . .
********************************************* S )
i license active. Basic UPN support is vﬁ L’ ‘) d‘ - LS a-/‘ ‘ - ‘F-L;c M‘J‘ )b

detalls please refer to Cisco AnyConnect UPH

t . P
************************************************** < osb

Type help or '?’ for a list of available commands.
ciscoasa> _

»

To direct input to this VM, click inside or press Ctrl+G.

CAN=F=RChcho hohoho ko NN
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& untitled - G

File View Control

Annotate Tools Hel

Select all

Select none

(2} Manage snapshots
ﬁ Preferences...

Ctrl+ &
Ctrl+Shift+ 4
3]

Ctrl+5hift+P

= ﬁ Dell FTOS

& Preferences

General \ VMware VM templates

Server
GNS3 VM
Packet capture
~ Built-in
Ethernet hubs
Ethernet switches
Cloud nodes
~ VPCS
VPCS nodes
~ Dynamips
105 routers
~ 10S on UNIX
10U Devices
~ QEMU
Qemu VMs
~ VirtualBox
VirtualBox VMs
~ VMware

~ Docker
Docker Containers

oK Cancel

Apply

e— New Viware VM template

Server

Server type

®) Run this YMware YM on my local computer

T

Please choose a server type to run your new YMware YM (Workstation, Player or Fusion). -

=

151

5P JSE asle 4 GNS3 s Jig L V.Jﬂ.u sl

S Sl | Preferences g 5S Edit (g s

|, VMware VMs g4y S
S p s S Sl

DS SIS New

Run this (gau S a=mis pl 3

|, VMware on my local computer

..&SQSNeXt L;)ijul?;b‘
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Please choose a VMware virtual machine from the list.

VMlist: | ASAv331 — i

V| Use as a linked base VM (experimental)

!

& New VMware VM template ? K

VMware Virtual Machine lk ‘

3 ile Kb amio cnl 53
| el ASA Ul 6 4 by e S
wils ar g S bl o
LS Ll sl ol it
S35 p s olSiws N s
S dilg e 1S s GNS3
S b p ks g S

D g sl &Zb w\ Bl L;"S

¥ untitled - G

File Edit View Control Annctate Tools Help

= Of> > HC FmlaorrQaQaQmE

End devices ®
Installed & Available appliances s

Filter
L. Alpine Linux
L e

r
B erisknow -

e Centos

ASAV931-1

~ Chromium
B oponm
P Cisco vWLC

Cloud

-

e Core05

e DEFT Linux

-
L S— tamnlata

Cean3 3,05 GNS3 133l 5 5
3 L o2 Browse End Devices
Ced a0 1 B 3550 Iy 20
A5l 3l a5 S WLl
Lo Al o s 2B e )
D3 amio 3 aa K3 L

LA

93 P90

B QTJU'&:.«J)'I Al g e aS geow2 L 5l eslinal ol (g gslezel LB 5 o UL”ASNJ EBBL

http://dl1.technet24.ir/Downloads/Cisco/ASA/asav9-12-2-4.qcow?2
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& untitled - GNS3

View Control Annotate Tools

Select all Ctri+A
Select none Ctrl+5Shift+A
@ Manage snapshots
ﬁ Preferences.. Ctri+5Shift+P

| | AT™ switch

Help

AL 55 GNS3 )lj-.él(af'a S)ls ks sy 5e B sl 5l aay

C [FE s SIS Prefrences s S s, Edit g5 5l s

6 Preferences

General

[Qemu VM templates

Server
GNS3 VM
Packet capture
~ Built-in
Ethernet hubs

Cloud nodes
~VPCS

VPCS nodes
~ Dynamips

105 routers
~10S on UNIX

10U Devices
- QEMU

~ VirtualBox "-.-.

VirtualBox VMs
~ VMware
VMware VMs
~ Docker
Docker containers

Il e ]

Ethernet switches B

0K Cancel

4 ASA Jil.é 0s S

2 kL GNS3 il

S SIS New (s,

Apply

5
6 New QEMU VM template

Server
Please choose a server type to run the QEMU VM.

Server type

@ Run this Qemu VM on the GNS3 VM

_ Run this Qemu VM on my local computer

/

Cancel
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|, Qemu vm on the GNS3 VM
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QEMU VM name
Please choose a descriptive name for your new QEMU virtual machine.

Name: ASA —

| This is a legacy ASA VM

/

é New QEMU VM template ?

Flease choose the console type. Telnet will connect to the serial console of the machine.
WNC will connect to graphical output of the machine.

vnc A—

Note: You don't need to install anything on the VM itself.

/

oot ]

< Back

< Back Next > Cancel
@ New QEMU VM template ? X
QEMU binary and memory
Please check the Qemu binary is correctly set and the virtual machine has enough
memur%u work.
Qemu binary: | /usr/bin/gemu-system-x86_64 (v3.1.0) -
RAM: | 2048 MB -_— :]
< Back Next = Cancel
€ New QEMU VM template ? X
Console type L\’

-

Cancel

154
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ol Ol 4 5l S e eslizad Y414

W\)é&m)d\@bﬁjﬁr)‘)‘m
LS Y Jilu= a5 il 2 4SS
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Ol 1 UNC e S Cand o) o
g a4 Ll adlh g s
e of gl » Telnet 4o S 5 5 e
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SIS Browse (555 5 b asmis ol s

ASASAA.EkﬁJAoMJ)b\J&U)J:;S

b aes ol |y el geow2 L sy b

155

€& New QEMU ste x
Disk image
Please choose a base disk image for your virtual machine.
Disk image (hda): asav9-12-2-4.qcow2 Browse... | | Create
€ Pleas.. ? X
Uploading asav9-12-2-4.qcow2
8.4 MB / 189.0 MB
W 45,
< Back FEinish Cancel
@ Preferences ? X
General | Qemu VM terﬁf)lates
Server
GNS3 VM "7\ ~ General
Template name: ASA
Packet capture
- Template ID: none
~ Built-in Default name format: {name}-{0}
Ethernet hubs Server: GNS3 VM (GNS3 VM)
Ethernet switches Console type: vne
Cloud nodes Auto start console:  False
CPUs: 1
~VPCS Memory: 2048 MB
VPCS nodes Linked base VM: True
~ Dynamips QEMU binary: gemu-system-x86_64
10S routers 7 Hard disks
Disk image (hda): asav9-12-2-4.qcow?2
~10S on UNIX Disk interface (hda): ide
10U Devices ~ Network
~QEMU Adapters: 1
Name format: Ethernet{0}
" Type: e1000
~VirtualBox ~ Optimizations
VirtualBox VMs CPU throttling disabled
~VMware Process priority: normal
VMware VMs 'Addlt_lnnal options )
Options: -nographic
~ Docker On close: power_off
Docker containers —_—
q » New Copy Edit Delete
oK Cancel Apply
6 QEMU VM template configuration ? X
General settings HDD CD/DVD Ik Network Advanced Usage
Template name: ASA
Default name format: |{name}-{0} /
Symbol: :/symbols/qemu_guest.svg Browse...
Category: Security devices — e
RAM: 2048 MB b
VCPUs: 1 =
Qemu binary: Jusr/bin/qemu-system-xB86_64 (v3.1.0) v
Boot priority: HDD e
On close: Powver off the WM -
Console type: vne v Auto start console

.in- rbu\ J).ngjﬁj)ﬁ&lﬂ

Sy ASA Jls L sl 5l da

DS SIS Edit

S » Symbol 3 3l General 5
S ASA & by e 0,01 5 IS IS Browse
o Category e 31 5 oS bl Jsl cndd

S Sl | Secuirty Devices (g4 S
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6 QEMU VM template configuration ? x ".g b)‘j ‘) -\ J.LC Adapters - “ ).} j Network ;,3 J'>
ASA
Z Z
3 gl 4 2y oSy ol Gl S S
General seftings =~ MDD = CD/DVD | MNetwork | Advanced = Usage e ‘)S Jk-' 2= e o= 6JJ ) =
Fompters: d @ > LS 55l |, Management0/0 (=L2 First Port Name a3
First port name: Managament0,/0 e "
Name format: Gio/{o} Q . “ - - -
R : . el Name format a3 )3 (Ll ASA 53 &y sl as
Base MAC: i i i = = . . . .
Type: Intel Gigabit Ethernet (e1000) b &:"."L&QS (’L' L V'Q (.S'LQ'.’ &.))ﬁ o L J’.’.'S J)‘j ‘) GO/{O}
Custom adapters: Configure custom adapters
Use the legacy networking mode .J\.;‘}..: 6)\.:\5 r.aﬂ‘
Al dal g | ]
oK Cancel
& untitled - GNS3 -
File Edit View Control Node Annotate Tools Help [ j‘ ASA -’L>_=-i‘ j‘ v\-&{ w L.)i| ).3
e OF>)> HC Bmlios-gRAQANQ )
@ B ASA (S| Security Devices o
«ﬂ“ L ﬂwujw)bjowb
B =1 Gaa S 5 S el SIS 0T 6
\y;;%‘
¥ Configure .
o e o ASA JIs 56 b ueS S I, Start
e b st +— " " -
=11} 17 suspend .7 Z 5 5
= I stop Db 32 01 Guu 2 Sl esd by
c Reload

GNS3 management console.

Running GNS3 version 2.2.0 on Windows (64-bit) with Python 3.6.8 Qt 5.12.1 and PyQt 5.12.

\ﬁ Custom console
Change hostname

H#4 Change symbol

@ Duplicate

@ Show node information

ES Show in file mananer

QEMU (ASA-1) - TightVNC Viewer

On virtual pla

INFD: Starti
INFO: SW-DRBG

INFO: Starting
INFO: SW-DRBG

Creating trustpoint "

' to

MPF commands

o MPF commands

test will be run twice:

erCA™

and

installing certificate...
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ASA yoTelnet oo ) Jlad
Ll B S Jles ol (gl 1) Telnet cubB a8 sl 2 Al azdls ASA & (6 Sl o yiws S0l (gl 5
Jled NC J 5eiS 33 b 5115 ASA LISl sl S 5L 1, OF SecurCRT L Putty Jile s slaslsle 5 L
AS |y s Ol s 5 S
ciscoasa#conf t
ciscoasa(config)# cd coredumpinfo

ciscoasa(config)# copy coredump.cfg disk0:/use_ttySO

)L’&.&g'YLJ CJLQ.:E,J <=L>u‘)‘v\x.:¢3}.:: JLQ.C‘ QWUMJJW Enter 6‘)JJJ‘)LJ }JFT}}Z«))\J\N

Configure (43S 5 S el y, SIS OF (555 » 5 Lagsl |y s
— LS Ol |

.--;( Configure
*_ Console
P start
1 Suspend
[ ] Stop

6 Node properties ? X

ASA-1 configuration Console type Coowd | amio -l 53

General settings HDD CD/DVD Metwaork Advanced Usage

OK 3, » 5 obxzl |, Telnet gau S

Name: L\\, ASA-1

RAM: 2048 MB : . . T . )
vCPUs: 1 = w)) ‘) J‘jﬁ-b d‘ )‘ J"*J. j "\’3‘5 "iﬁ'ls
Qemu binary: | fusr/bin/qemu-system-x86_64 (v3.1.0) hd . N T Z

Fdla 5 L oS 11 1 Ol " IS
Boot priority: | HDD - DI f}" D U Bl PNC) Jj"“"s JS A
On close: Power off the WM b e
Consale type:  telnet - Auto start console M‘j} )L~ "\i"JS ﬁ"a""' GNS3 02 4S Telnet

\ A

Reset ‘ oK Cancel Apply
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SIS S Sl Gl slayl 5 (ol

sdalin g5y S8 0 &S skiles
Sl ods phy Iy b AS
Jiws 5l A 4 Privilage de 54l 4
S oS s osletslen jLa=l L Enable
Ll a5y b 50T 51 de
Loy aols by Of a8 55d o il gt s
Privilage e 3,15 A5l 55 e Enter ;L3
A3 5e Ao s DAL 31y Sl e s 5
Show Interface IP brief g L
sbwlas lainterface cd A0l 55 oo

S edalin 1y s S

J1928 59 2 ASDM (53wl of y § wedtd

LS‘)?J J‘}J:L;d 43\)\ J‘jﬂb a‘IQJSA.fASDM )‘f‘(af

Sy g des 4l (s Command Q)ﬁa«.gc»l.ow\o;;;)\jgé}@ﬁ;&@l{@&ibbaﬁjls

Aoas plil | Slades Command & s 4 L Blse plm 55 5 S o Sldy |

) oFewd 3 ‘ﬁsmu&;uﬂtﬂj&w; Sy w0y IP u,UJFirewaII S 2 XL dgl For sy

.ﬁﬂf@ & 55192.168.5.28 | ol uﬂ).ﬂ 3 mds Interface Managemet 0/0 s,

ciscoasa(config)# int management 0/0

ciscoasa(config-if)# ip address 192.168.5.28 255.255.255.0

ciscoasa(config-if)#f nameif mgmt

INFO: Security level for "mgmt" set to 0 by default.

ciscoasa(config-if)# no sh

158




www.takKbook.com

CCNA Security - Farshid Babajani

Nameif ;gous L1y JI8 ol &S fjﬁajlm BEEBERE S Interface ,a (¢l .L,L;Lq.:p- P 05,5 3,05 5l s
V.:.Mf'- ("j’*‘):’f“':-’w“"’f“" VU 3ys0 3 aslsl 3 aS ol bl flj Oler mgmt 45(..9;& Cle;,lmgmt.
AoS pd gy Noshutdown s LIy Jlad 5550 ud ol L V.AJ;'-T); 3ls
S&SJM S Sy 2 L HTTP S b Jal L8 ol sl V“S | ,>~I |, ASDM )\J-.é\p.} LU aslsl s
wada oslaal 3 s 3l sk 5l sl
L dal g Jled HTTP gy 5 5 5ies b
ciscoasa(config)# http server enable
Sl Al e 2w HTTP g e a0 Ll 55 00 VAYVTALO L oS a8 oS o oMol Iy o as s pl b
ciscoasa(config)# http 192.168.5.0 255.255.255.0 mgmt
Sl osrd ol 5 @S W 5 g Ldls B (655 2 15 SSL SO 5 ol 2 JalS g s 4SSl 8
A8 sl Al S o il sla s g L»&)Kj}n) S pia ol
ciscoasa(config)# ssl encryption 3des-shal rc4-md5 aes256-shal
ssd ol o eslatal 4 (65l e ased 53 5 andls 5 S ASA 5 gladses 3 YL s [ SO

o

Cloud1
Sl 4 b I ASA 4 e s gl LSl adls a5

x5 s (AS Leate ASA & |y Of 5 S w3lsl amin 4 Cloud

S Ol s 4 1 of K 8 a8 il axils
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J":S‘)?'HJ;:)U-*’)J)J{}*:‘-’)"ﬁ)}f’)‘)“-“b‘)J

https://192.168.5.28/

B, cisco ASDM 7.3(1) il

Cisco

configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

Run Cisco ASDM as a local application

When you run Cisco ASDM as a local application, it connects to your security appliance from your
desktop using SSL. Running Cisco ASDM as an application has these advantages:

+ One desktop shorteut allows you to connect to multiple security appliances.

Java Web Start is required to run ASDM, but it is not installed on this computer:

Copyright @ 2006-2014 Cisco Systems, Inc. All rights reserved.

AL s, gamie Y sl 035 1l 5l o
Cisco ASDM 7.3(1) provides an intutve graphical user interface that makes it casy to set up, R eI S4 S bl o SlpaS 353 o
3365 s S i 35k il 1 Tl
T len ASA JIs U (pl b el eslinal LS )
Install ASDI Launcher e Java Runtime Enviroment 8 Update 74 (5, 5 atls

Run Cisco ASDM as a Java Web Start application M ).‘ M A \ﬁ‘ Ji*‘ O}J{ S 03 3 (64—bit)

Install Java Web Start o Jiu &_‘,‘ 45 _,\:_;S ;& ; j) 6°JL‘,_,_’L ‘5)) J-’ ‘jl_?-

s 5l ol s sl 55l Ll (gl s

Al e s SOl 1y ol BB s s ol 5 ST aS | |, of Start L Desktop b 3l das 5 A4S

C:\Program Files (x86)\Cisco Systems\ASDM

» ThisPC » Local Disk (C:) » Program Files (x86) » Cisco Systems » ASDM —

~ MName Date modified Type
» demo File folder
| L] asdm-launcherjar e Executable Jar H
* D asdm-launcher.scpt SCPT File
* |:] asdm-launcher.sh SH File
- | £ jploader,jar Executable Jar A
ity ( | £ lzmajar Executable Jar B
| £ retroweaver-rt-2.0,jar Executable Jar H
@ Cisco ASDM-IDM Launcher v1.5(0) — Y

=L Cisco ASDM-IDM Launcher alil

Device IP Address (Mame: |192.168.5.28 = LI
Username: M —
Password: Yy

Remember the username of the spedfied device on this computer!

Close

& &

160

S 1t B s s s sl sl

25 S e edalie 5 s, IS 0 &S shiles
| ~1 1, asdm-launcher.jar |, L s, 4 U.UJT

LY

4 ASDM-IDM .S o cdalin a5 ) shilea
AL Jsl Cand 53 oS ol ol Ll 2 s
J_il.gu\z\)JJJ.ﬁ;SajlijSAoKL.ualPwﬁi
G S 25 ASA 55 sse 505 5 50 oL S

S sl Cwand pl s Al s



https://192.168.5.28/
https://192.168.5.28/
https://192.168.5.28/

www.takKbook.com

CCNA Security - Farshid Babajani

LSLAU’:’” 6)‘.) )‘Jﬁ‘rj Lﬁ‘ GCM\ ol ‘JP-‘ L;.w‘)b ‘UASDM )‘fe‘@‘" ""’3"5;5‘ OMW‘){'JL}.{J‘)J 45)}]4-&0.&

Device Information a3 )3 45 (AS 0 odaline |, dlsie glas, il Home 5 s ol dises

lalnterface - Interface Status Cod > S oodalia | o9 88 D5 ¢<=U Lol Jly s B Sledis!

ol Jlad Interface Management G ks sl Jl= 53 Ails o a5 shiles (ol ol yaskin Jleb

&, ey S (S sdaline System Resources Status s 3| Al sie |, CPU £y S yan Sldde (el

.J;ﬁﬁ‘j}w)ﬁjl?;c})ré)b45.,\;.)\3.3}2-_5(’.&

[ Cisco ASDM 7.12(2) for ASA - 182.168.5.28 - x
File View Tools Wizards Window Help Type topic to search
I} shfhbjne
iy confiowation EJ waritoring | (i) save Q¥ Refresh | ) Back () Forvard | D e cisco
Device List | Bookmarks Home o
Device List El &% Device Dashboard | 2 Firewall Dashboard
& add [ Delete 87 Connect T T
ot E Benerdl! License | Virtual Resources Interface 1P AdcressMask Line Link Kops
- 4 ERTEey t 192,168.5.28/24 ) o 7
e mgmi 168.5.
HostName:  ciscoasa 7 w b
ASA Verson:  9.12(2)}4 Device Uptime:  0d 2h 7m 25s
ASDM Version: 7.12(2) ASAv
Firewal Mode: Routed MNumber of vCPUs: 1
Total Flash: 129024 MB 2048 MB
Select an interface to view input and output Kbps
VPN Summary Failover Status
Psec 0 Clientless SSLVPN: 0 AnyConnect Client(SSL,TLS,DTLS): 0 Details Failover not configured. Click the link to configure it. Configure
System Resources Status Traffic Status.
Total Memary Usage  Total CPU Usage | Core Usage Details Connections Per Second Usage
Memory Usage (MB) a
= o
: 09:25 09:26 oe:27 ne:28
MUDP: 0 M TCP: 0 M Total: O
jEEEEEssEEEsEEEEEEEEEEEEEEEEEE N ——
25
09:24 00:25 08:26 0o:27 0g:28
. . - - M Inputkbos: 4 M Ouput Kbps: 3
09:24 09:26 09:27 09:28
Latest ASDM Syslog Messages og n X
ASDM loggingis disabled.To enable ASDM logging with informational level, dick the button below,
Enable Logging
Device configuration loaded successfully. admin 2 WA g5 11/9/19 9:28:29 AM UTC

‘mgmt’ Interface Traffic

WUOOFT U W TCP: U W [ofak

Usage (Kbps)

25

o
09:25

M Input Kbps: 4 M Cutput Kbps

09.26

ASDM logging is disabled. To enable ASDM logging with informational level, dick the button below

Enable Logging

logging 9, Ll o8 sl 5o

w5le 4 IS ol 6l a8 oS e 1y

Enable Logging s, » »3 JS&

S s

Ll ol J s ‘("iJ""JiLs"’ Lol & aelsl 53 5 L8 I 55 &S 5ls sﬁjrﬁéﬁs Sl laas S

'(’?;sd”‘Jﬂr“l%bdbﬁléqLﬁfﬁ,L;uM

161




www.takKbook.com

CCNA Security - Farshid Babajani

ZBE b Zone-Based Firewall (w4 3

sy 4 O Slp o2 L ASDM ldle 5 5 0os S (31l 5wl (3l g s |y I U bl 40 U
oS st Sead il 53 1y Slegbge ol gy g ST iy

5 Outside dnside ailaie 4w 5 S5 55 cdas a5 | Ll slaws 5 bl o (’U Ll g5 o andl &S Wlenls

a—
Internet Eé-"‘
Servers llE-
Inside User Zone pair “in-to-out” -_-
% = PC1 with poliey for inspection applied. -
. 10.0.0.11
};;‘1 G/ A3 gao
10.0.0.1 @
Zone “Inside” u
G3alo
IS?.D.DJ
Zone .
i Zone Pair
—L ‘DMz ﬁm-mnmr .
Inside User a with policy for g =
PC2 ms-nlf:dnn *.
10.0.0.22 ! applied. );;“1
Company
(Internet Accessible) Useran
Server A57.0.0.2 the Internet

: Inside a2kiws

ax a4 Wgd e ascia Security Level Olge b sode Ll 5B 5o adkie 8 5d 0 4 S L s LulS
Kl ol s s Sl g S ez Wls Sl 3 adlae cpl s a8 eel&aus AL VL sae )

Spbie 4 S a3 Ver 53t s 4 ot ailaie gl ste nl Yol
Wl Sl Ll 5 310 S se o3l Calihs Zone Glas b aden o SIS (205 A Syge 4 Jl a8

s V.:aljﬁ- rl;,r_l\ aslsl j3 a5 U g5 i a5 Policy
.J;w‘)ﬁJﬁ&ﬁ“)zoneu‘ﬁw&)J &«3\;6534&
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:DMZ aakaw

« sl Outside s Inside ailaus o ($34e 355 0 a3 S L3 j3Zone -l gl «S Security Level fﬁy\ sl
u.»:/.?.w;):.L?)\:J,iisLgl.a)j]wWQéﬂw\é&u))ﬂUaﬁf\})buw|4.34.5.14'..AO.1|

: Outside a2kiws

S as g s Sl 1y a5 B 550 Policy aSls il Ll 5 0l 5 5dows SalS s iwd ZONe pl 3
Ll 55 ge Q\j;p@;u.gjsfida wjfjlia.;)sjﬁ..pQTSecurityLevel aS Al alls 4> o (LS i 25 DMZ

Al Al e nes S &Sl

ol 25 S5 Il S g 6

e Stateful inspection.

e Application inspection.

o Packet filtering.

e URLfiltering.

e Transparent firewall (implementation method).

e Support for virtual routing and forwarding (VRF).
e Botnet traffic filtering

e Advanced malware protection (AMP)

e High availability

o AAA support
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Stateful inspection & 33

b 5l Gose CLCESS s Gl 5 558 00 4t o dynamic packet filtering Olse a Sis ol
static 3 (555102 53wl 0L static packet filtering oo B i, Sl (oslop ool easls 3 )8
Coly 8 en a5 S o ) baaty jus Lads g bais o5 S JIS0SIE Jde & Y &Y s 4 packet filtering
Stateful (654 &5 55 Lol (S oy s Sl & Cllll g o sl s CM’L’ osls 13 L V}Le" LS e

sl sl 8 b ISCis ol inspection

anils g piows Jlg pl 5o 4SS s & Wl el Olge g 4 4K Sl )l 01 (i oS shailes
313 3 g5 diS e anrl e o jml Olea L bt S 0 s 4Kl 5l S S8 6l IS ol il
S S8 et (55585 pl 53 Cosl ol a3lizal Stateful inspection (¢35 555 5l Ol > (gl a5
o3 53 Azie 5 10a P oysl ol o a0 e 5 liue oy g ASle il Anls o j2eed 5l 4 Lial 5t e
anslie ol ol U1, OF s e a0 SOl 5 35,5 Ol 53 Jls ol 5 L5 e o 0503 Stateful Ol s L
sl Jo S5y G wlg o opl & das o ) s o3l cily  Salen 0T L Kl 5 8148 uS
Spoofing 5 Dos LS o e Sl 4S ol opl (il L (S350 (pl b oadaly 55 & pege (545 L

(255 el ) a4 el U S sl 5 AS e 65 S

Z .
3,15 54 - S sladls b
STATELESS FIREWALL STATELFUL FIREWALL

sletis Stateless Ly, 5l &S
AN & AN — &

STATE ol Stateful gy 3l
ACL RULES TABLES e o0 D

https://ipwithease.com

ng‘""""i‘f &)‘f‘w CL.AJ‘ L}j-} Sl MJJ.;)sttatEful 45.)\2.\5‘.;0 sdalie b L;cj_)j) g_)ju.?ﬁ_)_)b

..\.Su.a oaleal
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o ) Stateful firewalls maintain context about
Treats each packet in isolation and does not

Philosophy - active sessions and use “state information”
relates to connection state .
to speed packet processing
Filtering decision Based on information in packet headers Based on flows
Memory and CPU
. . ¥ Low High
intensive
Security Low High
Connection Status Unknown Known
Performance Fast Slower
Related terms Header info, IP address, port no etc. State information, pattern matching etc.

Application inspection ¥ 33

S5 S5y Sl g el oL Statefulinspection L3 S35 53 diS e eslazal LU 6l Salls
Application inspection S5 5 5l ladls pb aen bl 40 5 a8 plulis ool i | Ll 5 a8 Sl

sy bl S5 S plad B S e ealinl

Packet filtering 5 39

S35, S 0 8 V“s sl>w| Extended L 4 Standard & Sl 4k Access List V.:;b:dn Sws ol g

V’“‘S Jles! Interface > Outbound L 5 Inbound

Security « iU Security Level 3| daly o oS 355 0 4SSl 5 a0 Jly 2B s Inbound aalS Y 50l
> Sl (- Outbound $4alS 5 DMZ 4 Outside aikie oo s Yo Ll anils o ey SYL Level

Ssd o 2l 4 SYL Security Level 45 ol i ol L Outside 4l 4 Inside 4l )

URL filtering 5 39
ngigjmﬁwjﬂbURLylaﬁf@bje.,k.iWéugﬁbdumLQ:j\a:m\Q%Gd\ﬁ

oS o Log LT 31 b (il e a0 ) T sk b s e s o3
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Transparent firewall (implementation method) 534

S o IS Routed 5 Transparent Cl> 55 )5 5w &S 5 ASA (sladly 6

' o
: :
i 172.20.20.0024 ||

"‘-:
Firewall

r

Y

| 192.168.2.0/24

~

{ | Transparent Mode

—

~4

PN

AR GW )

outside i outside

Bl

inside 3 inside

E

Single L3 |
Subnet

!

[192.168.1.0024 |

i

v

Routed Mode Jl> ;3 45 AsS » sdalis |, Transparent Mode 5 Routed Mode <> 55 YU K& s

S35 5 dl b S Olge w5 5,8 ol 3 Outside 5 Inside 4l 53 o > Gateway G Ol ge 4 JIy U

A Gy b Il s ASL adls 4 g (S e IS 0SI Jue o5 oY 5 Jls b g5 o LS s s

Aas e rl;,;,\ el o= |y Routing ldas Jly 2 555 5355 a0 U Subnet G ainterface 31

S opl 53 A8 oo edalie il ) sgdn oa e Il 4 &S ) Transparent b Sl G S0

VPRGN W= O b g a4 4SS LS Lads 5555 o3 esls ol IP JIg 5B slalnterface 4

bas » ol QL:lApjsﬁf‘ja)\)SGatewaijwgi%@M\ s b plesyls 325 a5 53 Subnet

wjz.ws.Lil.gr}wQY&NJ})}?&&\J{)”J4.131)3J\)J.il.éc,Jb-w\)swl{W\s@jcMs&rb&\\)

3,8 i 25 Subnet Oles ;5 IP U,UJT S ol Management
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:VRF L Support for virtual routing and forwarding ;}l}

gl bss e L8 4 MPLS (6558 03 x5 3)ls 5,8 ol e Jodr iz sl Gl (S o]
il (BLil e b sl cpl 5 S bl patie o s Jodr $ 206 2l LIS e S
53 &S 15 VRF LU ccor G 5 555 o0 el i s 53 VLAN Ll cly o 5 5 K5 s il
i ol Sy 50 aS Sl bl Vian 3l e 5 VRF CaS 018 o oS o sdalie ayls LS 5,

335 oo 4uS VRF Lite Of 4 S o3lizul MPLS 5l oslizsl &5 VRF | Sl awsls a= g

Q VRF
OLOBAL

VLAN - VIRIVAL LAN VRF - VIRTUAL RoUTING § FORWARDING

Access control lists (ACL) are not required as a filtering method to implement the policy ufj.w

u:’j)&id‘j&MACL leiwf".wb JJ:SMGJSL;O o)u‘&uﬁ\mdbﬁb)\ us/}iﬁ Lﬁ.‘)"
s Sl 3550 S il
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ASA 43 SSH (5 3lwJleé
ol gy > ol O Sy 21y 555 Slass 5 ooty axils ASA Ul 0 gl zas 4l gl 5
S e 25 Do S ol sl S oS e 0T (555 2 1 SSH s
O Gas 2 Gos® 35 2P go & &S S o dld 1, e Privilege a5 35,5 s5 jay p) s b
STSRUPISIP

ciscoasa(config)# enable password 3isco-pass
4 SSH g e b 31 A5l gm B S b o 1) O g 505 5 6008 pU b [ see 55 0358 Jld Sl my
ERCEBL CL', Olge 4 3isco 45 US4 55 S eslanal 5 5 smas 51 nl (gl e ss Jate ASA I L
ol 0l a3 S a5 y5 e e, Ol e 4 3isco-pass

ciscoasa(config)# username 3isco password 3isco-pass privilege 15

S podalie 3 5y OT‘)‘}:MJ S ol bLIS1 6l 5 adS anas .>l.>.=.3\m:5|}>.-\ L &S gda st
ciscoasa(config)# crypto key generate rsa modulus 2048

doal g o LT 53505 3 L3 51 S wis o s e axlse 5 Jlp 5 5t VL s (51l 5l day
S 35l 1 Yes aldS S S Sl ol b

WARNING: You have a RSA keypair already defined named <Default-RSA-Key>.
Do you really want to replace them? [yes/no]: yes

Keypair generation process begin. Please wait...

L e Copso a1y Cagn 5l 45 oS o oMl ASA @ 5 p s Lol el g 11 Sl 6

J:.llj JJ}A J\.‘:‘JJS;LLJ.*S JJMJJAS‘))j&f)jéf)SfL)lSJ:‘LJ*{J&-‘“J rl?u\ Local QL@
>S5

ciscoasa(config)# aaa authentication ssh console LOCAL
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S Jld 55 M\juﬂ,ﬁé)@w,ﬂ\,swSMJQASA@J{WL. S ses pled el 3l ay
Management .5 sl 4 b g o mgmt VU Aol adls a8 ‘V':;Sd" okl oy Hews 318 ul gl &S
ﬁ)ﬁ%ﬂw}}]d]éj)j‘pw)bds&:w|

ciscoasa(config)# ssh 192.168.1.0 255.255.255.0 mgmt

#& PUTTY Configuration ? X
Category: . . . . N e
?--S:ession Basic options for your PuTTY session ‘\-’ Secure CRT L,! PUtty J""’L‘ ;Ll'bw &u)‘f‘rf b V’f‘fg;‘
T:. 3 I_.Uglging Specify the destination you want to connect to
_ ?irnlna Hd}ﬂame {or IP address) Port B3 - 3
g:ﬁtoard [19216812 = |[22 | s J’a"" ‘J\jﬁb
i - Features Connection type:
%--W\ndow ORaw O Telnet () Rlogin @ 55H (O Seral
SEE::EE:E Load. save or delete a stored session J‘{“; Lole oo .)\.:.,5 ‘j"‘ E) JJ,UJ bw\ )| b Putty )‘J’g‘(’j’
.. Translation |Sa\-'§d Sessions | _
i [ Selection . 1 . Y
_Cmﬁ;\;:r: Eg:uhseﬂmgs Tood .,\.:S J)‘) ‘) ASA BEE uw).}‘ 9 ut?h.a‘ b SSH 64...3‘; 319
.. Data Save
P . PN . . .
---T::;t Delete J\A‘)}- d“}w Lo.w )‘ )LS w\ )‘ Juu gJ;:S gK:lSOpen S5 Bs,
Rlogin
t o e SIS Yes 55, » b aS el Aol 5,50 IS s LT a5 02
O Always ON_ever (®) Only on clean exit
NULY
About Help Cpen Cancel
Ly
192.168.1.2-Pu'|'|’\’ - m] X TSy LS‘;? . ]".SL;" odalie 45 )jbw

wﬁsauw\j})géﬁ)lsru
70 p5 Ceand 55 5 oS o0 3505 Ul
Sl Ol 5l 5 L 0l bgs e
ssewd 31 AL privilege Je 4 3455
L oa OF 5l dey 5 A8 eslinal Enable

Enable s L &S 15 Gose 3

oS 3l 1y s S Jles Password

(..,5@;&.)\,« |, ASA J‘jjUSSH w‘)ﬂ)‘ cb%‘buﬁjdjbu WL«MJ))) Ok (w\j:dc’ﬁlu
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T UYLl e sde cpl aS 5 S il sdalice das 13 Jlse Cudle sshtimeout gt 5l dsy S|
Sl ol CF a3 V0 Hlae bl j3 a5 USL ane adds

ciscoasa(config)# ssh timeout ?

configure mode commands/options:

<1-60> Idle time in minutes after which a ssh session will be closed

ciscoasa(config)# ssh timeout 15

9w yigy 39 C3PL 1 21
Gb ol asls 5 8 S laclKas s Lol a2l Gl 2 a5 o)ls ZBPFW fUL:&}.@.&AM)J
B QTJ@ Cond 534S 340 o0 RO ke sWSecurity Zone 4 I 5L calises slac, g Sy oyl
Cisco Common  Oles L C3PL ol & L) 3l 55 glacaslw 035 |2l S s (0225 o
ASJJSL;‘: DA o sose o s C e 0L gl )3 LS e oslazul Classification Policy Language
Sl 5 4ol (gl g 3,8 oo )3 eslinad 55 g0 5K (sLoolKains 5 (g e Sl 5 oLl (¢l o Class maps

.&ﬁdﬂdug&)ﬁ:&ﬁé‘;)#))‘}ﬂombdug&)ﬁ

Sla s HTTP S5 0 sla S 58 sle W13 3,018 OS1 Jie 51 azin saY 53 & a3l 5 o

FTP JSS s 0 Sl siws LHTTP IS5 5 (gl gies 5 Ol e HTTP

JS)J ‘Jj'*j‘d" \)9-‘ u]&..bjb.»b)ja O.«.:LS\joJui &L»:ujla.l JU.aCIassMap wu.:‘)é :Policy MAP

el &y se 4 STl (sluls Policy MAP
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Sl 4 s 5l as ol s Sl sl
Sl 5 &l p e Inspect
A ANE 2Ol A C A )
JJ‘)Jf)lSJ*S@)‘}f.buJ‘JUﬁU
oo Sl Sy Sl ¢ o
j&ﬁw)ﬂ)é}-‘b&ﬁmﬂ.}xﬁw MJ@‘J@‘;)}“‘°JL’" Pass
A el 55 ey p O S35 s bl @
Zone ol Sl o3l ag S oyl
O O R oS o e P (e
& s el |y Kl s o5l Drop
Drop Pass (satus Sledbl 5l dal e S
e 1 a8 opl b sl ceds Sledb! azus 3l 5 S Log Log

Sea |l el b ol 4 53 Policy MAP &S VMSL;a RFia w3 pl 5> 1 Service Policy

oS oo oo by e SO s Ll s I b i oSl )

Context-Based Access Control (sl wﬁb— Olge 4 55,05 SL,810S VYA a5l ;> Zone Based Firewall
A b e CBAC Olea L

U (Network Layer) Y «Y ;> Application inspection s Stateful inspection S 5 3 Zone Based Firewall
LS o Slly (Application Layer) V Y

2SSl L Ol )l g conl Statful Jlg ub G ZBFW Olaa U adlee 5y oo Jly 010 m:zf«sﬂum
Faism ol 3550 53 s e 3955 03l S2S 1 s 5 3sk o bl 4 | O s b dIs a6 5l S (55
.ﬁ>;w&5)j¥4{&56bﬁw)b

el bl asl 15 ASA I b = LUlg S8 S1as el ool ZBFW Sl eslanad s e KK

ISR (5 e 51 L 55, S a5 cpl a5 L S OF o 500 o155 e 355 oo Jlad 55, Jls 0 &S 15 00

.2900 33900 (g, Aile ASL Integrated Services Routers L
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: Zone Based Firewall  jxe I 50 gdy o J>1 50
sl adlaie sl =)
oS yastis adas js L5 g Interface 05 S e -Y
Policy slw! -V
Zone Pair sl -Y

. Zone pair (5, » Policy 03 S Jlas! -&

1SS S

d‘\yf«‘URzA.SJcSL;GaMLLAb;}J)L@.Z-dbﬂd\)ﬁcry\g&w)frﬁbGNss))beﬂ&‘ﬂ))J

.Zwl Inside, Outside, DMZ aikie 4w (gl 4l LS o J.u« ZBF

S Sl oyl (B rl;r_ﬂﬁ)l:w« RUBE mﬁ\j}dm‘s@s

adlaie 4y g fwd (8l TCP, UDP, ICMP IS5 5 il s 551> )13 Inside adlaws 55 S R1 (3 b -)

r.:.S JL:L‘) b)‘b )\j'; R3 Jl;j) 4S Outside

DMZ 4ikaie 4 HTTP, Telnet IG5, 5,k 5 V""f" 5,15 5l 3 Inside adeis ;3 aSRL S5, 5 ,b 5 -Y

S Mg (o R

R1

10.1.1.0/24 102.1.1.0/24

R2 R3
Outside

Inside

f0/0
10.1.1.1

102.1.1.2 102.1.1.1 <
fo/1 .@

f1/0 [192.168.1.2

fo/0
10.1.1.2

pmz [192.168.1.0/24

R4
f0/0 [192.168.1.1

~
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(R1L jg, O s

LQT)|M‘V'3’5L;G L:fjj) ‘) QJ}.;}J)‘) b R1 J:j) w))]j(ﬁﬁ&lnterfacef()/o J)‘)ﬁj)j:.w.})b

R1(config)#int f0/0

R1(config-if)#ip address 10.1.1.1 255.255.255.0
R1(config-if)#no shut

R1(config-if)#exit

R1(config)#ip route 0.0.0.0 0.0.0.0 10.1.1.2

tR2 jg, Ol gmws

\) C)Jﬁ: OT)"J&E}J)U b Sl .19%3)‘).} R1 }j)l{ﬁb#b}}é IP JAJJTJ.X{JJ FO/O Q)ﬁ J)\)
S

R2(config)#int f0/0

R2(config-if)#ip address 10.1.1.2 255.255.255.0
R2(config-if)#no shut

R2(config-if) #exit

el LU 53 R3S, L gl oksS sl 1y B 5ye sl 5 gl FO/L oy s)ls aslsl o

R2(config)#int f0/1

R2(config-if)#ip add 102.1.1.2 255.255.255.0
R2(config-if)#no shut

R2(config-if)#exit

J\:.,S L.f‘;i) b Q)}:ﬁ} ")‘) b <l R4 JS)) Coew 45“)}&; Sy 40 IP 9 J‘i}“"’ F1/O QJﬁ ")‘)

R2(config)#int f1/0

R2(config-if)#ip address 192.168.1.2 255.255.255.0
R2(config-if)#no shut

R2(config-if) #exit
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:R3 jg, Ol

S sy o 93l L IP eosl 55 L g S FO/O oy g 35l Sy cpl o

R3(config)#int f0/0

R3(config-if)#ip address 102.1.1.1 255.255.255.0
R3(config-if)#no shut

R3(config-if) #exit

OJLZMJBRZJS‘}JWMML&&JR3JS‘9JASL§‘MUM}JRZ})JWM'PROUte&.}QM‘J‘)J

..3).;":

R3(config)#ip route 0.0.0.0 0.0.0.0 102.1.1.2
R3(config)#exit

tRA jg, O s

w&j}‘)&)ﬁ} J‘)‘jbcﬁw‘Rz J.‘:“))Fl/o C)‘)ﬁé‘)).}‘\s‘)lp w))?}.)s.if;FO/o Q)ﬁ 3)“)

R4 (config)#int f0/0
R4(config-if)#ip address 192.168.1.1 255.255.255.0
R4 (config-if)#no shut
R4(config-if) #exit
osliw B R2 g,y Conw a5 dulid 3 RE 5,5 a8 laa U sy 50 R2 595 Caw 43 IP RoUte G aslsl s

D 4
R4 (config)#ip route 0.0.0.0 0.0.0.0 192.168.1.2
R4(config)#exit
o3litul L3l s (gl Ping gs Sl sl 2 den LLSSI 5 ea L 5, r_’j,.udw.la.a&\ Sl

R1#ping 102.1.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 102.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 28/30/32 ms
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R2#ping 192.168.1.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 4/22/32 ms

R3#ping 10.1.1.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 24 /32 /44 ms
R3#

R3 4y R1 JS‘,JleR4JS‘9JPing

R4#ping 10.1.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 28/38/44 ms
R4#ping 102.1.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 102.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 16/28/40 ms
sll Security Zone L 4alsl 53 15 S s a | el Loyl s 313 IP soodl gy bl 4 b oy

(A3 Bt ol J=I1s 1, Lainterface V'“S
Security Zone sl
(":"SLS'A Jl}hl‘ S| ‘_;L.o‘ JS‘}) 4S R2 JS)‘) L b |n5ide, OUtSide, DMZ aaleo aws )'.’.) DL

R2(config)#zone security inside
R2(config-sec-zone)#exit
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R2(config)#zone security outside
R2(config-sec-zone)#exit

R2(config)#zone security dmz
R2(config-sec-zone)#exit

Jhi 5, 40 Security Zone s Interface 03 S 528
eas 13 Inside ailee 3 1, OF 5 53 FO/0 &y 3505 Caand opl )3
R2(config)#interface f0/0
R2(config-if)#zone-member security inside
R2(config-if)#exit
A4S Outside (aileie pie |, O 5 Ay 53 FO/1 Sy g 550
R2(config)#int f0/1
R2(config-if)#zone-member security outside
R2(config-if)#exit
S DMZ (guaibais goie | 0T 5 o 35 F1/0 Sy g 55l
R2(config)#int f1/0

R2(config-if)#zone-member security dmz
R2(config-if)#exit

oS sl bl ol 53 1 35 sbacealn 4L Y- VU e ol 51 i

Jo! 9256w 512
Class MAP sl>u|
S o bl cmapl ol L 05,5 & classmap ) szees b Jyl > o 3
R2(config)#class-map type inspect match-any cmap1
oS o 3Ll 05 Sl 4 1, TCP, UDP, ICMP IS5 2 4w Mattch | yus ol 51 e

R2(config-cmap)#match protocol tcp
R2(config-cmap)#match protocol udp
R2(config-cmap)#match protocol icmp
R2(config-cmap)#exit
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Policy MAP sl>u|

P slewl pmapl &L L o5 ,S G policy-map | giws b
23 5o 2w el Loy ] o5 b

R2(config)#policy-map type inspect pmap1
iy s | Class Map A3 S sl I YU 5 45 Policy Map |1 Ll LISl 5l dey

el 2l Jl= s policy-map J=1s 5 ) siws (sl atlls a5
R2(config-pmap)#class type inspect cmap1
R2(config-pmap-c)#inspect
R2(config-pmap-c)#exit
R2(config-pmap)#exit

Zone Pair sl

283 _» Outside S w1y Inside aSlis o s o3 S s 2=l Int_out oL L 05,5 G s ol
R2(config)#zone-pair security in_out source inside destination outside
Policy Osls LL3,l gl bﬁj)}:.ﬂ.ajﬁfi@ ol 55l L3 S sll |3 > 6 55 1, Zone Pair a5 -l 5l A

V.MS& oslaiwl Zone Pair 4 Map

R2(config-sec-zone-pair)#service-policy type inspect pmap1
R2(config-sec-zone-pair)#exit
R2(config)#exit

v.:.)‘.))j.?ﬁ o 3= ICMP Jﬁjﬂmoﬁxszlng I,R3 JJJ)R].JJ}))" .J\.:.,bst;a Y- d)‘ﬁ)tm H}u\b

A8 15 s Telnet L3I SO R3 5o, R Sy 5o b 5l Al oo women

P3d 99 3bw S 21
S Gk w (RS )38 o3| Telnet 5 Http |SS5 5 55 4, Dmz 5 Inside aiaie 3 Bl e p ool s
.J}JJaé.:ACM»‘DMZ4.22.;,0)545R4}§)J4{J§5}ﬁ}5w‘&}j‘x‘ﬁle‘j)
(,MS@ ‘ﬁ‘rﬁﬂ% B c;b);;.«.skj_é)mmd@ wlsl &b@jﬁsww\ﬁ
R2(config)#class-map type inspect match-any cmap2
R2(config-cmap)#match protocol telnet
R2(config-cmap)#match protocol http

R2(config-cmap)#exit
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R2(config)#policy-map type inspect pmap2
R2(config-pmap)#class type inspect cmap2
R2(config-pmap-c)#inspect
R2(config-pmap-c)#exit

R2(config)#zone-pair security in_dmz source inside destination dmz
R2(config-sec-zone-pair)#service-policy type inspect pmap2
R2(config-sec-zone-pair)#exit

Telnet 5 A 55 RA 55, 3505 L Y= Telnet s Http ST, 95 4 0513 o3l 5 YL ol gnas 5 57551 51 s

S Jeé 5 ol s LI Hitp

R4 (config)#line vty 0 4
R4(config-line)#password 3isco
R4 (config-line)#exit
R4(config)#ip http server

:("'.’.ﬁi'.":"""":‘) b5l =l 03 S 2l 1 Sl s ol 3l
R1#telnet 192.168.1.1
Trying 192.168.1.1 ... Open

User Access Verification

Password:

R4>en

% No password set
R4>exit

[Connection to 192.168.1.1 closed by foreign host]
R1#
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ASA 49 DHCP ym g gw @}UJ@

4o Jsl b D ol sl oS b 0T (a5 1) DHCP s pon ol 0 ASA- 15 0 L 1S £35Sl

S o Sk s Inside 1 0T (55 iy oL Vsl o (oS Gasiia |y s

@ Cisco ASDM 7.3 for ASA - 192.168.1.2

ASDM |53l a5 5 i aS ol gl
File View Tools Wizards Window Help )Jj <’f di)b 2 o 6j
o] . S 3 i
Home | &% Configuration| |+ Monitoring | | o Save Refresh Back | Forward ‘) Help < . .. .

o] By covarsn] (] e | s Q| Qor ) s Qe ol s s i«
Device List g & x Configuration > Device Setup > Interfaces " " )
4 Add ]ﬂ Delete ‘ﬁ Connect - . X

Find: o Interface Name Enabled Sf;t:-y IP Address J".‘.j":’ Conf|gurat|on - ))‘j V.:.h.}
08 192.168.1.117 GigabitEtherneto/ 1 No .8 i - 5
o m 192 168.5.2 GigabitEtherneto)2 No &4.\..’.‘)5 DEVICE Setup Cved )\ 9

GigabitEthernetd/3 Mo

Device Setup @ GigabitEthernetd/4 No . o
f? Startup Wizard GigabitEthernetd/5 No Lﬁ-‘ DL GJ»:S ubw\ ‘) Interfaces
Interfaces — Managementd/0 mgmt Yes 100 192,168.1.2
--4§' Routing . .
- Device NamePassiord L (! I laInterface (gaar a=iw

L -3 Sustem Time

J2s ASDM )lj-.ékaf‘ & ol Gk 5l &S sl Interface Olea Management oS ax 55 S|l sl L2zl
eed Sl S Ll s s as s 1 OF b oS JUd 1) DHCP ey s s a8l (51 <l
D8 el sl S U»JJT Ol 4 V..i/y:{;ﬂ S s J#Is Interface Ol s 44 | Interface GigaEthernet0/0
S SIS L 53 0T s

[ Edit Interface X

General Advanced IPv6 &i Se )ij’ s BLIS “=io ui| 22

Hardware Port: GigabitEthernetd /0 Configure Hardware Properties... e

Interface Mame: |Inside 0 )J cv_:,.SL;o 3)‘} Inside ‘) Interface fL’
Security Level: | 100 e

[] Dedicate this interface to management only 6‘){ “) \. v osde j-’ LSOJ‘ PN -

Enable Interface

ngrass dﬁ 6 ("lj‘lfu" JEJ )J Interface O‘i‘
(®) Use Static P (") Obtain Address via DHCP () Use PPPoE

A Sl et J s Sl

b‘ﬁ;@JEJJDU‘LS‘f‘JWJL“D

Interface -l aw oo S S5 bl

IP Address:  192.168.2.1 o

Subnet Mask: | 255.255.255.0) e

°JLA-A; CAA-AM-; DL A J\A\j} JL&Q

Description: |Inside Netwark ASA
C».: LSOJLQ-«-::J MJJ} JNJJ‘ )L@.?:-
S 55l 1y Interface Sleis o

Cocsl | |t
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[ Hardware Properties

Hardware Port: GigabitEthernet0 /0

Media Type:
Duplex: auto v
Speed: auto v

Pause Frame for Flow Control

[ Enable Pause Frame

Use Default Values

Cancel

Help

Low Watermark (in Kilobyte): (0-32)
High Watermark (in Kilobyte): {0-32)
Pause Time: {0-65535

[y CIsCO ASUWT 7.5 TOF ASA - 192,108, 1.2

= 192.168.1.117
= 192.168.5.2

File View Tools Wizards Window Help
3 ) - o > ; -
@ Home 0 Configuration D Mor'utormg| G Save @Rﬁﬁesh | o Back d Forward | ‘:D H
Device List o B X Configuration > Device Ma ment > DHCP > DHCP Serve
4 Add ﬁ Delete ﬁ Connect
Interface DHCP Enabled Address Pool
e = oL

¥]192.168.1.2

Device Management o &

EJ---@ Management Access

EJ---SB Licensing

EJ---@ System Image /Configuration
[+-gg# High Availability and Scalability
&-{& Loaging

----- Smart Call-Home

----- £4§ Cloud Web Security

EJ--{E Users/AAA

[#-[E3 Certificate Management
(=~ DHCP

{8 DHCP Relay

@ JOHCP Server £ SSs—

[l DNS
(-7, Advanced

E§D Device Setup

gﬂ Firewall

Remote Access VPM
Site-to-Site VPN
E) Device Management

AN

3

mamt \ Mo -

£

Global DHCP Options
[]Enable auto-configuration from interface: |mamt Al
Enabling auto-configuration causes the DHCP server to automatical

DNS Server 1: Primary WINS Ser

DINS Server 2 Secondary WINS
Domain Name:

Lease Length:

Ping Timeout: ms

Dynamic DMS Settings for DHCP Server
Update DNS Server

Update Both Records Override Client Settings

180

X | Configure _jx id So)led S5, 5 b amio 5 S|
dalgt all g g amis LS KIS Hardwar Properties

Sl Sl S SUSOK (555 Dladas ol el Sl s

55 0 Ll ASA 5w 4 Sledlbl LS SUSOK (655 5

S Ll g o oty Sl

Ceanw JIDHCP s g, (53l Jlad (5l 5
SIS Device Management (g5, »» o
oLl |, DHCP Server (g4 S 5 S
LS podalin Cud j5 a8 shailen A4S
Ll :>L3 «S 5,15 3455 Interface 4>
95 Inside g4 S 55, ‘V"PJS sl

S SIS L
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[ Edit DHCP Server

Interface: Inside

1

DHCP Address Pool: 192.168.2.50 to

Optional Parameters

DMS Server 1: Primary WINS Server:

192.168.2.2 9

DNS Server 2:

Domain Mame: Jisco.ir o Ping Timeout:
Lease Length: 864000 e secs
[[] Enable auto-config from interface: mamt

default domain name. The values in the fields above takes precedence ow
values,

Dynamic DNS Settings for DHCP Server
o Update DNS Server

Update Both Records Override Client Settings

Cancel

192.168.2.200

2]

Secondary WINS Server:

-0

Allow VPN override

Enabling auto-configuration causes the DHCP server to automatically configure DNS, WINS and the

er the auto-configured

Advanced...

Help

S ol LS gosled Cand s
3~ Enable DHCP Server Lé‘t'e,'f
Sand 53 dd dal Jls DHCP
Sl L IP s bl s seled
i LSS 4 Osls e
Ll g 0w Gooled T3 3 (S
o )3 S 351915 535 DNS 9 o
Dl e s ol ler el
Ll ey gooled S o S
Oles LIS asl dim oS IS asiis

05y s 5 u.c)bT aS sl

b a3 L 5500 CoodS 3, Ve ol 5 STyl Sy )

M U’i‘ DL Ml_: 4:.&\5 )L”&\

f\fASQM‘ o 4.7..1:).’ ACJGAWQ"'

LS‘fQLAJ‘)‘J\.aAMdaJMWchﬁM\j?-wjgwdij‘oMob‘JWJdimigw))TMu

J)y&'uw‘bwéo)wsz S| 4.;.;[5*' J_:\J_:G\SCN.»:\ oMWb%%LLuJ‘

J‘)b5‘52-)L;il.‘;ﬁwLglﬁd;.ij'fmLgoJWWchﬁM‘j}QiJJJL:}Q)MijNSLgLAJ)js‘)JE

S SUSOK (555 Dlagle el 5l day 2ol Gateway o3l ols! u@“;d\;\é%‘s

Interface  DHCP Enabled Address Pool DNS Servers  WINS Servers
o es 192.168.2.50 - 192.168.2.200
mgmt Mo

<

Domain Mame  Ping Tmeout

Lease Length
-- -

Global DHCP Options

[] Enable auto-configuration from interface: | mamt Allow VPN override

DNS Server 1: Primary WINS Server:
DNS Server 2: Secondary WINS Server:
Domain Name:

o Lease Length: secs
Ping Timeout: ms

Dynamic DNS Settings for DHCP Server
Update DNS Server

Update Bath Records Override Client Settings

Enabling auto-configuration causes the DHCP server to automatically configure DNS, WINS and the default domain name. The values in the fields below

Reset
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ASA & ol IPLUR I (AP Y
- ®lece DODHR B e e S 2 e S

[ Windows Server 2016 [ ASAva31 G Kali .onf VMnet2 4&.& Q)ls cJ\.:'S 3

Virtual Machine Settings J-'{j]’“" Cond (.S‘f 45 CM‘ |nSIde 4..0

Hardware  Options

plal, YN 5 9o 9 G DHCP
Device Summary Memory o 2 I3 "

Specify the amount of memory allocated to this o
memory size must be a multiple of 4 MB. . .
1 | BIKC >y V«S ~° J..a:w s o B <
E-4Hard Disk (5CSI) 256 MB Memary for this virtual machine: w048 2 - " )
=\ Hard Disk 2 (SCST) 3G

Q;l Metwork Adapter Custom (YMnet1) 4GB . &
=N . V—Aﬁs‘. L.;‘ oA

MNetwork Adapter 2 Custom (YMnetZ) S 3268
MNetwork Adapter 3 Custom (YMnet3)

16 GE
e Network Adapter 4 Custom (VMnet4) s B Maximum red
4 Network Adapter 5 Custom (VMnet5) <
4GB (Memary swg
MNetwork Adapter & Custom (YMnets) ocour beyont
Metwork Adapter 7 Custom (YMnet7) 2ce 5.2 GB
Serial Port Using named pipe 1}, \pipe'g. .. 1c8
i 512 MB
[Clpisplay Auto detect « B Recommende

156 ME
22a B

o (-2 022 00ES
£t Home [ Windows Server 2016 [ AsAveat 57 Kali Q)ts .l.:..sw sdalin aS )jlé_lw

BEEYE) 6‘): VMnet2 4&&

Hardware | Options

el sk Szl YA
Memary 2GB EAConnected
Processors 2 Connect at power on
=i Hard Disk (SCST) 60 GB
(%) COJDVD (SATA) Auto detect Metwork connection
T TS Ot io=d: Comected directy to the physical netiork
[=]usE Contraller Present % fey
<|» Sound Card Auto detect:
1 Printer Present (CINAT: Used to share the host's IP address
Cpisplay Auto detect (CiHost-only: A private network shared with the host
(®) custom: Specific virtual network
WMnet2 (Host-only) — &2
(CILAN segment:
LAN Segments... | | Advanced...
| " Metwork Connection Details X
General
h Metwork Connection Details: \) j‘EJ J)j"‘ )j"“"‘"j M C))ls 45 )jbw
Connection Froperty Value b ’
TPv4 Connectivity: Connection-specific DN...  3iscoir - - . . .
TP6 Cornectivity: Description Intel(R) 82574L Gigabit Network Connect| | 4§y 3D | T=0 U > rb J\.:.S P oA Lo
Media State: Physical Address 00-0C-29-5D-A0-20
Duration: DHCP Enabled Yes -
Speed: IPv4 Address 192.168.2.50 el sl Jlas! O 6\]., e yd A Q‘Q”E'"
IPv4 Subnet Mask 255.255.255.0
Details... Lease Obtained Friday, July 5, 2019 10:18:16 PM
Lease Expires Monday, July 15, 2015 10:18:15 PM
‘ |Pv4 Default Gateway
Activity IPv4 DHCP Server 152.168.2.1
IPv4 DNS Server 192.168.2.2
Sant IPv4 WINS Server
MNetBIOS over Tepip En...  Yes
Bytes: 0
@Properu‘es GDisab\e < >
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File

Cisco ASDM 7.3 for ASA - 192.168.1.2
View Tools Wizards Window Help

|@ Home

0%} Configuration | @ Monitoring

‘Bsave GReFresh‘ OBack OForward‘ ? Heb|

Device List a 8 X
% pdd [ Delete 87 Connect

Find: Go
] 192.168.1.2

-3 192,168.1.117
= 192.168.5.2

Interfaces
- ahe] ARP Table
DHCP
DHCP Client Lease Information
i rver Table
.8 DHCP Statistics \
= Dynamic ACLs
B Interface Graphs \

) IPv6 Meighbor Discovery Cache
s PPPOE Client

0,
+

< >
% Interfaces s
— 1

Monitoring > Interfaces > DHCP > DHCP Server Table
DHCP Server Table

Each row represents one dynamic IP Address assigned to each DHCP dlient.

1P Address Client ID
0100.0c29. 5da0. 20
192,168.2.51 0100,5056.c000.02

Number of Active Leases: 2

Lease Expiration
7/15/19 7:47:54 PM UTC

7/15/18 7:45:02 PM UTC (86359...

Interfaces s,ls  Monitoring
S49 S DHCP Cad 3l 5 L 5
<=l |, DHCP Server Table

S o odalis &S ) shailen (oS

TEVICE LiST (S

4 add [ Delete & Connect
Find: Go

[RE] 102.168.1.2 |
i3 192,168,117
oo 192,168.5.2

Interfaces
i) ARP Table

fi' DHCP

-~ g DHCP Client Lease Information

0
o

- Dynamic ACLs e

- B Interface Graphs

@ IPv6 Neighbor Discovery Cache
- jfs* PPPCE Client

TIOMLOTING > NLENates > UNLE » DOLE Sausucs

DHCP Statistics

Each row represents one DHCP message type.

Message Type

Total Messages Received: 13

R
< 5 DHCP Other UDP Errors: 1}

Address pools 1

Automatic bindings 2

Expired bindings (1]

Malformed messaqe: 5] v
Botnet Traffic Filter
AT i Refresh

Count Direction

-
DHCPDISCOVER 4 Received
DHCPREQUEST 9 Received
DHCPDECLINE 0 Received
DHCPRELEASE 1] Received
DHCPINFORM 1] Received
BOOTREPLY 1] Sent
DHCPOFFER 4 Sent
DHCPACK 7 Sent v
[ - o

Total Messages Sent: 13
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S 0 00l T 311> g VPN b 5

P S e bl LU s s Olgr b 58S 1l 3 e pior Lls S slacS 15 581655 50
ERIP | JE JU TV sl P 5555 °°L&:‘“"’H'.’V'€“C)'i“*5c"“‘ L;L;-jr.g.e)l.w
C,SJ.J:QTQ‘M)[SLS\J;VPN wjjwg_ia"Jt}u.‘“}?-a‘)wﬂaéﬁwwjd‘f)lsw‘&%‘é‘f
eb RSSE (:jb d}f)b_}d)lﬁ“)“ﬁ‘%ﬁ\ d)\ 4.l>-ja)b C))yp wv\auw‘ QTCJ[&%‘M&#JIMJ Ls‘J"
Ll e s s slals 5l &S ol polast] (64 s S ol s Virtual private network lea U VPN
S ollely 4 5L 5 cnl pdy Ol ol s b 5l Sl &S g fae Olesle QTL;LAAS?.;@
s Olosle OF il glaamd b olians| Last
Sllely s S5 gl 1 VPN &S Sl
SSE Sy 5 Bl e o 5 S 0
Sl gl O Gy S S e sl
JWSQ\}:&@A@)W\ ol i (6, 5,

P O kS Iy s O Dbl 4 Ll el

Sl He 0y 9 508 (U S sl 8
o a ER eS s Cel pest pa
5,5 dal g iy s Sledb
:VPN 3l eslazal (gLl se
Pl Sl a3 sdoee 3 28V
el Caxd s 3 s v
WAN L5 e gl 55 b amslie 55 Sllas sladujn j2alS v

_)jbo‘_)_)‘d‘j)lSé‘ijw\w)Jij‘dL‘)wAts v
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S04 S0k

oLl $3dns

4

v

LaVPN ¢l 5

IPsec

ol ol eds b el e w4 Sledbl Ul (gl s a5 ol IP Security (gaelS Ciiss
s 3y 65 S s 1 ol SlS Oy 4y Il slaais b o eslinal [SSs pder 3 S5
Lol e B S oalinasl USG5l il 05 8 s o 5 0ed3 5w B 53 8 DIl s a2l
ol 0T e sla S35 51 S8 5 &S o S 081 Je 3 Y s IS5 ol 3,680 IS8 o sa 51~
JolS &y 4 TCP 5 UDP Jlisl sla IS5 51 Ll oo S oo LIS 3 &Y s a8 Slej &S o

SSL
33 kS o 50, 1y Bl 55,8 e 513 CadS 5 55 e JSO5 s ol Secure Sockets Layer
Plain Text &0 4 SleMbl A8 o SLHTTP S50 L1y Cop amio S oS Sy s Ol
A asge bt Ools 5 S 5eb S s e 35 e Sl g s ge ped 5 55 e Jiss)
5y SSL Jawe 5 0T 0555 5 A3 1 HTTPS S5 5 5 bt pad 4 (S |y s Dbl 4
JS0SH e £ Y 5o [T cpl 45 Al andls ax 5 XSG 555 SleMbl s s b el 0

&S e

MPLS
Slp s 555 0o 4l MPLS L3VPN fU L & ol VPN g5 S Multiprotocol Label Switching

3)9-_5 LSJKJJ‘A) uﬁjﬁﬂ CJ)}«.&MMPLS DL cJJ‘J JJJ‘){S;LLSM .bLL: P g;.il.m U'.’.J"a- jéu)|

S eslizad IPSEC 31 b 0 058 el (gl 5 3510
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VPN ol g 55 53

Remote-access -

)‘LJ,;.QA LS\J" J.«...;la ‘U.».::‘J w‘}l«:b &v.; CL.A 4.' J..u“}'b BEL °‘) J‘ U J.J)‘J )l.:d Q‘J.s‘)ls‘)‘ wa}.’

SSL 4 IPSEC ;I LaVPN ¢ b o cgel sl (gl s (S e eslizl Remote-Access ¢ «<WVPN
cJ...SL;o oslau! C}a Lf»‘ )‘ J...SL;d oslaiu! M QYW )\ LY JLWS )‘ szl.:.w 4.)),..2& oslaial

w‘°MWCﬂ}AW@Vﬁﬁ)J§‘;)J

QO CICICIC
LIL]

Tunnel

Appliance Regional
Office

&Site-to-site - Y
el b Al e A Ls il glals g 4l cpder luls a5 LS o bLS ) & ol o

VPN Q;Pé\ﬂdns%)\:}dﬁiﬂjﬁi: L@)\ijal):‘mQ)L;&b:}é&r&&Jjw
.45 ,1s VPN Lu)\ﬁsvﬁbdbwj\éu;j)&l{ﬁslq%\&i&lf

Published VPN Network Published VPN Network
172.16.0.0/24 10.0.0.0/25

] ™

vZasssasss sase |€ @

3

\y

Location 1 (active) . ) Location 2 (passive)
Dynamic IP address Site-to-Site IPsec VPN Static public IP address
62.99.0.74
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;31 A5 ,Le Remote Access  Site to Site g5 93 A > VPN Sl eslaal Jol bl se

Qbﬁ AJchr.a v
La oals j’)‘-:—ii v
Sleel b v

cble- v

Sy
G, IS S s 4 Sl O 3 45 353 e anS Els 4 Cryptography Oles b (o K 5
LS o3l S| pl 51 Ll o (oS adh 5555 on ol OF 0 by o 03558 a5 1S () 45 350 e

.x\,\{\)gigkﬁf&wﬂjx,tsx;up-v@wbus

RTANCE
CRYPTION
ECHANISM

ATA CENTER

g‘T'gKNALYSIS

o - & 1) ASYMMETRIC TYPE £ SCIENCE 2
PUBLIC & ALGOR|THM a KEYAUTHENTICATION & SIGNATURE

paa CRYPTOGRAPHY peerm

CIPHER TABLE
R asrbsion g LL Stook HASH & ZSECURITY & senper
nRU) CODE< ~= STREAM - NETWORK

PATTERN

DIGIT

ENCRYPT
CIPHERT

PLAINTEX
|
RECEIVER

EXCHAN
COMPUTA
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SlMas! 5 S e

Decryption

e S sey 1y 0l ol 5 358 5o 1 eslizal 5 4o 0l Encryption Sledbl (5L, KT 4l
Plain text

S Iy s O & 5 o oy a4 Olomrlgn 5 ol ST 505 G 5 0k ()0 50,5 & &) e
Cipher

el I3y 55 o Jes s 5l g Gl oS5, 5 (6108 e sl L;“:g”)}ij\

Cryptanalysis

O ok J e Ol s s e S Cipher sla 185 058 5L 4

Intruder

o s LS)KU-UH-::)‘LQ&J“‘SW‘ﬁdwﬂd)&}ﬂ)ﬁjw‘&wLiﬁ‘jﬁLSW‘*eCaiJﬁ
Active ..l g 53357 S e ol 03,5 Decrypt oy il 5l sk s yls | ol L;L;f)u) b g 5,0
Sledlbl Ll 5 e Lis oS passive intruder 5 das x5 5 LS (5 4 bt (6551, Dledbl Ll 5 e aS intruder
S0 ol s bl 5 sl wsls | b gy,

Protocol

g e S 3 yh e il DAl sl gl N b 53 G oS @3l 3 L a4

Intrusion Points

LS Ty s 5oL ol 4 Lo Sie8 S bl

Internal Access Point

s Lol g5, (LocalSecurity) _zowl &t 5 Lot S S s LGBl s S un S (Bt &
3505 39 5 WOl 4l Jlaz| 5 AL oS
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External Access Point

L8 iyl G yb sl aS sWApplication L S e Jate ol Wil ot iSSd 4 b &S Sl
2l 355 ol & dhes Jlaz> 5 S s

Key

55 Lag plaintext 4 I, (oA cipher 45 ) cipher text Ol sz O 51 eslizul b aS 55 0 4SSOl o

JP&&M@)LA&MLWLA&)}Q‘LKQY&hﬂj@“ﬁ)&&@bb@)b@(ﬁjl{)

(Asymmetric) ¢y ylaol g (Symmetric) o ylio oS

O e 4S5, 50,

o3l LS 5ay 5 (108 505 Slles (6l Ol oy dlS G 5l Dbl Jub 535 B b 53 8 0l 3 &S
)‘ osluw ‘)L:M\: 6‘412:‘)L:L~:‘MQLM.§1 &Lﬁf}jd)‘ﬁf) LSLA"L:'LSL.’.‘LAWJT‘;J‘ P V\ASL;O

RUNPG R VR NtY

51U 3500 oslizl el JUIS 5 bl S 2t 5o, S J 5 55 5 sbeul 6l clles 3L e s ShelS L
G5y 53 ;S5 a8 93 Gl a4 ey IS G sy 4 3L S eslatal Ol (5K e sla 2,

JJ;@J.A)LSLQJ\.ASC,_«’J_&JA)J&m)jjwycuju.u
Sl Kl ,le 59, 0 S 4 Symmetric s s&uv:wij\

DES
DESY

AES

IDEA

RC2, RC4, RC5, RC6
Blowfish

LA XX
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ONE SESSION KEY TWO DIFFERENT SESSION KEYS

G PUBLIC KEY :

PRIVATE KEY
Symmetric Encryption Asymmetric Encryption

O et wlS (5, K5,

)‘ Cj.; w‘).} RS 0 JM Q)L&ZA &j))bwdub“}i;ﬂ&uihb‘&\)) LQJLEZAL:J.:ELSJ&]AJ
.ﬁﬁwobw‘#wwg&wwéutuywcjj&j\céww&i&b4.3‘6)&}&)
L;L“.{d.p}.aﬁ-.,\?ﬁdsﬁ Wlo e w0 (5, 50, el 5 515 13 ol sisls Slasl o S po s AJS

D oJ‘JJ\JBMLL?JJ)J QTS,U)\Jl{ﬁL}JLmSRiJSJL::}\J; 6"}““-"':15-’)‘5

LSA}A.GJ\:.LS‘)‘dhlfcjb.rJ)jﬁdgjjﬂ)Jf)LSMMcQ)LE;'AL&)K;JA)LSLﬁMJJW‘OJ\:"J;CJE.A
LS‘J"(_S";W‘lﬁls‘w'i;)"‘ﬁJAK)J}";;;"°"L4':"”|&L:‘;J‘)Ls‘fd"p}”v“‘:ls.)‘jé,ﬂﬁf)é‘f

B O 4 LS e sl ases LIS 5 (5108 )

.JJJ;JA 4.?”:[;-;» L;.pl.i) u..ol;— .b.:‘)))’\ oJ&‘b)MQ)@ﬁ&bﬁy&)&waJ

Mot ¢ o g0e IS 23l Slastl 3 b o s AS CiiS &S ol G146 5S w0 IS 53l o 5L da
Sl esle K, 0 LIS 4 Asymmetric s ASu_iLaV.:iUKJ\

RSA

DH
ElGamal
DSA
ECC

DN NI NN
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Ol WS 5 05l ddS (6, K505 A i

Als 5 slite las S 5t Soslie Coale 3 ghls 0Ll IS 5 O e S (650, Vsl
STl s g dal s &5.355)5)14'_}.Uj,astﬁ)ng&jSQngL;)li}}ijj);w\ awslie ol o Lo
il olde 8 8 5 53 a8 S Ll b 5L 5 e Slloue Olaj 5 pm ol b caglie Slns

(Hashing) oo o5 e
s 3555 O S5 pia)ﬂ‘ o larl Sl da 5355 o 8k Sledbl Sl (63555 SO sy cnl 0o
Jlasl 500 348 5555 b e 4 48 o scalin |y g b 30l 3 K5 53 45 s dal ot Cog i 5 sl oy

el odd o SLlS 0T 055 S 5035 i oS 50 4 0T Ll IS 0T (55 0 02y S

Input Hash sum

Hash 8AEFB0O6C 426E07A0

000 —» ™ A671A1E2 488B4858
D694A730

Hash E193A01E CF8D30AD

001 —» > OAFFEFD3 32CE934E
32FFCET72

Hash 47AB9979 443FB7ED

010 —» T —— > 1C193D06 773333BA
7876094F
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SEPNE: 0 31!
BLAKE-256 256 bits
BLAKE-512 512 bits
BLAKE2s Up to 256 bits
BLAKE2b Up to 512 bits
ECOH 224 to 512 bits
FSB 160 to 512 bits
GOST 256 bits

Grostl Up to 512 bits
HAS-160 160 bits
HAVAL 128 to 256 bits
JH 224 to 512 bits
MD2 128 bits

MD4 128 bits

MD5 128 bits

MD6 Up to 512 bits
RadioGatun Up to 1216 bits
RIPEMD 128 bits
RIPEMD-128 128 bits
RIPEMD-160 160 bits
RIPEMD-320 320 bits
SHA-1 160 bits
SHA-224 224 bits
SHA-256 256 bits
SHA-384 384 bits
SHA-512 512 bits
SHA-3 (originally known as Keccak) arbitrary
Skein arbitrary
Snefru 128 or 256 bits
Spectral Hash 512 bits
Streebog 256 or 512 bits
SWIFFT 512 bits

Tiger 192 bits
Whirlpool 512 bits

355 o SHA2 SHAL (MD5 (glaqy, 5831 3l eslinal o nig a1l s
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SSLgIPsec (ow

Solooml Gl &S IS5, e 5l Slas gemme 51 el & Le Internet Protocol security Olea b IPsec
S8 s eols e SO (packet)atus o 55 (65108 50y 5 Casa ll dew s LS s Sl SO

.C_‘,\.uu\42.-)3H,Jl}fJ‘j}.-&‘9.;‘)56W|Mjab)ﬁu6ﬁiwd}mﬁjﬁd‘.bj)&

BN s Wyl 3 YL 4 (8 4Y) JUsl oY 53 a5 SSL TSL SSH by el glglsS s 0 s 9 IPsec
ol e Sllaxsl Gl a8 sls 13 0T 3 IP &S Y 4SS s S O8I e e ¥ Y Oles b oSl
S Cladlees UDP 3 TCP a5 § a0Y (sla ST, 5l I8 o aS (5 5bas 555 0 IS5,

gl b ael a8 el (30 S ol pl SSL e sl slldST g 5 a4 ol 4 IPseC (guay e
STl T

 Jols IPSEC L aslizal (gl ol iy a3 (5,050, (slap )5Sl

Como 5 Solhs 3l cbla LS‘)-.’ SHA1 v

Sle s (gl 2 DES v

slazel B (¢l s AES v
IPSEC dPV6 3l > luileul (gla g sluesly <=L«S 03 ol 53 seddosls axw S IPVE L LU s iﬁw IPSEC
oslizel 55 50 S35 (g3luipanl 5l CHENIPVA 3 5 ol (6Ll IPVA (g 5LuaslIP s IPSEC .ol 5LS 3 50
Sl
authentication Olea U AH L o g 51 > .x;;jf.u xSl S5 93 LS IPSec |SS 5y sl Sl
S dalgt Jaias IPSec 31 s |G 0 ) (593, ESP 5 header
AH J&Sj);
g dalg 5 el (Sl e e oS el Wl 53 AH IS5 5 4o sl
Sl sl csles v

Sl osls e o ey v/
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ol de)‘ o‘)L:‘j.D le.ﬁ&w.s ) v
Encapsulation Security Payload(ESP) J&J)ﬁ

u-<’l"’j>“ v
Sl esls e Cogn 3l

ol dl..w)‘ o)l..’jb 6\.&4.:.“.: D) v
9w (SLOLGWS 50 VPN ol

IPSEC 31 08L&t b Site To Site VPN (w9

O.:\«S‘V.::S o;L&.LN\MLSLAa@MJ SIVPN sl (sl 5 m,a\y'@mw\ DS VPN adsl oy 5l dn
M\JA");"“L:SUL”‘C*M:S‘UG::j”’}-’ﬁj:ﬁ)i)-:’.)JS";JWL“"’V':A-’L;‘(‘\"-"GNS3)‘;5‘CJ’J-"JJL§
1, LT 0T Change Symbol Ol 5 T (g5, » ol SIS L oS s 555 Olas PC2 5 PCL AL,

2o plil | oKiws o w0 by e Slebes Lol 5w aalsl s g(,.i.>\.>CJL>ﬁ“'..g§PC
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Route r\qu" 9P u..»).ai & bgpe oldis

R1 jy, oleas

R1l#conft

R1(config-if)#int e0/1

R1(config-if)#ip address 192.168.1.1 255.255.255.0
R1(config-if)#no sh

R1(config-if)#int e0/0

R1(config-if)#ip address 172.16.1.1 255.255.255.0

R1(config-if)#no sh
&'r:}) ‘) Q)ﬁjWL@J\ LS‘J" blp w‘).}]jﬁMRl JJ‘))JE.;J)‘)ALSLACJJJ.% JJ“)YL{ C)bjlw.)).}
v.ihjs
R2 ;_9‘) CJL@..'.

R2#conf t

R2(config)#int e0/1

R2(config-if)#ip address 192.168.1.2 255.255.255.0
R2(config-if)#no sh

R2(config-if)#int e0/0

R2(config-if)#ip address 172.16.2.1 255.255.255.0

R2(config-if)#no sh

PC1 oletas
PCl#conft
PC1(config)#int e0/0

PC1(config-if)#ip address 172.16.1.2 255.255.255.0

PC1(config-if)#tno sh
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PC2 wleday

PC2#conft
PC2(config)#tint e0/0
PC2(config-if)#ip address 172.16.2.2 255.255.255.0

PC2(config-if}#no sh

o bals 3 me gl Route [ gmes 3l b i cfekes |y Wel&ivs o LLIIPING i b aSCol 31 day
V.MS oslazul -

L;LA&,}U@'S@JLQ\)EIGRP Jﬁjﬁww|)smﬁe>@|ﬁ&kwéug}ﬁjﬁj\&\éu

.xﬁgﬁvﬁ@uo@sw\

R1 53,
R1(config)#router eigrp 100
R1(config-router)#network 192.168.1.0
R1(config-router)#network 172.16.1.0
R2 53,
R2(config)#router eigrp 100
R2(config-router)#network 192.168.1.0
R2(config-router)#network 172.16.2.0
PC1 oM
PC1(config)#router eigrp 100
PC1(config-router)#net 172.16.1.0
PC2 oM

PC2(config)#trouter eigrp 100

PC2(config-router)#net 172.16.2.0
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e L Sdken ol 53l Btedas 428 12l 15 PING 52003 PC2 4 PCL Gy b 51 STVL ol e ol

PCl#ping 172.16.2.2
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.2.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/5 ms

I et 53 ST S o el oais b S, 95 o 1y JbLo ) das a8 sl IPSEC (gla S5 51 SO
SEbl a5 e 558 Sl 4 oY la Il b Ll 5 e oS 8 5580 eslinal bslast 53 0o (g5l
o> OT 44 PCL Gy b 51 sl gy 5 S Jld 1y Telnet e s o0 PC2 3 ST Mo iS Iy Zewws 35 5L S
el Lile Lol Sledbl 45 Wireshark L Nmap dile ol lalsdle 51 ealanal b arlge 5,8 AL axiils
e S o8 ealgily Glaely Sl S Kl Jo Sl a8 5 S dals oy Cws H e 50y 5 608

el IPSEC (g5 9L 3 eslanasl 5505

IPSEC & b o 0 ladas

R1 5, oo C_:_ﬂ
R1(config)#crypto isakmp policy 1
Sgs o dld bt sy 6Jl§3}ﬁj isakmp o=l 5 crypto s U
R1(config-isakmp)#encryption 3des
|, AES, 3DES, DES slaay S 31 G b a5 uis bl encryption i b Al g5 o |y (65138 50, &
sl I3y 55 (6 i (65108 ey oyl S O 3 el e Ol BDES 4SS Ol
R1(config-isakmp)#hash md5
oS o DBl MD5 (g 55 48 105 S G S Glacand 55 o i 5,50 3
R1(config-isakmp)#authentication pre-share
Sl 0l Ol pre-share a5 U.S asele |y S5 95 o0 bLII AL & L Cwand ol o
R1(config-isakmp)#group 2
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1S o odalive | Lol o 15 55 48 5505 5425 dlises glaay ;S Group Cend 3

o Diffie-Hellman group 1 (768 bit)

e 14 Diffie-Hellman group 14 (2048 bit)

e 15 Diffie-Hellman group 15 (3072 bit)

e 16 Diffie-Hellman group 16 (4096 bit)

e 19 Diffie-Hellman group 19 (256 bit ecp)

e Diffie-Hellman group 2 (1024 bit)

e 20 Diffie-Hellman group 20 (384 bit ecp)

e 24 Diffie-Hellman group 24 (2048 bit, 256 bit subgroup)
5 Diffie-Hellman group 5 (1536 bit)

3,08 Ll Uadads 53 o Sl 3wl (gl Hellman group cdil ool bl Wils o ¥ (goslad o5 S

Sl

1,25 slaes S 5l b 855 45 ol g A3L g 5 Sl Sl b 5, o Sledbl ST g 4O
Lal gz Sl Slans pl s eelbie il mhas 5 Les AVOID & o e Loy S cpl 055 258 Sl
s
R1(config-isakmp)#lifetime 86400

UY) m gode &S US ol | oK 95 oo Ll O Ji Ol STus Al o Cand cpl o
Aol o 4l e (S5, o el il sl Ol ws S AVl Cand pl 53 aS Cnl AE N

R1(config)#crypto isakmp key 123456 address 192.168.1.2
sl 25255 S sl 4 b e S A el sl VYYEOT Sue e, gt ol L

R1(config)#ip access-list extended 100

R1(config-ext-nacl)#permitip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0.255

A 3 Access-list & b @23 LIPSEC L5 o s o3l a5y, Sy Sl Sl uﬂ)ﬂs«_j Sl sl
extended ¢ 55 3 4S ) 0+ (Soslad G ST SG VL 5 2es 3 a1y Y o 2 5 S ol 55 52
RSl eas o e 03l 172.16.2.0 5 172.16.1.0 4 53 4 O [543 )3 5 oS oo sl [

25 el eoliiad dalsl 5 ) S
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R1(config)#crypto ipsec transform-set IPTS esp-3des esp-md5-hmac
sesp-3des (¢, e, (ghyls &5 ol transform-set | gz Sl eslizsl b IPSEC JUi) axew slow| (gda 5 s2ws
b A daldl S e L &S ﬁ\u; 3,15 ates ol Gl IPTS 4odS a5 Uil atils 4 &5 (ol esp-md5-hmac
25 el eolinad dalal 5o ol opl 5l eSSl andls ax Lis (S 55l O s
R1(config)#crypto map MAP1 10 ipsec-isakmp
A sl )3 s Ipsec L MAP LLS I NG e b
R1(config-crypto-map)#set peer 192.168.1.2
V'“Su‘ 3,09 1,R2 55, u.UJSetpeer g b
R1(config-crypto-map)#tset transform-set IPTS
A dal g sl Transform-set (gl 5 IPTS oU b 4z SVL s b
R1(config-crypto-map)#match address 100
b S daly o EMAP s (.4“;;;[;.;3\ Voo gooled LS oed STy pl L
R1(config-crypto-map)# int e0/1
R1(config-if)#crypto map MAP1
*May 7 08:33:35.543: %CRYPTO-6-ISAKMP_ON_OFF: ISAKMP is ON
Sl 534S ol Late o psy S 4 &S A sd Interface 55l L MAP (giladled ol » T o s
S0 2 P sk 4 ol sl g5ledlad crypto map MAPL | gis L 3555 5l ol €0/1 &y 5 Lo

ol 0T (g3ladlad sias LS ™ ISAKMP is ON" ahos =1 53 oS 555 o0 plonil gy

o G ) RL 5, Ol g den

R1(config)#crypto isakmp policy 1
R1(config-isakmp)#encryption 3des
R1(config-isakmp)#hash md5
R1(config-isakmp)#authentication pre-share
R1(config-isakmp)#group 2
R1(config-isakmp)#lifetime 86400
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R1(config)#crypto isakmp key 123456 address 192.168.1.2
R1(config)#ip access-list extended 100

R1(config-ext-nacl)#permitip 172.16.1.0 0.0.0.255 172.16.2.0 0.0.0.255
R1(config)#crypto ipsec transform-set IPTS esp-3des esp-md5-hmac
R1(config)#crypto map MAP1 10 ipsec-isakmp
R1(config-crypto-map)#set peer 192.168.1.2
R1(config-crypto-map)#set transform-set IPTS
R1(config-crypto-map)#match address 100

R1(config-crypto-map)# int e0/1

R1(config-if)#crypto map MAP1
N
R2 53 55 G

b el R2 g5 b s O Sl 55 0 o830 13 LR2 a5 by Sl 52 ol Coacd sl 53
S g g0 3l Osline R L uﬂjﬂs«SQ)L& o

R2(config)#crypto isakmp policy 1

R2(config-isakmp)#encryption 3des

R2(config-isakmp)#hash md5

R2(config-isakmp)#authentication pre-share

R2(config-isakmp)#tgroup 2

R2(config-isakmp)#lifetime 86400

R2(config)#crypto isakmp key 123456 address 192.168.1.1
S 30l e S o3l el es ) ey Olea W3y 3 S g I RL 55 53 45 (SH58 o)

R2(config)#ip access-list extended 100

R2(config-ext-nacl)#fpermit ip 172.16.2.0 0.0.0.255 172.16.1.0 0.0.0.255
an‘ OJJSJ.:.:J.!J C,.«.A‘Y Js‘g‘) &JJ.b)‘ dﬁw‘j ‘Juﬂ uw)JI.ij)jJ.wJ‘)J

R2(config)#crypto ipsec transform-set IPTS esp-3des esp-md5-hmac

R2(config)#tcrypto map MAP1 10 ipsec-isakmp
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R2(config-crypto-map)#set peer 192.168.1.1

WS&JJ\)LUJ‘LS‘J"\JR]'JSJJLJ’“’)JT

R2(config-crypto-map)#set transform-set IPTS
R2(config-crypto-map)#match address 100
R2(config-crypto-map)#int e0/1

R2(config-if)#crypto map MAP1

Sy p o st 4] (Sl S sbml ol SlS s w1 i

35 Om Bl el 5 ool bl U

Ethernethub-2

? Packet filters
JJ Suspend
i Delete

S dx o h ey 50 e L
P e S s Lk el
Start gaw S 5 S Culy, SIS
D8 ml bs obssl I, Capture

o2 L ¢l , Wireshark )\J-,.é\ps

& Packet capture ?

I} -

File name: R1_Fthernet01_to_R2_Ethernetdl

Link type: | Ethernet

v | Start the capture visualization program

f

‘)J.E.;J)jﬂ 6%;&0&0@‘)3

.L“S&ASOI(QSJJJJ)U[?LD‘

£ *- [R1 Ethernet0/1 to R2 Ethernet0/1]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tnlls Help

LS | > Ping &G PC2 4 PCL 31 S

mae XE Res=FTasz=Eaaaq

[“ |asp — *

No. Time Source Destination Protocol  Length Info
1822 1248.531935 192.168.1.1 192.168.1.2 ESP 118 ESP (SPI=@x528ah%ef)
1824 1248.732097 192.168.1.1 192.168.1.2 ESP 118 ESP (SPI=0x5208abdef)
1825 1245.7328@9 192.168.1.2 192.168.1.1 ESP 118 ESP (SPI=8x514821e3)
1826 1245.939952 192.168.1.1 192.168.1.2 ESP 118 ESP (SPI=@x528ahdef)
1827 1249.147000 192.168.1.2 192.168.1.1 ESP 118 ESP (SPI=@x514821e3)
1828 1249.164188 192.168.1.1 192.168.1.2 ESP 118 ESP (SPI=@x528ablef)
1829 1249.369938 192.168.1.2 192.168.1.1 ESP 118 ESP (SPI=Gx514821e8)
1838 1249.435194 192.168.1.1 192.168.1.2 ESP 118 ESP (SPI=@x528ablef)
1831 1249.448754  192.168.1.2 192.168.1.1 ESP 118 ESP (SPI=@x514821e3)
1832 1249.646918 192.168.1.1 192.168.1.2 ESP 118 ESP (SPT=@x528abdef)

L Lol ples dons plil s (5L
Encapsulating ) ESP ST 5,3 5l eslaza]

5 Sl odd sl (Security Payload

Frame 1832: 118 bytes on wire (88@ bits), 118 bytes captured (88@ bits) on interface @

Ethernet II, Src: aa:bb:cc:08:01:10 (aa:bb:icc:00:981:18), Dst: aa:bb:cc:88:82:10 (aa:bb:cc:00:02:18)
Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.2

Encapsulating Security Payload

.J.:;SJJ\j@J"J;:.éJJ\Jwa|CﬁJJ;@_3ESP IS5 055 yasie Gl S e sdalie
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AScESP QTM‘})J;&)‘}W‘)MJJHPJJJMM&Jsﬁ)kbcw&é‘)&f}bk};@

ESP Protocol

N T T Cisco.com

—_—
A

Internet

New IP HDR ESPHDR IP HDR | Data - 53°

Encrypted
Authenticated

* Provides confidentiality with encryption
* Provides integrity with authentication
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ASDM ,o Site To Site VPN b ,t8
LS <=l.?-_." ASDM | ;3| (.J,' Gob SIASA I 5B 95 o |, Site To Site VPN olles V@\W o ol )3

Viikas U ogd Cand opl 3, s?%%éﬁ)\s%%jszSAJbﬁl.é);dt.g)'l:.}g)\S@fiL;\ﬁ

Z ..

@ virtual Netwark Editor X g:))j..p 4“9 V_j‘f:s@ J_]a; BL) LSJ[}“
Mame Type External Connection Host Connection DHCF Subnet Address . ASA T

S o Jate ASA 4 1 LT Cloud
WMnetd Bridged Realtek PCIe Gd}family Co... - - - ‘s da ) Lé-’
WMnetl Host-only - Connected Enabled 152, 168.60.0
YMnet2 Host-only - Connected Enabled 192,168.2.0 L,>w . :'LA ‘ ‘ WL \ ‘
WMnet3 Host-only - Connected Enabled 152,168.3.0 6‘) ' ek J V.;J‘}».- S
WMnetd MNAT MNAT Connected Enabled 192.168.19.0

s oulS s Wb S sl

LK cplas oS sl 161 sl

Add Network... Remove Network Rename Network. ..
VMnet Information \ VMnet2,3 4\.<.M;J C)Jls 9> Jl?;l‘
Bridged (connect VMs directly to the external network)

Dazltel DFTe CRE Eamile Cambeell Antmatie Setting

- i p U,UJT 4 RS <=L>.=3\

335 5 plasl Virtual Network Editor e 5w 53 ) cpl Als o oS skilen (LS 4 g

o) Home }fpswsaw wﬁﬂclientl wﬁﬂclientz 1 Oesle 53 VMware Workstation Jbé‘(’f; 3

ﬁ Client1 \

P Power on this virtual machine
E'EIEdit virtual machine settings

=235 sl>=| Client2 ; Clientl LSL“’(U L il

selal |y VMnet2 oSs oo ,lS Clientl 4

~ Devices
i Memory 2GB -r—iJ\J
[ Processors 1
fee Hard Disk (SCSI) &0 GB
) CD/DVD (5ATA) Auto detect
EINetworkAdapter Custom (WVMnet2) L
& USB Controller Present
)i Sound Card Auto detect
BB Serial Port Using named pi..
!Displa}r Auto detect
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‘@‘Iﬁome ] (5} GNS3 VM

ﬁ Client2

] (5] Client1

1 (51 Client2 ]

P> Power on this virtual machine

ﬁ"IEdit virtual machine settings

~ Devices
o Mernory 2GB
[ Processors 1
4 Hard Disk (SC5I) &0 GB
=) CD/DVD (SATA) Auto detect

1

I, VMnet3 & o, @ Client2 Sle o

P gl & Ll bl s & sl ol

Configure
=_ Console '\
B3 Custom console
Change hostname
4 Change symbol
Duplicate

(@ Show node information

m—

EINetu\rurkAdapter Custom (VMnetd) S
USE Controller Present
i Sound Card Autn detect
Client1 client2

o,

#% Node properties ? X
| Clientl configuration
Ethernet interfaces TAP interfaces UDP tunnels Misc.
VMware Network Adapter VMnet2 v || A Add Add all Refresh
v Show spedial Ethernet interfaces
Rezet Cancel Apply Help
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(B oolas]

ASA i 56 53 IS dile o
Ga=io 4 |y Cloud 45 5
Ll el 5 48 4Ll GNS3
kRS ol gy Ll 4
SIS Cloud 31 S (69,
G S 5 LS Cl)
S ol | Configure

el D)8 aen WL amio ol s
|5 ae 48 Delete 5 sl [ e
Show (g4 ¥ Ko amibor OAs J*
o=l |, special Ethernet interface
slaess oyls oo b s
Kb 1S 0T 5 s 358 03l il
4 4 <l |, VMnet3 5 VMnet2

(,ABJGWLE.:S;W\.,SMLAM -~

s rl;u‘ <=3.> Cloud ;>
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o kﬁl
/ 'n;?-?\'\ﬂ
VMware Network Adapter VMnet2
VMware Network Adapter VMnet3

8l sk O 1

clers | S SIS ST s YL e el Sl s

SR Cloud (¢l 5 AS sl |y VMnet2

ol [ VMnet3 gals o8 o Client2

\
% CORLroT ARROTItE 1001F HEp
m  l¥ullscreen Colhf —
® @ zoomin Ctrles D’ B . ) Q Q
@, Zoom out Ctrl+-
Zoom reset Ctrl+0
Fit in view
Show layers
Snap to grid
Show the grid

Reset interface labels
B Show/Hide interface labels #
£ Lock or unlock all items

Docks

Client1 ASA
.ﬁ;
| N

ASA-1
Y
1 I—.———l—
VMnet2 GiD/O et GiD/1 Gi0/1
"

-2
'\I—.——f VMnet3
sl GiDJj0

"

A8 faze Jly 5B 4 5 S

G oodsn SIS SO

)ﬁM‘jﬁ-jﬁ})Q)M

LaInterface ¢U Ol 55 &S

Sl sl jasio

el GNS3 5 sl g

LS odalis | Interface

Slss jasie gl ol b 48 olssl | Show/Hide interface lables 4w S View g b 5l b

Sl | Text edit a3 5 A4S ol SUS OF (505 bl S il s dal s | Interface o asmilor

iscoasal(config-if)# hostname ASAL
ASAL (conf ig)#
ASAl(config)#
ASAl(config)#
ASAl(conf ig)#
ASAl (conf ig)#
ASAl(conf ig)#
ASAl(conf ig)#
ASAl(config)# int gigabitEthernet O-0
ASAl (conf ig-if It ip address 192.168.2.100 255.255.255.0
ASAl(conf ig-if )# mameif inside
ASAl(conf ig-if )# no sh
ASAl(conf ig-if)# http server enable
ASAL(config)# http 192.168.2.0 255.255.255.0 inside
ASAl(config)# int gigabitEthernet 0-1
ASAl(config-ifI# ip address 10.10.10.1 255.255.255.0
ASAl(conf ig-if )# nameif outside
ASAl(conf ig-if )# wno sh
ASAl(conf ig-if )4
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ciscoasalconfig)# hostname ASAZ
ASAZ (configl#

ASAZ (config)#

ASAZ (configl# int gO-0O

ASAZ(config-if)# ip address 192.168.3.100 Z55.255.255.0

ASAZ (config-if )# nameif inside

INFO: Security level for "inside" set to 100 by default.
32 (config-if J# no sh

ASAZ (config-if )# http server enable

ASAZ(config)t hittp 192.168.3.0 255.255.255.0 inside

ASAZ (configl# int gO-1

nSAZ(config-if ) ip address 10.10.10.2 Z55.255.255.0

ASAZ (conf ig-if )# nameif outside

INFO: Security level for "outside" set to @ by default.

32 (config-if J# no sh

sl 4 by Oladad oa
osed Lib o3 S ax 5 SIOASA2
L J=Is interface s - |, http
3 vﬂ\y Y V‘iDJS Jlsé inside Ol

sz 4 ASDM lssle S G b

V.M.«L, alls g s

) LR R W PP LA LTt

A opsl il ea DS

L )")LSL.%{‘ Ls‘f ‘J.?Subu:«ﬁ

ASAZ(config—if )i
Internet Pratocol Version 4 (TCP/IPv4) Properties (e[S, T T T
General jorking
You can get IP settings assigned automatically if your network supports b_nned using:
this capability. Otherwise, you need to ask your network administrator E- Intel(R) PRO/1000 MT Network Connectior]
for the appropriate IP settings. b
Obtain an [P address automatically iz connection uses the following items:
@ Use the following IP address: =
. d W] & Cliert for Microsoft Networks
IP address: 192 . 168 . 2 . 128 ] ggog Packet Scheduler
Subnet mask: 255 . 255 255 . @ ] @Flle and Printer Sharing for Microsoft Nety
[ ] -+ Intemet Protocol Version 6 (TCP/IPvE)
Default gateway: 192 . 168 . 2 . 100 W W| i Intemet Protocol Version 4 (TCP/IPv4)
b s |ink-Layer Topology Discovery Mapper |,
n DS server address automatically b s Link-Layer Topology Discovery Respond)
@) Use the following DNS server addresses: -
Preferred DNS server: 192 . 168 . 2 . 100 [ Install... | nsta |_
Alternate DMS server: Description
Transmission Cortrol Protocol/Intemet Protocol
wide area network protocol that provides comm!
validate settings upon exit |7 across diverse interconnected networks.
Advanced... |
[ 0K ] | Cancel | oK
- : | 51 | X ] onnechtion Properties
Internet Protocol Version 4 (TCP/IPv4) Properties
General —
You can get IP settings assigned automatically if your network supports i
this capability, Otherwise, you need to ask your network administrator PRO/1000 MT Network Connection
for the appropriate IP settings. |
Configure!
Obtain an IP address automatically o .
/ n uses the following tems:
@ Use the following IP address: R
o for Microsoft Networks
IF address: 192 . 168 . 3 . 128 Packet Scheduler
Subnet mask: 255 . 255 . 255 . O ind Printer Sharing for Microsoft Networks
fet Protocol Version 6 (TCP/IPvE)
Default gateway: 192,168 . 3 . 100 e Let Protocol Wersion 4 (TCP/IPv4)
| syer Topology Discovery Mapper 1/0 Driver
Obtain DNS server address automatically iLayer Topology Discovery Responder
@) Use the following DNS server addresses: E
Preferred DNS server: 192,168 . 3 . 100 [ | Uninsta Properties
Alternate DNS server:
in Control Protocol/Intemet Protacol. The defaul
ietwork protocol that provides communication
validate settings upon exit |7Advanced. 3 | iz interconnected networks.
[ ok [ concel | ok || c
= =
T —
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S Al ally a8 9 S
35l - |, Default Gateway

S Sl Jly pb Olea &5 S

sl 0l Jeate 0T @

o AL - Client2 s

‘) |P uﬂ)}‘jﬂj‘) CJ)M
CaM.; DLENS) J.:,S JJ‘)

o )JT Gateway
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o C:\Windcws\syshemgzrcmd.exe ‘
e —

Microsoft Windows [Uersion 6.1.766811
Copyright (c> 2887 Microsoft Corporation. All rights reserved.

Z .’ .
C:\Users\babajanid>ping 192.168.2.160 gl S LK s 1 el 6o dls sl
Pinging 192.168.2.188 with 32 hyteg of data:

L5 MS 5515 Vb sl bl Sl e

TTL=255 . . . .
TIL 355 S o edalie Blie S0 55 1 655 50
TTL=255

Ping stat cs fDl‘ 192.168.2.133:

Packet Sent = 4. Received = 4, Lost 8 (@ loss).
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 4ms. Average = 2Zms

C:~Usersshabajani>_

BN C\Windows\system32icmd.exe

Microsoft Windows [Uersion 6.1.76811] G oA f\?w‘ I, Ping s - Client2 >
Copyright <c> 2089 Microsoft Corporation. All rights reserv

C:sUserssbabajani’ping 192.168.3.188

Pinging 172.168.3.188 with 32 hytes of data:
Reply from 192.168.3.18@: hytes=32 t1m
Reply from 192 _168_.3.188: hyt

Reply from 192 _168_.3.188: hyt i m . - - o
Reply from 192 _168.3.188: hytes=32 time=1ms r-:"-"'ﬂ" )LS L;,‘,Lé-’ d"}" LR rl?u\ )‘ J\*—’

Ping statistics for 192_168_.3.188: _
Packets: Sent = 4, Received = 4, Lost 3 - . - . .
Approximate round trip times in milli-seco 6 ("'..‘"S LS)LS "l'.’.L’ 45 w\ g]‘.’.‘ ("A d\ J

Hinimum = ims,. Maximum = 3ms, Average

C:\Usersibabajani> Client2 Q"“ &EL;J L & 3 Ll g Clientl

A3l Ll ¢ b el ol Sl Olells

fl.>.=j\ C3s L oaalsl a1y I8 S s
2l v.:A\jﬁ-

2> &b &S o)ls Password 5 Username 4 Lo o s Leate Jly s 4 ASDM 5 b 3 NP Sl gl

Sy 25 g U

@ Cisco ASDM-IDM Launcher «1.9(0) — = J‘jﬂb u-*’)-ﬂ F J\.:.AS ‘J}‘ b ASDM-IDM
S Cisco ASDM-IDM Launcher — *2latle' | e s s s s w1 a5

Al ails a5 S 35l Ol 4 by e

Device IP Address / Mame: 192, 168.2,100 L —— ﬂ
Username: admin ("A fjg F90 02 J"iL’ b L‘hJLS U'i‘ (’L""
Password: sssane s CBU‘

Remember the username of the specdified device on this computer

Close

o <8
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E@ Cisco ASDM 7.12(2) for ASA - 192,168.2.100

File View Tools Wizards Window Help

Device List | Bookmarks Configuration > Device Setup > Routing > RIP

I;:m Lot I This section contains the following items:
Add Delete Connect
i | » p—
ind: Go
- S oerbting - Interface
-3 192.168.3.100 - Filter Rules
Lom 192,168.5.28
- Redistribution
Device Setup o R
B% IPV4 Prefix Rules 2
- E3 IPve Prefix Rules
(-4, OSPF
-4, OSPFy3
Bk —
o Setup
! Interface
Filter Rules
fo Redistribution
44 EIGRP

Setup
Filter Rules
= Interface v

>

<
Eﬁ) Device Setup
-—

gﬂ Firewall

@ Home {D Configuration [a Manitoring B Save @Reﬁesh o Back d Forward ? Help

| S 6 ) ASDM amis s
o] | S o ) ns o
G OV Rl s el
2w Gl sBSon
Sy s Sl il oS b e
315 plsil o Static Route 3, )b |
s S e S35 s
oslaiul I8 pl (gl RIP J&I}f;
Cead 3 S8 Wl S
SUS RIP (55, ,» Device Setup

G4 S okd 5l amio 3 5 AS

AS olssl | Setup

’ Enable auto-summarization
[[] Enable defauit information originate
Route Map:

-Mone— Manage...

RIP Version
If version is not configured then device sends Version 1 and receives Versions 1 & 2:

Specify RIP version:  (C) Version 1 (@) Version 2

\

% 10,10.10.0

Networks

TP Network to Add: Add >

Delete

4

Passive Interfaces

() Treat all interfaces as passive

(®) Spedfy passive interfaces:

Passive

Apply

Reset

Enable RIP  (sau S 5 amio ol )3
Jd S ol b aeS Ol | routing
S4s S RIP Version Cad 53 4
Cand 3 S Ol |y Version2
s pb 4 a5 Saasls L Networks
Add s5,5 5 55,05 1y el Jaze ASAL
Alossspialsl e 4l as SUS
b st Sl S5, ol Sl sl

S Ll s JLl outside 4Kl 4 Laas

o2 Fl s ueS Ol | inside (sey S

.3 Jlesl J‘j)—ju S A Slalas U e &'ls APPIY 535 2
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Enable RIP routing .
R 534S Aas plxil oa ASAZ 3 L L) LIS e

[] Enable defaultinformation originate

Route Map: | Nore— V\::‘SL;“ QJ\AL.:J ‘) tﬁ"aj" L)_,‘ .jj".j) S s

RIP Version
If version is not configured then device sends Version 1 and receives Versions 18 2:
Specify RIP version: (J) Version 1 (@) Version 2

Networks

10.10.10.0
192.168.3.0

IP Network to Add:

\

Passive Interfaces

() Treat allinterfaces as passive

@ Spedfy passive interfaces:

Interface Passive
autside 0

B QEMU (ASA-1) - TightVNC Viewer - O x N - N . . Z
SEHED N S| e o A By ) Jbﬂ-b J)b RIP Jg"jﬂ oL Jlx_‘) )‘ J‘N JS‘

Install ASAu platform license for full functionality.

Warning: ASAU platform license state is Unlicensed. sdallie )*-S bjb b Show route 5 gwd 9 J".’.j“;’

Install ASAv platform license for full functionality.

NSA1(config)tt
ASAl (configli

ASA1(conf ig)t show route J‘jﬂlﬁ “ Lﬁd‘jﬂb C_a...'.}..s. &.&: LY JJS u\.:.ﬁ‘j}

Codes: L - local, C - connected, S - static, B — RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP extermal, 0 - OSPF, IA - OSPF inter area
N1 - DSPF NSSA extermal type 1, N2 - DSPF NSSA external type 2 - o
E1 - OSPF external type 1, EZ - OSPF external type 2, U - UPN W‘ ol JLA)‘ LS))’})
i - IS-1IS, su - IS-IS8 summary, L1 - IS-IS lewel-1, L2 - IS-IS level-2 )
ia - IS-18 inter area, = - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
Gateway of last resort is not set

10.10.10.0 255.255.255.0 is directly comnected, outside Lfb C,w«‘ ol Jla_é RIP J-Qﬁ;: &:" L: 4.:§.s

C

L 19.10.10.1 255.255.255.255 is directly commected, outside
C 192.168.2.0 255.255.255.0 is directly connected, inside

L 192.168.2.100 2Z55.255.255.255 is directly connected, inside
R

192.168.3.0 255.255.255.0 [120-/1] via 10.10.10.2, 00:00:06, outside )--»H ‘) E/.‘ o .)\.:\;“}: M O\ > “»5 4-3 LA .- -“%

ASAlCconfig)# _

3l Lol 4 4yl (sl 5 AS w5500 sl 53 Gy 2 Bt s 4 S5 a8 ol ol e OF W5
V”’S & =5 Access-List L (B

E_/h Home@ Monitaring Qsave @Reﬁesh e Back J:: ward ? Help - ASAZ d‘jﬁu 4\4. ASDM L;ijb J.‘

Device List | Bookmarks Confiquration > Firewall > Access Rules
jice Li 5 ®
eIt S 9 Add ~ [E Edit DZ-EE:El ‘ & | Q_FlndUExportv [,

% Add [ Delete 8 Connect Firewall - 5 3 2 o
Source Criteria: 6~5~) J-’ e a ) j «j""ﬁ

ind: Go # Enabled

—-m 192,168.2,100 Source User Security Group

:_D = yinsida {1 implicit incoming rule) . L’ M S 1 ~E E S Access Rules
- 192.168.5.28 Py @ any DN Ll D " "

- outside (0 implicit incoming rules)
=l 5% Global (1 implicit rule)
Access Rules [P rS C1 & any
NAT Rules Export
--@Q, Service Policy Rules

;ﬁ::riﬂ:s Rule Table Settings.. _,\._..‘L; 4_{._:‘ L;"*:’ 4(,.:.5 JLA.G\ d}-jJ}-

Ethertype Rules
Public Servers Z

2L URL Filtering Servers N &ﬂ:‘ }&’
--%ThreatDebechon J)J‘j 6‘]’3 \ QY '\ -\/\'Y ’ ' ‘L" m N
= QO Identity Options

Identity by TrustSec .

VM Attribute Agent Ls‘j" aS ol ojb—\ YAYNAY . oS @
Botnet Traffic Filter N ‘ ) ) )
+ Objects

+ EQ Unified Communications w

,h&_}gevlcektup
il . S KJS Add Access Rule (g5, 5 s

2 Bemnte Acress VPN

Firewall Add Access Rule...

0
o

S3y » |y 25 Access_list L ol

]

Ja;sw‘)&ﬁjsOUtSideéjJﬁ)tSd\
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@dd Access Rule

Interface: outside
Action: (@) Permit (") Deny

Source Criteria

Source: 192,168.2.0/24 -—
User:

Security Group:

Destination Criteria

Destination: 192, 168.3.0/24

Security Group:

Service: icmp A
Description:
[] Enable Logging

Logging Level: |Default

More Options

«©

Cancel Help

& Preview CLI Commandu X

The following CLI commands are generated based on the changes you made in ASDM. To send the commands to the
ASA, dick Send. To not send the commands and continue making changes in ASDM, dick Cancel,

access-list mode manual-commit

access-ist outside_access_in line 1 extended permit icmp 192.168.2.0 255.255.255.0 192.168.3.0 255.255.255.0
access-ist commit

access-ist mode auto-commit.

access-group outside_access_in in interface outside

< >
cance SoveToFie..
T
@ Errer in sending command X

ASDM received messages below when one or more of the commands below were sent to the ASA. [OK]
means success, [ERROR] means failure, [INFO] means information and [WARNING] means warning

(X

[ERROR] access4ist mode manual-commit

access-ist mode manual-commit
~
ERROR: %% Invalid input detected at ' marker.

[OK] access-ist outside_access_in line 1 extended permit icmp 192, 168, 3,0 255,255,255,0 192, 168,2,0 255,255,255,
[ERROR] access-ist commit

access-ist commit
ERROR: %% Incomplete command

[ERROR] access-ist mode auto-commit
access-ist mode auto-commit
~

ERROR: %% Invalid input detected at ' marker.

[COK] access-group outside_access_in in interface outside

210

o3l=l Olea L Permit L Action Cwad s
LL Source Cwand 55 (AS Okl 1y Osls
LS 55l 1y Jlg s s Inside aSis JUJ
S UAJJ AL Dstionation Cwend 5>
1) 555 Inside a5yl ol 3 S 51
sl oy Ko Olen ke aiS 55
o red S e g a1 () 9 Sl ASAL
LSk s lp Sl i oS Sgdeee |
S4s S Service Cad s aS =S ol

Lk 350 Oy sies Apply (S35 » SIS 51 A
ﬂggtﬁj\@bjs@‘j}°ﬂuﬁjﬁ})d§‘j)b

[ '5}‘:’@Jw‘d\jﬁuéj)ﬁﬁ)bjlwssend6})

SIS Sl A 35050 pamr 3 AL azdls 4y
doal g axlge plales L Send (g5, 5 035
SRl 035 Sl bl ool 8 22
3 e Kie s Cnl Slges Ll
A dal g |l Iy pB gy p ol D
S o edalle g, JSE 53 L g sl e
G s Jlasl 5 Aol 45 1 ses LS s

el 0 4z 4 OK
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@ Edit Access Rule

outside

(C) Deny

Interface:

Action;

Source Criteria

Source: 192.168.3.0/24 —
User:

Security Group:

Destination Criteria

Destination: 192,168.2.0/24 -

Security Group:

USE anl a4 oa ASAL JIs 0 s
2ol s s el ) Sladas 5505
Jls BABLEE ™Y dlesl dls 56 5,
192.168.3.0 455 s s o3lxl Ll
192.168.20 ny btls 53w 1)

Al

= ¥ inside (1implicit incoming rule)
1 @ any

B y outside ( coming rule)

= _y Global (1 implicit
o1 @ any

\

Service: NP

Description:

Enable Logging

Logging Level: |Default -
More Options %

Source Criteria: Destination Criteria:

# Enabled
Source User Security Group Source Service Destination Sea

6})J;J§‘Mw\)3

sl &8 L 5,46 Rule

&P Any less secure ne...

|
@ any

w'.’.L.’. DL .,\.;.‘5 &.:.JS v.ibjs
QT PV

s SIS
oaseie dly pb w535,

Jﬁ&w\)séw\o,\.&

o3l=1 192.168.2.0 (saSiis

ol W

Sl

=l

a9 Permit

Apply Reset Advanced...

) | nut;idg Ie’ 1 )
192.1658.2.0/24 i 192.1658.5.0/24
f ﬁlcmp f

S " I T ST

o J#s 4 Outside

55 Gla s e Gl s 3l 1 LS s, e s i ICMP s g o Lo 5 ads andl a5 515 1, 192.168.3.0

211

S a5 Access-list ol g3 L




www.takKbook.com

CCNA Security - Farshid Babajani

JSKE s S @ by s e Ping | e Client eele 4SS ) L Access-List s RIP (.Jm 3l A

ST D D T E S LS o oodalie 509,
5 GNS3 VM [ Client1 (5 Client2

192.168.2.128 .ol

o s 3 Client2 Law o

V-"‘d‘ p&f'ﬁjw"‘
C:xUserssbabajani>ping 192.168.2.128 —t

Pinging 192.168.2.128 with 32 bytes of data: — > (! J-’J-.gd&ﬂ‘
168.2.128: : :

Cnpyl 1gllt {c) 20@%? Microsoft Corporation. A1l rights reserved.

time=3ms

G crl osbel 1> aea
bl 7

: hytes=32

: bytes=32

Reply £rom 192.168.2.128: hutes—32 timo—3ms TTL-128 Site To Site VPN lles

S35 2 ASDM 3 b Sl

S Jlesl Ll 6

[ ASA2 5 ASAT bl S 0 05,8 Jled 1 I3 ol g ity 1 VPN Sl ealial (sl e oS4l 1

p VPN Jles! 51 s 5 )3 (e U oS Capture

Cloud1 ASA-1 ASA 2 Cloud2

Y Packet filters

oy LS Sy SIS 1y 6 5 e B 5 2

LS Ol | Start capture gas S

6' Packet capture ? X ‘) jk-' 3)}"’ LS‘\"'.’.; &:5 w p"i‘ )J

Link type: | Ethernet - J.:S S“ls OK S0 23 ')‘1."5 ul>=2_v\

File name: |ASA-2_Gi01_to_ASA-1_GiD1

V| Start the capture visualization program
oK Cancel

7
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M Capturing from - [ASA-2 Gil/1 to ASA-1 Gi0/1]

File Edit View Go Capture Analyze Stotistics Telephony Wireless Tools Help
@ RE Qe=2=FT 5= QaQHE

W | Apply a display filter ... <Ciri-/>

0. Time: Source Destination Protocol  Length Info
135 65.599735 192.168.3.128 192.168.2.128 74 Eche (ping) request 1d=8x@881, seq=1838/3588, ttl=128
136 65.600649 192.168.2.128 192.168.3.128 74 Echo (ping) reply  id=8x@@@1, seq=1038/3588, ttl=128
137 66.497927 192.168.3.128 192.168.2.128 74 Echo (ping) request id=0x@@@l, seq=1039/3844, ttl=128
138 66.499433 192.168.3.128 74 Eeho (ping) reply id=8x8001, seq=1839/3844, ttl=128
139 67.396488 192.168.2.128 74 Eche (ping) request id=ex@@eel, seq=10848/41@0, ttl=128
149 67.397704 192.168.3.128 74 Echo (ping) reply  id=0x@@@l, seq=1040/4100, ttl-128
141 68.295243 192.168.2.128 74 Echo (ping) request id=Bx@@@1, seq=1841/4356, ttl=128§
142 68.296452 192.168.3 74 Echo (ping) reply id=8x8001, seq=1841/4356, ttl-128

144 69.193540 .128 192.168.
145 69.196192 192.168.2.128 192.168.
146 78.892469 192.168.3.128 192.168.
o 147 7@.@93438 192.168.2.128 192.168.

2.
3.
T
3.

128

74 Echo (ping
74 Echo (ping
74 Echo (ping
74 Echo (ping

ttl=128
ttl=128
tt1=128
tt1=128

1d=0x0001,
id=0x@ee1,
id=exee01,
1d=0x0001,

52q=1042/4612,
5eq=1842/4612,
seq=1843/4868,
seq=1843/4868,

request
reply
request

)
)
)
) reply

Internet Control Message Protocol

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @
Ethernet II, Src: @c:d@:5e:23:ff:82 (Bc:de:Se:23:ff:082), Dst: @c:de:Se:@e:58:62 (Bc:de:Se:Be:58:02)
Internet Protocol Version 4, Src: 192.168.3.128, Dst: 192.168.2.128

ﬁ)\.k.g o\)

J?lsg;aa.uu..a)ﬂj) J.ij:).)

L ICMP JSle ols IS5, oS

el O Capture LB 2>,

Wl o o2 S0 S S0 s
LB 3,5 B

@ Cisco ASDM 7.12(2) for ASA - 192.168.2.100

File View Tools

Wizards %ndow Help

Packet Capture Wizard...

T2]192.168.2.10

= 152.158.3. 100
...... ) 192.168.5.28

1

1

= y inside (1 implicit incoming rule)

@ any

£ 5 outside (1incoming rule)

y Global {1 implicit rule)

@ any

@ Home 0 Confl Startup Wizard... Back | _] Forward @ Help
== [ vPNizards — »| site-to-site VPN Wizard... +

AT T s g bility and Scalability Wizard

I valapihity an calapilr Izara... I
| E— ) g.f. e R AnyConnect VPN Wizard...

niTie ommunication 1zard... i f
& Add m — . o . Clientless S5L VPN Wizard...

ASDM Identity Certificate Wizard... IPSec (IKEv1) Remote Access VPN Wizard...

Fin

IPSec (IKEv2) Remote Access VPN Wizard...

ﬁb Clear H

Source

[E§ Site-to-site VPN Cennection Setup Wizard

Steps Peer Device Identification

1. Introduction
2. Peer Device

< Back

This step lets you identify the peer YPN device by its IP address and the interface used to access the peer.

+*

Identification Peer IP Address: 10.10.10.2
3. Traffic to protect
4, Security Connection Name:
5. MAT Exempt
WPN Access Interface: | outside
6, Summary

Crypto Map Type: Static \ Dynamic

213

VPN Access

Can..w..; DL

Ly, ASDM 305
d s ASAL iy ay
Wizards (ssw 3l
VPN e 5l
S4sS  Wizards

Site-to-site VPN
<l |, Wizard

RUAY

Peer IP Cand )5 Ll ado ol 2
S 2o Jly 6 JUJT Address

J)‘j b C.}.w‘ 10.10.10.2 ﬁ)L.w L)'l\ DL

s S

Outside |, =3, 4L Interface
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Steps

Introduction

Traffic to protect
Security
NAT Exempt

I

Summary

[ Site-to-site VPN Connection Setup Wizard

Peer Device Identificatio

ks

Traffic to protect
This step lets you identify the local network and remote network between which the trafficis to be protected using IP|
Local Netwark: |192. 163.2.0/24

Remote Network: | 192,168,3.0/24

Local w3 )3 5 asiwo oul
w oS Jly pb  Jotls a5 WL Network
05 5 S syl 1y ol Inside b
aSs L Remote Network oo
305 L ASA2 s s Il Ul

VLY

Steps

1. Introduction

2. Peer Device Identificatio
3. Traffic to protect

4. Security

5. NAT Exempt

6. Summary

Site-to-site VPN Connection Setup Wizard

Security k

This step lets you secure the selected traffic

(®) Simple Configuration

ASA uses the pre-shared key entered here to authenticate this device with the peer. ASDM will select common IKE and ISAKMP security parameters for

that vill allow turnel establishment. Itis recommended that this option is also selected when canfiguring the remote pear.

PresharedKey: [essesesesess  F7

() Customized Configuration

You can use pre-shared key or digital certificate for authentication with the peer device. You can also fine tune the data encryption algorithms ASDM

selected for you

< Back Cancel

L Jsl gaw S asio opl 53
o3 o s S bl
o 5 S 3yl el s s 5 gt
BN VI UV v IS | S W PRI
U-*:-'SNUJM‘VAJUJ Jly b
03 g Ll s 4 BLS

| ey S Customized (gau S

ws s B s o sl sladslial S5 osu:..ﬁ\g?\ic;)\: 3575 R Sy

Introduction

Peer Device Identificatio
Traffic to protect
Security

NAT Exempt

I IR S

Summary

Site-to-site VPN Connection Setup Wizard

Steps Ly NAT Exempt J’QJJ'»’ J‘ JjP'- w B Jf\ r.ﬁ Camnd U'-t‘ BE

This step allows you to exempt the local netwerk addresses from network translation,

z
[ Exempt ASA side hostinetwork from address translatiors | inside L":*" d

214

‘jﬁu J‘ JpE LS‘)’ J‘t“s@ osla! NAT

2248 S Sl | ks 5e g4 S S
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[E) Site-to-site VPN Connection Setup Wizard X . . - o
odalie b &L@ uLa.:)o.u

VPN Wizard
Summary
Here is the summary of the configuration.
MName 5 value (-;-5 D J" - . - L.5°
E summary ~
Peer Device IP Address 10.10.10.2
VPN Access Interface outside 2 ‘ : d c ‘ - 2' . FII"IISh
IKE Version Alowed IKE version 1and IKE version 2 5 —
] Authentication Method
KE vl Use pre-shared key
Use pre-shared key when local device access the peer 5
KEv2 Use pre-share key when peer device access the local device RS U0y
[=] Encryption Palicy
Perfect Forward Secrecy (PFS) Disabled
E KEwv1
pre-share-aes-sha, rsa-sig-ses-sha, pre-share-aes-cha, pre-share-aes-192-sha,
ig-aes-192-sha, pre-sh 192-sha, pre-sh 256-sha,
IKE Polcy ig-aes-256-sha, pre-sh 256-sha, pre-share-3des-sha,
rsa-sig-3des-sha, pre-share-3des-sha, pre-share-des-sha, rsa-sig-des-sha,
pre-share-des-sha
ESP-AES-128-SHA, ESP-AES-128-MD5, ESP-AES-192-SHA, ESP-AES-192-MD5,
IPsec Proposal ESP-AES-256-5HA, ESP-AES-256-MD35, ESP-3DES-5HA, ESP-3DES-MDS,

ESP-DES-SHA, ESP-DES-MDS
B KEv2

<Back Cancel Help

[ Preview CLI Commands X .
CJL:.L«.Q U':‘ C)b‘}:.mb JS d=Q. 0 U'i‘ BL)
The following CLI commands.are generated based on the changes you made in ASDM. To send the commands to the

ASA, dick Send. To not senj»a}e commands and continue making changes in ASDM, dick Cancel,

accessHist mode manual-commit " Send 6}) j" kS.JS lJ 45 ;M‘ GJ\.:J ‘J..D.r.‘.:.d
object network NETWORK_OB]_192.168.3.0_24 N - ‘
subnet 192,168, 3.0 255,255.255.0
object network NETWORK_OB]1_192.158.2.0_24 . . “ . -
subret 192, 168,2.0 255.255,255.0 sl ails g g P Jlel u\)}:.ws
access-ist outside_cryptomap line 1 extended permitip 192, 168, 2.0 255.255.255.0 192.168.3.0 255.255.255. - N
group-policy GroupPolicy _10.10. 10.2 internal
group-palicy GroupPelicy_10.10. 10, 2 attributes = . o
vpn-tunnel-protocol kev2 kevl jg" > &4 > \ QLMEJ N ‘ & \ ‘
N 20 PO 02 D =20 (R 2 S
tunnel-group 10.10.10.2 type ipsec2
tunnel-group 10.10.10.2 general-attributes . L.
default-group-polcy GroupPolicy_10.10.10.2 SIS Save To File (g5, » b AoS 6,503
tunnel-group 10.10.10.2 ipsec-attributes - N .o - -
ikev 1 pre-shared-ey sssssssses
ikev2 local-authentication pre-shared-key =*==*==*== =z
ikew2 remote-authentication pre-shared-key =*sssseses Lo b Send sz) J" gﬂs J“ = jS\ ‘JV,'S
isakmp keepalive threshold 10 retry 2 * N N - N -
crypto ikev1 policy 70
encryption aes . w o 7 . .
arypto kev policy 80 L&eﬁ)#&a%y Ol L 4;-\‘9.AUQ.>-

encrvotion aes &

Send Cancel Aok |y

[Ey Site-to-site VPM Connection Setup Wizard

Steps Peer Device Identification
1. Introduction This step lets you identify the peer VPN device by its IP address and the interface used to access the peer. ASAZ \ ‘
2 Peer Device DL D )y gewd e
Identification Peer IP Address: 10.10.10.1 -—
3. Traffic to protect
4. Security Connection Name: jj"j) S e LO 4 . g LS) Lw 03 L:{
5. NAT Exempt N
VPN Access Interface: | outside ~
6. Summary - .
LU Peer IP Address el s
Crypto Map Type: Static Dynamic .o

ASAL x o555 sl sl

Outside |, o Interface 5 5,15 |,

S e 3
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Steps

@ Site-to-site VPM Cennection Setup Wizard

Traffic to protect

1. Introduction

3. Traffic to protect
4, Security
5. NAT Exempt

2. Peer Device Identificatio

Local Metwork: 192.168.3.0/24

Remote Metwork: |192.168.2.0/24

L

This step lets you identify the local network and remote network between which the traffic s to be protected using IPs

Jgaj/ BE S .,\:.S J)U ‘) f}) J\)J.il.e

.Cﬁw‘o.l.iu.b;&a‘gﬂj)

6. Summary
< Back
T "
Steps l} Security

1. Introduction

2. Peer Device Identificatio
3. Traffic to protect

4. Security

5. MAT Exempt

6. Summary

This step lets you secure the selected traffic.

(®) Simple Configuration

ASA uses the pre-shared key entered here to authenticate this device with the peer. ASDM will select commo
that will allow tunnel establishment, It is recommended that this option is also selected when configuring the r

Pre-shared Key: |»

(C) Customized Configuration

‘You can use pre-shared key or digital certificate for authentication with the peer device. You can also fine tur]
selected for you.

|, Site-to-Site LL3 )| (gl 5 odd sll LBy 0 (s 54 Site-to-site VPN

% add [ Delete g Connect
Find Go
#1]192.168.2.100 |
-} 192.168.3.100
2 192.168.5.28
a &

Site-to-Site VPN

Group Polices
3 Certificate Management
B Advanced

&) Device Setup

g’ﬁ Firewal

Remote Access VPN

orfiguration = Site-to-Site o T

ASA].)J‘(S‘)LEJAJJ{.LMJ‘JJ
wbﬁww| BL. b "L.’.DJS D)‘)
s 6 53 oo LG A4S 5,0 1 Olen

s S s S5 Ll w

23S Al edalio

Jaccess Interfaces

Connection Profies

Manage site-to-site VPN connections, Here is a video on how to setup 2 site-to-site VPN connection,

Enable interfaces for IPsec access,

Interface Allow IKE v1 Access Allow IKE v2 Access
outside -—
inside 0 0

Bypass interface access lists for inbound VPN sessions

Aceess lists from group policy and user poicy always apply to the traffic.

Connection profile identifies the peer of a site-to-ite connection. It spedifies what data traffic is to be encrypted, how the data trafficis to be encrypted, and other parameters. You can configure the mapping from certificate to connection profile here.

dd | [ Edit| [} Delete

Interface

Local Network. Remote Network

2 inside-netwark/24 [ 192.168.3.0/24

Name

Site-to-Site VPN

IKEv1 Enabled

| = [ m  leewrdig w0z [ & |

IKEv2 Enabled Group Policy NAT Exempt

s

m) Device Mk

Find: (¢

J [OMatch Case

Apol Reset
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W Capturing from - [ASA-2 Gi0/1 to ASA-1 Gi0/1]

Wireless  Tools  Help J‘)‘j O)ij-) JS‘
CRC o]

sdaline A o5 Wireshark

File Edit View Go Capture Analyze Statistics Telephony
ma @ RE  Qea==F 0 =
n |App|‘-r' a display filter ... <Ctrl-/>
Mo, Time Source Destination
186 135.252347 1@.18.18.1 1@.1@.1@.2
187 136.149866 1@.1@.18.2 168.18.168.1
188 136.158774 18.18.18.1 18.18.18.2
189 137.847898 1@.1@.1@.2 1@.18.16.1
198 137.849873 18.18.18.1 18.18.1@.2
191 137.945434 1[,\\)19.19.2 18.18.168.1
192 137.947786 18.18.18.1 16.168.10.2
193 1338.8458384 18.18.18.2 18.18.168.1
194 138.846864 l@.1@.1e.1 le.1@.1e.2
195 139.743681 18.18.18.2 18.18.1@.1
196 139.744958 1@.18.18.1 1@.1@.1@.2
197 148.641861 1@.1@.18.2 168.18.168.1
198 148.643618 18.18.18.1 18.18.18.2

Protocol  Length Info

ESP 134 ESP (SPI-0x8bd6a344)

lESP 134 ESP (SPI=@x7cfebc56) 9 ]§”,jﬁ Ly l~.SL5°
ESP 134 ESP (SPI=0x8bd6a344) :
ESP 134 ESP (SPI=0x7cfebc56) _
ESP 134 ESP (SPT=Bx8bdsa3as) g . .
Esp 134 ESP (SPI=@x7cfebc56) L}'J Dacadli P U’*’)J‘
ESP 134 ESP (SPI=0x8bd6a344)
ESP 134 ESP (SPI=0x7cfebc56) . . -
ESP 134 ESP (SPI=Bx8bd6a344) Jg-'jj: 9 w‘ 03; Brroad
ESP 134 ESP (SPT=Bx7cfebc56)
ESP 134 ESP (SPI-0x8bd6a344) _ -
ESP 134 ESP (SPI=@x7cfebc56) 4_:;_9; b O‘ L;l" ESP
ESP 134 ESP (SPI=0x8bd6a344)

Encapsulating Security Payload

Frame 1: 134 bytes on wire (1672 bits), 134 bytes captured (1872 bits) on interface @ . .
Ethernet II, 5Src: Bc:d@:5e:0e:58:02 (@c:d@:5e:8e:58:02), Dst: @c:d@:5e:23:71:82 (@c:d@:5e:23:1f:082) a ULLL‘-’J‘ rLQJ 9 w‘
Internet Protocol Version 4, Src: 16.16.18.1, Dst: 10.19.16.2

.a.)wTJJ o.L.i)'.cJQ)M

Interface: outside

Send Version

Version 1 Version 2 Version 1 &2

Receive Version
[[] override global receive version

Version 1 Version 2 Version 1 &2

Authentication

Enable authentication key

f Key: veoerenne

Key ID: 220

Authentication Mode: (®) MD5 (7) Clear text

Cocdl b

[E Edit RIP Interface Entry *

oS Sl l 23S el 315 OTRIP ST 53 oS lasS
S| RIP 4l 55 s (S) 508 0, RIP (31Nl Ol 55 ol
s L s Interface 5,15 RIP a3 )3 L L8 ) (gl 5 a5 S
IS s s SIS Edit (g5, 9 okl | Outside 5 &
Enable (4o S 5 Authentication Cawd 53 LU 5,5,
G L osde &S e ey 5 LS Ol | authentication key
L leMbl et 5 0 3 OF 11D G s 5,05 15 sl

.VL:LSJL‘..M\)QL«.:EJJJJJBV.ANJJ\)J{G);

lﬁ Home | Canfiuation EJ Monitoring | () save (@ Refiesh o Back () Forward
e

Device List | Bookmarks (e > Routing > RIP >

S S b oS il slaat s a2l

levice List o /X

Configure Routing Information Protocal (RIF) parameters for spedific interfaces. If send and recaive versions

Fadd [ Delete & Comnect are not configured for an interface then the interface will show the globally configured version. Lf’ L’ S - )J‘.’. )‘ - ‘ . [ s L;‘

5 Rauting
a3 Static Routes
-4 Route Maps
B4 1PV 4 Prefix Rules

= IPv6 Prefix Rules

0sPF
OSPFv3
=] RIP

: Setup
-

Fiter Rules <

d: Go

% 192.168.2.100

- 192.168.3.100

) Interface Send Version Receive Version AuthType  AuthKey Edit - . ~‘y PN N

s G ——r— Sl Sl 57 5 6 YL el 5 aS EIGRP
inside 2 (Global setting) 2 (Global seting) \ text \

levice Setup o ?

Static Route 3l 4ol L 5 oS eslanal

S ealizl

Redistribution
<3, EIGRP
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e g gl s Sl asly Sl ges U S eslatl WSl 5 e Command line s (3 558 5 5iws O
oS eslaial 5 gres SELL Ll gl Al el

Show Running-config | include access-list

25 3 4SS sdalin | a8 @ access-list Lol 53 48 51 gt Cnd 515 oo YU gz 3 eslizal b

s Sl Oles gt 1y (S aS UcS e edalisaccess-list 5o 55 S5 50 cl ol el £ 325 o

el 0 3l Site-to-Site VPN sl Olaj 3 o2 (5,505 5 23 S Jlad ICMP

ASAl (config)#t show rumming-config | include access-list
access—list outside_access_in extended permit icmp 192.168.3.0 255.255.255.0 192
.168.2.0 255.255.255.0

access-list outside_cryptomap extended permit ip 192.168.2.0 255.255.255.0 192.1
68.3.0 255.255.255.0

threat-detection statistics access-list
ASAl(configl# _
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ASDM 48 AnyConnect VPN b 4,5

J.‘A:.Al.a..:aLA?—\D&m::44CM‘)‘):QL;J.)qujw‘)‘LS)\S@)})Q)}JMQL‘!)L&&Q\M‘)SJ{J@}E)JJ

Aol S e 1 0T e 5 el S 3505l 5L 6 s g nl S eslind OF b 51 g

Aoz e i |y el cpl a8 il 6 S eslizl AnyConnect (=L', LVPN | S &5, E 3250 o

s 3 Sl g e Ao e Remote 355 Oljle s a4 AnyConnect Sl eslizul b L 4l SLS s

LS oslizal oa OF ol sla S5

ol o ees S O a5 5 0Ly a0 ales § 55 8 oS el nl LIl nl Sl S e

Aeas Olbebl LG

> o pks 53 S8 I L 5 Sl ISE 5 ACS J\J-élp.} 4 0L Jate Anyconnect - s S5 5l S

g o plolid 5 oo 511 018

el Job LB ;bg}\j 45 S » edalis |, AnyConnect -+ s S5y 5

Cisco AnyConnect: Way More Than VPN

Adaptive Security
Appliance (ASA)

Cisco AnyConnect Features

Inspection Enterprise Network
Compliance Services Access Protection Visibility

Cisco AnyConnect®
Integration with Other Cisco® Solutions

Integrated Aggregation and Identity Web Security Switches and MetFlow
Services Cloud Services Services Wireless Collectors
Router (ISR) Routers (ASRfCSR) Engine (ISE) Controllers
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s 4SS s Server oS UsS e sdalie 1) oS K 5 e Sl e 4 S ASA G 5 JSSS s
PCL U oeS (3ILilel; ASA 5 |5 Anyconnect e 5 s @l s oo < 51> L outside aSs 3 PCL 55 05 5l 3

S 1oy oo i3 192.168.2.0 S Oles L inside 4 5 VPN L sl
I3 cwd 5 oS ol Sl Oles &.;Jﬁbb)‘}uo@wb.bw)‘6|ﬁmw|)56gkﬁﬁlﬂ&;
534S o 5 3,03 S1EASA oBius G a3 opl 534S Sl pl b sl elil Site to Site VPN 5
S Gl eds Jlad Vmware Workstation (g5, 45 Sl Yo VY 50 555 G 505 Ll 3 Inside 4
B QTQJQTASCMA\ﬂf»MCIoud 5l sk (ol edd Lt Cloud () 4 VMnet2 s )8 3 b

5b s 3 1y Cole s G anyconnect bL 1 das Ll Pel oS ol 13 cﬁslij;u”)jﬁpﬁlj\

LS
192.168.3.128
Server AS, PC1
192.168.2.100
- Q s
192.168.2.128 192.168.3.100
internet
Cisco any Connect VPN

[ Cisco ASDM-IDM Launcher v1.9(0) N - X |3l ASA-T I b s ladas ¢l>u‘ 3l A

© Cisco ASDM-IDM Launcher — *istly| sb 5 st dose of « nSOM 50

o Inisde (55, » 45 192.168.2.100 .3l

Device IP Address / Mame: |192.168.2.100 -— j
Username: admin .r...ﬁ« JLS'A (l}u‘ ‘) )\5 U':‘ O ‘ Y e
Password: ssnsesf

Remember the username of the specified device on this computer

Close
& &
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(B Crsco ASDR 7120 Tor ASA - T9Z.TREZTO0

Wizards | Window Help

File View Tools
@ e G Conf Startup Wizard...
VPN Wizards ¥

" Device List | Bon

High Availability and Scalability Wizard...

Do §

Device List - o i Wwall Dashbe
Unified Communication Wizard...
% Add [fj Delete - — -
| ASDM Identity Certificate Wizard... |
Find: - I}
Packet Capture Wizard... ES
N 8]152.168.2.10
-B) 192.168.3.100 Host Name:  ciscoasa
~-8} 192.168.5.28 ASA Version:  9.12(2)4
ASDM Version: 7.12(2)
Eirewal Mnde: Roadad
[ Cisco ASDM 7.12(2) for ASA - 192,168.2,100 - ASDM Identity Certificate Wizard *
ASDM Identity ASDM Identity Certificate Wizard (Step 1 of 2)
Certificate Wizard *
oy - When using the current Java version, the ASDM Launcher requires a trusted certificate. An
. easy approach to fulfil the certificate requirement is to generate a self-signed identity
certificate and to configure the ASA to use it when establishing an 551 connection using
this wizard.
After you generate the identity certificate and configure the ASA, you need to register it
with the Java Control Panel on your computer.
Mode
(® Simple Mode
/ Create a self-signed identity certificate using default settings.
(O Custom Mode
Create a custom identity certificate.
< Back Finish Cancel Help
X

(5 Preview CLI Commands

The following CLI commands are generated based on the changes you made in ASDM. To send the commands to the
ASA, dick Send. To not send ﬂﬁmmmands and continue making changes in ASDM, dick Cancel.

crypto key generate rsa label ASDM_LAUMCHER noconfirm
crypto ca trustpoint ASDM_Launcher _Access_TrustPoint_0
revocation-check none
keypair ASDM_LAUNCHER
id-usage ssl-psec
fgdn none
subject-name CN=192, 163. 2, 100,CN=cdiscoasa
enrollment self
crypto ca enroll ASDM_Launcher_Access_TrustPoint_0 noconfirm
ss| trust-point ASDM_Launcher_Access_TrustPoint_0 inside
ssl trust-point ASDM_Launcher_Access_TrustPoint_0 inside vpnlb-ip

Cancel

/

Save To File...

Wizards (g 5w 3,k 31 ASDM 4 34,5 3 de

|, ASDM identity Certificate Wizard (g4 S

Simple LEA"'.’.J; Cotnnd U'i‘ DL

S ol ) Mode

Slp S Shsws amin pl

I SIS L aS ol ol R
Sy 2 <lysws Send (g9,
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[E) Cisco ASDM 7.12(2) for ASA - 192.168.2.100 - ASDM Identity Certificate Wizard X
ASDM Identity Export Certificate (Step 2 of 2)
Certificate Wizard
- - ‘fou must now export the generated self-signed certificate and register the certificate S lS b _)‘H‘ ° Ao é o ‘ S
with Java on your computer according to this j - . - f Q;‘ Lﬁ' 2
Export Generated Identity Certificate . . ‘. .o é
Olaa L CA 31 LS 5540 g4 55 (5

\

<Back || Mext> | Finish Cancel Help

[ Cisco ASDM 7.12(2) for ASA - 192.168.2.100
File View Tools | Wizards | Window Help
@ Home 0 Conf Startup Wizard... Back | -) Forward | @ Help |
,ﬁ_ = :| VPN Wizards —r ’ | Site-to-site VPN Wizard... =
Device List | Bo Hi hAL%I bility and Scalability Wizard —
1 Hapilr an calapilr 1zard... f
Device List . g.f. - o AnyConnect VPN Wizard... mc
nified Communication Wizard... i i
% Add m Delete . . . Clientless 551 VPN Wizard...
ASDM Identity Certificate Wizard... IPSec (IKEv1) Remote Access VPN Wizard..
Find: - .
Packet Capture Wizard... IPSec (IKEv2) Remote Access VPN Wizard... B
.168.3. = _F inside (1 implicit incoming rule)

I A S E—

_y outside (0 implicit incoming rules)
£ 5% Global (1 impiicit rule)

4 Export &G ol 3wl Certificate

S

3y Lsd Wizards (g 5w

VPN  Wizards Coand

AnyConnect VPN (g4 S

AS ol | Wizard

&) AnyConnect VPN Connection Setup Wizard

Introduction

Use this wizard to configure the ASA to accept VPM connections from the AnyConnect VPN Client. The connections will be
protected using either the IPsec or the 551 protocol. The ASA will automatically upload the AnyConnect VPN Client to the end

user's device when a VPN connection is established,

VPN Remote Access
Local ? Remote

< Back Cancel Help

os Jsl amis s
3 S Sl e LS
JSH L paie ol
UGS S WA O=r

S SIS Next (555
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1

[= BT T, RSt

1

9,

[Ej AnyConnect VPN Connection Setup Wizard

Steps

. Introduction

2. Connection Profile

Identification
. VPN Protocols
. Client Images
. Authentication Methods
. SAML Configuration

. Client Address Assignme

. Network Name Resolutio

Servers

MAT Exempt

10. AnyConnect Client

Deployment

1

N

This step allows you to configure a Connection Profile Name and the Interface the remote &
connections.

Connection Profile Identification

Connection Profile Name:

AnyConnect_Profile

VPN Access Interface: outside -

o w

[ I

9.

@ AnyConnect VPN Connection Setup Wizard

Steps
. Introduction

. Connection Profile

Identification

. VPN Protocols

4. Client Images

. Authentication Methods
. SAML Configuration

. Client Address Assignme

. Network Name Resolutio

Servers

MNAT Exempt

10. AnyConnect Client

Deployment

11, Summary

L

VPN Protocols

AnyConnect can use either the IPsec or SSL protocol to protect the data traffic. Please select whic
would like this connection profile to support.

S5l

IPsec

Device Certificate

Device certificate identifies the ASA to the remote access dients, Certain
AnyConnect features (Aways-On, IPsec/IKEv2) require that valid device certificate
be available on the ASA.

Device Certificate: | ASDM_Launcher_Access_TrustPoint_0:... -~

!

[ RN T Y

9.

Steps
. Introduction

. Connection Profile

Identification

. VPM Protocols

. Client Images

. Authentication Methods
. SAML Configuration

. Client Address Assignme

. Network Name Resolutio

Servers

MAT Exempt

10. AnyConnect Client

Deployment

11, Summary

[y AnyConnect VPN Connection Setup Wizard

Client Images

ASA can automatically upload the latest AnyConnect package to the dient device when it accesses

A regular expression can be used to match the user-agent of a browser to an image.
‘fou can also minimize connection setup time by moving the image used by the most commonly enco

the top ylist.

& Add| [Bf Replace | i Delet=| 4+ | &

Image Regular expression to ma

‘You can download AnyConnect Client packages from Cisco by searching 'AnyConnect VPN Client’ o

< Back

223

Profile (sl ol S Ll asin ol s
VPN Cand 5 5 S 3505 55
S AS asie LU Access Interface
Cog oM Sas g VPN s
Sy bl )3 a5 AL il SIS o5l
Col ol &S &S outside

C,.w‘ a.Lj: g.)l?db‘

3 15 K5 Al S )
;\V.A)S%»\U@yudb
Gib 5l en 5 SSL sl al S 5 b
Device Caand 3 345 S IPsec
S laslaal S Olen LU Certificate
035 slml Eow ol Jl a3

= VR IRV PN S R
S <ol 311, AnyConnect
5 S o5 30
AL pkg L s b AL Anyconnect
oo 511 OF Wads Ghse SIS
bl Al e S slils Cisco
2 25k 5l e S skl sl

A4S SIS AdD (555
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@ Add AnyConnect Client Image

AnyConnect Image:

Fegular expression to match user-agent

QK

Cancel

——

Help

o&Kiws Flash abasl> s 3 5 kb il

Browse (s, » b LiL 3540 Iy

@ Uplead Image

Upload a file from local computer to flash file system on the device. The upload process might take a

few minutes. Please wait for the operation to finish.

Local File Path:

Flash File System Path:

Close

Help

s

Browse Local Files...

Browse Flash...

Upload...
v skl Jil.év.mjf\).xiﬁ&:lsﬂash
S SIS Upload (55, 2 s S
x

Browse Local Files (53, , Cwd -pl 53

\ )UB&J“)#JJ}AJ{'U‘}M@S

.S Upload

@ AnyCennect VPN Connection Setup Wizard

Steps
1. Introduction

2. Connection Profile
Identification

3. VPN Protocols

4. Client Images

5. Authentication Methods
6. SAML Configuration

7. Client Address Assignme
3

. Metwork Mame Resalutio
Servers

9. MNAT Exempt

s

Client Images

ASA can automatically upload the latest AnyConnect package to the dient device when it acc

A regular expression can be used to match the user-agent of a browser to an image.
You can also minimize connection setup time by moving the image used by the most commaonly

the top of the list.

% Add| [ Replace| [ Delete| 4+ | &

J.LL‘) .,\.;.S& sdalis )jl:.rl.a.k
anyconnect-win-4.8.01090-)

o ajbj (webdeploy-k9.pkg

Image
diskD: fanyconnectdinuxg4-4.8.0 1090-webdeploy-k3. pkg

LS‘)’ GV P WP T Y CMM.:S

Regular expression,

_ &.:.lSNeXt LS)JJ‘.’)S al3

LY

@ AnyConnect VPN Connection Setup Wizard

Steps

-

. Introduction

2, Connection Profile
Identification

]

. VPN Protocols

'y

. Client Images

Authentication
Methods

6. SAML Configuration
7. Client Address Assignme

8. Network Mame Resolutio
Servers

9. MAT Exempt

10. AnyConnect Client
Deplayment

11, Summary

Authentication Methods

This step lets you specify the location of the authentication server.
‘fou can dlick on the ™ew...” button to create a new server group.

AAA Server Group:

Local User Database Details

User to be Added

Username: userl

Password: e

Confirm Password: |ses

LOCAL -

s

New...

Delete

D9 )‘ Jf‘ CAAAM-; U'i‘ )J
)‘j’" C,@u LS‘J‘.’ ISE L.’. ACS
oalarul

LS e Co s

SIS New (g5, 5 Sl o0

admin
user1

Loy Lo uﬂﬁT 5 S

3 S 35l O Sl

3 88 el Ll s

I J‘jﬁu ul}b oxXE

f)LgJ?.ZLa ails 49-}3 c.x.:.S QJJ.}-L:‘UL;‘ b ))P- o‘ﬂJJJ)LSJ:."jSLSAWU-;l{.)J 4.2'.«.“ cJ.:.Sul;J.'\

Syls s cadd s 235 63,5 sl |3 5l 45 Admin
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@ AnyConnect VPN Connection Setup Wizard

Steps
1. Introduction

2. Connection Profile
Identification

3. VPN Protocols

4. Client Images

5. Authentication Metheds
6. SAML Configuration
7. Client Address Assignme

8, Metwork Mame Resolutio
Servers

9. MAT Exempt

10. AnyConnect Client
Deployment

11 o

SAML Configuration

Authentication
Method: ARA v
AAA Server Group: | LOCAL ~

Use LOCAL if Server Group fails

SAML Identity Provider

SAML Server : i— None — [V

This step allows you to configure 3 SAML and the authenticaion method.

Manage...

Manage...

[Ej AnyConnect VPN Conne

Steps
1. Introduction

2. Connection Profile
Identification

[

. VPN Protocols
4. Client Images

wn

. Authentication Methods
6. SAML Configuration

7. Client Address
Assignment

8. Metwork Name Resolutio
Servers

9. MAT Exempt

10. AnyConnect Client
Deployment

11, Summary

ction Setup Wizard

Client Address Assignment L\)

IPv6 address poal is only supported for 550 connection.

IP v4 Address Pool | IP v6 Address Pool

Address Pool: | —Select — « MNew...

Details of the selected address pool

5\

This step allows you to create a new address pool or select an existing address poal for IPv4 anc
will be assigned addresses from the pools when they connect.

[ Add IPv4 Pool

MName:

Starting IP Address:

Ending IP Address: | 192.168.1.240
Subnet Mask: 255,255, 255.0 e

Pooll k

192,168, 1,230

Cancel Help

[E AnyConnect VPN Connection Setup Wizard

Steps
1. Introduction

2. Connection Profile
Identification

. VPM Protocols

. Client Images

. Authentication Methods
. SAML Configuration

[ ST RS

Network Name Resclution Servers

DS Servers: 192.168.1.100 +—
WINS Servers:

Domain Name: ||

This step lets you specify how domain names are resolved for the remoty

225

s SIoasmio opl s
Jl>1 Oleas L Authentication
GaaS dls s oy sa
St s s ol | Local
ACS Ll ol 5w
LoaeS Ll oS e eslizl

I
L Pool & Wl amio ol 5>
SBIdIS Gl P, S
4% 4 VPN L M‘ﬁ’;@ S
A8 sl Lpd feame J s
AIPVA s s S O‘i| sl

S SUS New (g,

X &LA‘) c..X.:LS um:.n Pool U'l‘ Ls‘j" ‘J Subnet 9 IP é’) ¢€L!
So kS eslanal O faze 5l s AnyConnect 5l ol )8 &S

o3l yolant ol 4 SSlegl &ysm 4 lawysl ol 5l

"}":’@

L 9 DNS, WINS v sl Ll deis ol 43
g= 2 ooR R D,
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Steps
1. Introduction

2. Connection Profile
Identification

3. VPN Protocols

4, Client Images

wn

. Authentication Methods
. SAML Configuration
. Client Address Assignme

"I

. Network Name Resolutio
Servers

9. NAT Exempt

10. AnyConnect Client
Deployment

11, Summary

AnyConnect VPN Connection Setup Wizard

[

If network address translation is enabled on the ASA, the VPN traffic must be exempt fron

MAT Exempt

[ Exempt YPM traffic from network address translation

Steps
1. Introduction

2. Connection Profile
Identification

3. VPN Protocols

S

. Client Images
. Authentication Methods
. SAML Configuration

. Client Address Assignme

[ B = (R}

. Metwork Name Resclutio
Servers

9. MAT Exempt

10. AnyConnect Client
Deployment

11, Summary

AnyConnect VPN Connection Setup Wizard

4

AnyConnect Client Deployment

AnyConnect di[:E.t program can be installed to a dient device by one of the following t

1) Web launch - On accessing the ASA using a Web Browser, the AnyConnect dient p
2) Pre-deployment - Manually install the AnyConnect dient package.

Hllow Web Taunch

Caution: Web launch is global setting, it affects all connections. AnyConnect S5L conn
NOT work if it is turned off.

For pre-deployment, please remember to indude the dient profile 'diskD: fAnyConnect,
your AnyConnect package, otherwise IPsec connection will NOT work.

[ Preview CLI Commands

The following CLI commands are generated based on the changes you made in ASDM. To send the commands to the
ASA, dick Send. To not send the commands and continue making changes in ASDM, dick Cancel.

*

webwpn
enable outside lk
tunnel-group-ist enable
anyconnect enable

webvpn

exit
username userl DESSWDI’d

webvpn

exit

Wwins-server none
default-domain none

ip local pool Poold 192,168, 1.230-192. 168, 1. 240 mask 255.255.255.0 A

anyconnect image disk0: fanyconnectlinuxg4-4.8.01090-webdeploy-k9.pka 1
! write dient profile "diskD:/AnyConnect_Profile_dient_profile.xml™ to ASA

anyconnect profiles AnyConnect_Profile_dient_profile disk0:/AnyConnect_Profile_dient_profile. xml

ssl trust-point ASDM_Launcher_Access_TrustPoint_0 outside
ssl trust-point ASDM_Launcher_Access_TrustPoint_0 inside
group-policy GroupPolicy_AnyConnect_Profile internal
group-policy GroupPolicy_AnyConnect_Profile attributes
wpn-tunnel-protocol ikev2 ssl-dient

anyconnect profiles value AnyConnect_Profile_client_profile type user

group-policy GroupPolicy_AnyConnect_Profile attributes
dns-server value 192, 168,1,100

priviege 2

i ]

[ 3

Cancel Save ToFile...
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NAT S5, 3 Sl amio ol s
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Sl sl Rds Gl
LS Sl Ry se san S

g b ol LIS
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kS Ol |, Web Launch
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MJCM‘ WY Jl}uﬂ\ LQCN.L% D 6‘j;]ﬂ.'.>)jﬁ Jibﬁfl .LySL;a aMWﬂ)L}QJJJASJ%M

sl 1 QBGIVPN 3,k 51l 50 4 DS Jlasl gl s

g _ Enable Cisco AnyCannect VPN Cient access on the interfaces selected in the table below
3 192.168.5.28 55L access must be enabled if you allow AnyConnect dient to be launched fiom a browser (Web Launch) .
B S5L Access IPsec (IKEv2) Access
Interface
Allow Actess Enable DTLS Allow Access Enable Clent Services Device Certficate ...
joutside Part Settings ...
insice 0 O

+[Ig AnyConnect Client Profie
AnyConnect Client Software
HY Dynamic Access Policies

Bypass interface access lists for inbound VPN sessions

Access lists fram group policy and user policy always apply to the traffic.
up Policies

ec(IKEv1) Connection Prof ogin Page Setting
ec(IKEv2) Connection Praf
Secure Mobility Solution
Bip Address Assignment
Advanced
i Clientiess 55L VPN Access

Allow user to select connection profile on the login page. &

[ Shutdonn portal login page.

Connection Profies
AAALocal Users

A\ Secure Desktop Manager
Certificate Management

Connection profil (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to connection profle here,

& Add| (& Edit| [ Delete | | Find:

@ @ [Match Case
A Language Localization

2 Load Balanding

g Device Setup \
- Frewal
=)

Remote Access VPN S

DHCP Server Name s5L Enabled IPsec Enabled Aliases Authentication Method
B ons DefaultRAGroup O AAALOCAL)
A Advanced v DefaulttWEBVPNGroup O AAA(LOCAL)
>

Group Policy
DfitGrpPolicy
DfitGrpPolicy

GroupPolicy_AnyConnect_Profile

% Site-to-Site VPN

[ Letgroup URL take precedence if group URL and cerfificate map match different connection profiles. Otherwise, the connection profile that matches the certificate map wil be used.

1 Device M

)\J-é|rf'au.&gl L;\ﬁm;a_fas)jzm ‘ﬁJS{M\)AnyConnect)ﬁfi (PC1) oS 5515 L anlsl s

anyconnect-win-4.8.01090-) LU L=l 51 aSol SGos)ls 395 6l 5o el axdls s 2w AnyConnect

LEPPY U,UJJJ..:'SJ'Q Jf)}]e S Sl b WS el oS (g5, s 55kIs |, (predeploy-k9.zip

-
@ ’.-) (2 https//192168.3.100/

{2 Certificate Error: Navigation...

@ There is a problem with this website's security certificate. —oe “

55 1y ol 192.168.3.100 &S outside

Sos

The security certificate presented by this website was issued for a different website's address.
The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

gj' Continue to this website (not recommended).

2 Kdrrs ind +i

33 &S AS 55l https://192.168.3.100
e ool 1) pydse ) sns JS2

2 J..’.Ls S J}..f&u.c JAUQ BB RS PESr IV

LS s s ol el il aslial S 51 B s’ (SIS Continue to this website (s 5

o
:ﬁ) Login

Flease enter your username and password.

GROUP: AnyConnect_Profile | e
USERNAME:
PASSWORD:

227
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Download & Install &S S dal o= deto ol b 3
P ral S D) AR DS A 9

S » 5 s Download 5 syl LU

Downioad Gisco AnyConnect Secure Mobility Client and install it on your computer.

— s s 5 S KIS Download for Windows

s | ~\)OI)_)\:;5&t15RunL;j)ﬂ°MJL.’

(&) This type of file could harrm your computer. Run Swe |v| Cance

ME) from 192.168.3.1007 /

RUAY

5l slad3,s (gl «S Any Connect « by o sla LB L AnyConnect (g31lel, Olajy 514G
LS oo 53U 1 Caler el ol Cilises (glaolSaus 55 a8 Sloy b S 3501 s p6 s 1 el Jolo ot

3505k bk (gl O & o sasien 0555

"§d Cisco AnyCennect Secure Mohility Client — x

g e sanas | ol 192.168.3.100 bl s 45 |, JI 1l outside

192,168.3.100 ~ Connect
| —

S KIS Connect (g5, 5 9 LS 505

Web Authentication Required

¥8) Cisco AnyConnect Secure Mobility Client I
ﬂ Security Warning: Untrusted Server L Certificate 0345 ,axe e 4 Connect <,\§- a 42
Certificate! Ua>
AnyConnect cannot verify server: 192.168.3.100 ConnECt LSJ) JJ HL’"L’ 6 M M‘j} 4}‘-}‘ )JJ)J 7 \

Certificate does not match the server name.
@ Certificate is from an untrusted source.
Connecting to this server may result in a severe security compromise! 'J“.'.'S k'g'.‘)‘s Anyway
Security Risks Explained

Most users do not connect to untrusted servers unless the reason for
the error condition is known.

L

[ Connect Anyway ] [ Cancel Connection ]

£ Cisco AnyConnect | 1921683.100 =X &l <=l.3jgt>'=:5\ 5 sy se b b o )

% Please enter your username and password.

AeS SIS OK (555 5 95 051 edd iy 25 55 505 5

Group: [Anyconnect_ProﬁIe hd ]

Username:  admin - e

Password: | =eee= 4

228




www.takKbook.com

CCNA Security - Farshid Babajani

BULY sdalie a5 }]GJLQA
alvaln - ) @ el J
cisco AnyConnect Secure Mobility Client
Virtual Private Network (VPN) LQ\)'.’ 9 Sl ol J..,a_’;a VPN
[Preferences | Statistics [Route Detais | Firewall | Message History ) Cisco AnyConnect Secure Mobilty Client = =
Sl | e sdalie ) Ol Glie S
v 7y e Tt — [mmsm 3
Tunnel Mode (IPvé): Drop All Traffic .
o e oo e ST SRR R
Duration: 00:02:56 =
Session Disconnect: None Y
Management Connection State:  Disconnected (user tunnel active) - . S S pind
Address Information - g:’J ‘)D ‘J%S - JE
Client {IPv4): 192.168.2.230 —
Client (IPv6): Not Available —
Server: 192.168.3.100 - H H
e A )‘J.M JP L).A)J‘ Statistics
. .
A 9 D9 J.‘a..n QLA )
sl ol ¢ DS
=
192.168.3.128 V-gbjfuﬁ 3o gl w
Server PC1
192.168.2.100
. ) B | el sl Rl o
- — | oeslizad L PCL
ol e d di)b
192.168.2.128 192.168.3.100

Jls 2 « AnyConnect VPN

V- 5 ki Joate ASA-L

|, 192.168.2.0 «i AL

Cisco any Connect VPN

6)‘.);:‘0‘) 1S eI 192.168.2.128 L)N‘)JT l.: D9 LS‘)) Bs "'\'3.}":’ L»..:JT )LS L J':"';'.‘." ‘Li.si‘ LS‘f 4m5 a.,\ALiﬂ

02 3b 1 e Solw PCL 5 )b Sl el o 5 0 S

B3 Administrator: C\Windows\system32\cmd.exe - ping 192.168.2.128 -t

Microsoft Windows [Uersion 6.1.76811 L}”A:‘ ‘}‘ JI*J' J?‘SL;Q OML;A 45 th’w

Copyright (c> 2089 Microsoft Corporation. All rights reserved.

D PCL Gk 5l axdls VPN 0as

time=4ms Z .
ziﬂg:gmg ﬁﬁg) Plng b 192.168.2.128
time=2ms TTL=128

£ IS Windows Server

== Windows Server

odalie b R C,g'l.w 9 979 J.{J/ BE)

Internet Information Servi
ernet Information Services el 0ds JLPCL 3 b 5l 4SS

Welcome Bienvenue | Tervetuloa

&3z% Benvenuto #il

¥ = WM Ricnvenidn b cetdinis
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IS SAS VPN (555 50 wor Coow Sl 4o 5l 53 < 52 Monitoring 5 3505 5 AcS 5L |, ASDM )lj-,él@_}
035 Jls b 4 &5 ol iSOK pled Caand ol 55 S SIS Sessions (g5, 3 g e sleay S o 5l
Filter By Cand 5l Aol oS odalls |, AnyConnect 4 by 2SI 4Kl gl osd o0 oseine odd
S48 iSO 5l ol asiia padge opl 5 IS 3 45 AeS bl | AnyConnect Client g4y S

ol 0l aseia w3h Jlg b 4 192.168.3.128 T L PCL

Cisco ASDM 7.12(2) for ASA - 102.168.2.100 =
File View Tools Wizards Window H/ Type topic to search Go
f -
= o
(&) vome 2, contauration| [72] wonitoring| (5] save Q- refresh | () sack () Forvard | D vl
Device List-” Bookmarks itoring > VPN > isti i
&8 x|
o bookmark a page, right-ciick on @
ode in the naviagation tree and select Type Active Cumulative Peak Concurrent Inactive
fAdd to bookmarks". AnyConnect Client 1 2 1
© o i Delete SSL/TLS/DTLS 1 2 1
Clientless VPN 0 8 2
Browser 0 8 2
I
- ( 23
veH g n
VPN Statstics Filter By: | AnyConnect Client | [~ Al sessions — v Filter
CEE Group Pol Assigned [P Add Protocol Login Ti Bytes >
= roup Policy ssigre ress rotocol ogin Time ytes Tx
B PN Cluster Loads Username Conmecton Profile bl 1P Adchess Enaypton Doration Bytes R Inactivity Audit SessionID  Security Group Tag CerAuthInt  Cer AuthLeft

Crypto Statistics
-3 Compression Statistics
+- B Encryption Statistics
- B Global IKE/TPsec Statistics
- B protocol Statistics
- B L AN Mapping Sessions
Clientiess SL VPN
Shared S5L VPN
VPN Connection Graphs
-t IPsec Tunnels

L% Sessions

- WA Sessions

|AnyConnect-Parent
|AnyConnect-Parent: (1)none

90, ivterfoces

Ve -—

otnet Traffic Filter

a% Routing To sort VPN sessions, right-cick on the above table and select Table Sort Order from popup menu.

ol_<1w>jbO.:._ah&é})ﬂﬁSoMW‘)d‘jﬂBJC@'%wkuJQg}?—4&1{'\6\ﬂvpn LUJ\)\J@_’

EPTOTITY TTOTIT (AR T 10y T IO P TV IV ATE TYET TR AU PTEr VIVITETT

~

Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help Start LS . Js g \ § - b S s
mae RERe==FLsEaqaan - el =
Apply a display filter ... <Cirl-/

Tine Source Destination Protocol  Length Info LY )j.b.»l»ﬁ ¢ 1“'5 ol ‘) capture

57 90.643355 192.168.3.128 192.168.3.100 DTLSvL. B8 Application Data

58 90.024420 192.168.3.100 28 DTLSVL. 88 Application Data

59 95.03891 192.168.3.128 Te Tisvi.2 91 Application Data

60 95.605058 192.168.3.100 192.168.3.128 TP 54 443 + 49212 [ACK] Seq-112 Ack=260 Win=327 5 as sdalie )S . 5
61 165.803670  192.168.3.128 192.168.3.100 Tisvi.2z 91 Application Data J el e Ino0 2
62 105.804751  192.168.3.100 192.168.3.128 TLSv1.2 91 Application Data

63 105.222082  192.168.3.128 192.168.3.100 e 54 49212 » 243 [ACK] Seq=297 Ack=149 Win=642

64 110.858172  192.168.3.128 192.168.3.100 DTLSVL.. Application Data _bu ]S -

65 120.857627  192.168.3.128 192.168.3.100 DTLSVL. 88 Ath:ation Data > )‘ LS‘}" S TLS J DTLS In
66 120.858726  192.168.3.100 192.168.3.128 DTLSVL. B8 Application Data

67 125.818386  192.168.3.128 192.168.3.100 Tisvi.2 91 Application Data

68 125.819651  192.168.3.100 192.168.3.128 e 54 443 5 49212 [ACK] Seq=149 Ack=334 Win=327 - -

69 135.817937  192.168.3.128 192.168.3.180 TLSv1.2 91 Application Data 9 w\ )Ls JL> _)-’ w\ VPN

Frame 64: 88 bytes on wire (640 bits), 88 bytes captured (648 bits) on interface 0
Ethernet II, Src: Vmware_d4:ad:84 (@@:8c:29:d4:ad:84), Dst: @c:35:d9:53:dc:82 (@c:35:d9:53:dc:82) = ‘ = |
Internet Protocol Version 4, Src: 192.168.3.128, Dst: 192.168.3.100 ‘S e O‘S d S - ,L;w
User Datagram Protocol, Src Pert: 5391@, Dst Port: 443 LS‘) f‘) ‘) ‘9 J"’J‘
Datagram Transport Layer Security
~ DTLSv1.2 Record Layer: Application Data Protocol: Applicaticn Data b ‘
Content Type: Application Data (23) - DP DTL - °"js
/ Version: DTLS 1.2 (@xfefd) In 2 U g S
Epoch: 1
Sequence Number: 639

Length: 25 JWSL;A )lS TCP Lu TLS

Encrypted Application Data: 68c83aeb@d@sf176551d60287679623F7fd4d5c56db6ef3f..

Bc 35 d9 53 dc @2 [REISNPE d4 ad B4 83 @@ 45 @0
90 42 12 d9 @@ @0 8@ 11 9f 9d c@ a8 @3 30 c@ aB
83 64 d2 96 @1 bb @@ 2e f6 8b 17 fe fd @0 01 @0
20 @@ 88 B2 bb @@ 19 6@ <8 Ba eb Bd 88 1 76 55

a4 2£ 95 da A ot oA b o€ 38 £
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e Sl 5y el S ol b)) S5, Datagram Transport Layer Security Olea L DTLS |G
) ok CCNAR&S S ST oS (55l 01,503 law s OF Jar 5 ply 5523 516 S o i 1, UDP
5 "l connectionless bLS | g5 3 UDP IS5« £35S o, lal a5l s bl s AL e S aadlhs
ol el B TCP s 0 O Cao s 3505 S 5 Jg 35 pes o el 51 OT s Sl

S o pwendi |5 UDP el DTLS JSG5
S A 5l TCP Dbl gl ool b5 | JS5 5 o Transport Layer Security Oles L TLS S5 5
ol o TS ST 5, a5 AL axiils ax g5 ‘,L:,Mb;é)&w@wwwupn;)\;ﬂu@msp

JWSL;:)[SSSL Jg:’.ﬁj:f

ASDM ,8 Clientless SSL VPN b 4,8
s,k &"’@Cjt‘d‘fw”’f“" ety 421> VPN G,k Sl BLosl a4 (g3l aSl Oy Cad ol s
O amio 01 (55 2 SIS L Ol 48 S asein 1) placule Wil 5 o 4Kl w355 g plo=il Web

AnyConnect 31 %y, cpl Gl andl (S eslanal Ol 3l File sharing Sl Sl Ly S sdalin 1) cola

Ll 2aS

e § ASAL PCL ooy o i 5 1y A5 5 s

s
:‘ Startup Wizard... Back (£ Forward | D ke
=] VPN Wizards 4 Site-to-site VPN Wizard... ES a . < 5
F* " High Availability and Scalability Wizard... AnyConnect VPN Wizard... = ) -rL.[ gt ASDM ‘)‘Jﬁ‘rf J)\) (.J\.i r.,<_|" ) rb.’ L b 34 Server
= Unified Communication Wizard... \ Clientless SSL VPN Wizard... ge—
on ASDM Identity Certificate Wizard... IPSec (IKEv1) Remote Access VPN Wizard... e —Z . - .

Packet Capture Wizard... PSec (IKEv2) Remote Access VPN Wizard.. profi LSMJS VPN Wizards aed )‘ 9 Wizards LS_}"A )‘

& Add| (F Edit {5 Change Group Policy | [ Delete| Ty mport | B8, Export | 47 validate

S ol | Clientless SSI VPN

[ profie Mame Profile Usage

SSLVPN Wizard

Provide a connection profile and the interface that SSL VPN users connect to. . . .
. S dseds -

Connection Profile Name: Cientless profi]  g— ")“5 Profile uﬂ‘ Ls‘ﬁ (‘L’ - gﬁ.‘ DL

The interface Users acress for 5L VPN connections.

SSL VPN Interface: ide ~

w,ﬂgfébﬁ.gpélnterfacej‘w

Digital Certificate -

When users connect, the security appliance sends this digital certificate to the remote web browser to authenticate|

Certificate: ASDM_Launcher_Access_TrustPoint_0:cn=192.168.2.100... + Manage ... ‘J\i ../;. ]. . )) Outside \‘) 3 I3 4:‘)‘

Accessing the Connection Profile

One accesses this connection profilé either by its Group Alias or Group URL. One selects the Group Alias from the G
the login page. One enters the Group URL in a Web browser.

4 Comecton roup s, ClarBraRL g skl Anyconnect a3 3 45 certificate

[ Display Group Alizs st at the login page

sanS S AT s 5 bl | s S

03,5 &lp b 5 s Sl s

@ LURL to access S5L VPN Service: https:/(192.168.3.100
LRL to access SSL PN Service via group-url ; hitps://192.168.3.100/ClientlessURL
LRL to access ASDM: https://192.168.3.100/admin

<Back | Next> Finish
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OMWCM‘)L:J Jbﬁb@wﬁ) 6‘J.»4SL§LAJ~J‘)DT“L:S vjﬂ‘)di&d;;‘ cJ.::.S J‘)‘) Jf—

.J.“;S&:lSNext S » s
[ SSL VPN Wizard

M1 VPN Wizard User Authentication (Step 3 of 6)
= The security appliance supports authentication of users by an external AAA server or local user accounts, 5

authenticates users when they login. ).‘J}.‘ 45 .,\.:;s UDL:HO J.ib. m O—i‘ )J

O Authenticate using 3 AAA server group

AAA Server Group Mame: New... . P> . . s . .
® Authenticate using the local User datshase 6 @'JS ¢ JJM’ W LflgM 42: 4" u'-,'j'h
‘ User to be Added

Username: admin JJ AAA JJ}"“ ).\ 45 C"‘“‘ L;Jl;- LS‘JJ- dj‘

Add »>

bokte ¢35 645%}-? 5 S o eslaal 3 S

Password:

Confirm Password:

LJ"JJ:"VJ BL b Lh)jjw w‘ 45 C,u.d‘ L;'LA)

wbge Jow ey sl Al ey Ll

J..;JbJL;a 4.7.J‘ LS oalarul d‘jﬂb S 4=

<Back || Next >

oS wlsl 1y 5 a5y 00 Ol 58 OUs =
3 A4S Jaze Ol 45 1, 3 4 Active Directory ; 3161e! y ACS 3 Loy

At s 8 505 OLis s ey 5 (60 U L il 018

[E S5L VPN Wizard
SSL VPN Wizard  Group Policy_(Step 40f6) skl Ld Policy SO b G Qi\ 3

A group policy is 3 collection of user-oriented atd}]tefvalue pairs. Unless assigned to a spe
default group policy (DftGrpPolicy). Therefore, configuring the default group policy lets uses
at the individual group pelicy or username level.

OF Gy 5 1 pasie Slads b asS

(®) Create new group policy Policy_Clientless| —

() Modify existing group policy | DftGrpPalicy J\.:S -’_)‘j ‘) J‘}} Jk)’ -’_)j" (}U ‘VQ:S JL"-G‘

[ SSL VPN Wizard

SSL VPN Wizard Clientless Connections Only - Bookmark List (Step 5 of 6)
= Configure a list of tg:uu intranet websites that appears in the portal page as links that Clien|

5 Bokmark o & b asis cpl s

Bookmark List: i Manage. ..

\ S Sy b =l Glays o gla sl
Sl g S e 5L el O

AL sy mes LAUAJJT RE
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@ Configure GUI Custemization Objects

Configure Bookmark Lists that t{}semrity appliance displays on the 55 VPN
portal page.

or & user policy configuration. You can dick on Assign button to assign the
selected one to them.

i Ang [} Edit|ﬁ Delete| i Impcrt| & Export|§§§§ Assign|
L.

This parameter is enforced in either a VPN group policy, a dynamic access palicy

5> 45+ Bookmark 5 AoS SIS A (655 5 Lb asio ol 5o

LS sl

Bookmark‘s\ Group Policies/DAPs/LOCAL Users Using the Bookmarks
Find: ) @ []Match Case
Concd | [ o
[E) Add Bookmark List & P4
Bookmark List Mame: [URL_dientless| < - J’
Bookmark Title URL Add
Edit
Delete
Move Up
Move Down
Find: ) (@ [ Match Case
Coned || b

S 2 5 2ls 1, 55~ Bookmark <=U¢.AM.§Q.1| R

LS S Add

[ Select Bockmark Type

Select an option to use for bookmark creation:

ST or PUST method

L
/T(:?s is the traditional bookmark using the GET method, or the POST method with parameters.

values for certain well-defined applications like Microsoft OWA 2010 and Citrix XenApp.

(C) HTML form auto-submit

group policy or user.

() Predefined application templates (Microsoft OWA, SharePoint, Citrix XenApp/XenDesktop, Lotus Domino)

This option simplifies bookmark creation with users selecting a predefined ASDM template that contains the pre-filed necessary

This option lets you create bookmark for any complex auto sign-on application. It will require two steps:
1- Define the bookmark with some basic initial data and without the post parameters. Save and assign the bookmark to use ina

2- Edit the bookmark in ASDM again. Use the capture function to capture the SSL VPN parameters and edit them in the bookmark.

| SIS OK g5y s sl ) Jsl e S

LY

T OUUKTITETK

Eookmark Title: Web Server

-—
RL: hitp |« |2/ 192.168.2.128 —
Fload Page (Optional)
Preload URL:  http  « | :ff
ait Time: (seconds)
ther Settings (Optional)
Subtitle: l}
Thumbnails —~MNone — ~ | | Manage

Place this bookmark on the VPN home page

[ Enable Smart Tunnel

Advanced Options

LSS 53 3 sl sl pl Sl Cad o
A8 aseia |y OF sl 5 IS5 55 L URL a3 s
Cole s 055 5L slp Hitp IS, bl s &S
G S ol 3 e el e Llssl 192.168. 2.128

.;ﬁdb\%@uﬂ)ﬂl}w&ﬁOK
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[Ey SSL VPN Wizard NS
SSL VPN Wizard Clientless Connections Only - Bookmark List (Step 5 of 6)

Configure a list of group intranet websites that appears in the portal page as links that
1 Bookmark List: |URL_dientless -

\

m SSL VPN SeWice

<l |y Bookmark sl 1 A
25 S SUS Next (55 5 5 oS
SIS Finish S35 5 (B dmy dmio

(& S5LVPN Service x Jf)jf d-j,‘;b )‘ 3 v\:’,jﬁz PC1 3)‘) )ls S LS‘J"

S 1t 5 sl

https://192.168.2.128

@ Login

Please enter your username and password

ROUP.  [ClemiesURLw]

USERNAVE:
PASSWORD:
-

2 e
2 192.1683.100
m SSL VPN seWice

\;h ) [t~ | Browse | User:admin ||
() Home = | web Bookmarks

&l Wweb Server

Q 'eb Applications —r
J Web Appl atl\ \

o | Browse Networks =»
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1) GUI Text and Messages
) Customized Installer Transfor
1) Localized Installer Transforms

Syp Address Assignment
@ Assignment Policy
=

<
&) Device Setup

et

| Remote Access VPN

@ Site-to-Site VPN

@ Device Management

S5L access must be enabled It you allow AnyCennect dlient to be launched from a browser (Web Launch) .

S5L Access
Interface
Allow Access
loutside
inside O

IPsec (IKEv2) Access

Enable DTLS Allow Access
]

Enable Client Services

Anyconnect sl oa S

Port Set]

Cole S 55 s 1, VPN

Login Page Setting

Bypass interface access lists for inbound VPN sessions

Access lists from group policy and user policy always apply to the traffic.

3l Ll S edaline JIs 50

[] Shutdown portal login page.

(Connection Profiles

Allow user to select connection profile on the login page. @

» 5 2 ¢ Remote Access VPN

4 Add [ Edit| []] Delete| | Find:

%) []Match Case

Connection profile (funnel group) specifies haw user is authenticated and other parameters. You can canfigure the mapping from certificate:

AnyConnect Connection (g9,

Name
DefaltRAGroup
DefaUtWEBVPNGroup

SS5L Enabled

—*HDD
—*HHH

IPsec Enabled

e 5l aeS KIS Profiles

sl &8 ka5 55 40 Profile Olea

Js K5 ale |y ws g0 03 S

[] Let group LRL take precedence if group URL and certificate map match different connection profiles. Otherise, the connection profile t

Apply .L;S

\__h) Home

Q ‘Web Applications

:’fy Browse Networks

@ AnyConnect

SSL \m Service

@ [hitp:r ]

= [ AnyConnect
= <
- f&, Start AnyConnect
-
-»
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S 93 49Y 33 Casiol Slons! — i Jud

SCM\&QL?-)WJ{JNASN'SL;)LM:Q&,i(ajsq‘yﬁbdyw\Lgu&jjt\jj\m.ab;‘-@uj&qd\ﬁ
Sd G0, 8 o S i Ll 5 e eSS (S sl Of S s w0 ST 5wl | e zis Olexles
.,\MSJ)“jLA.J:

S a sdalie 555 1 OF e a5 sy ol SSUS Slegbge 4 il 3
Spanning Tree Protocol G 5 3l Cbla> ),y @
Root Gurd (¢34 o5 sy @

Port Security w9 s 5 Jelos @

DHCP s 5 j )3 Coiwal 3ol @

Spoofing MAC Addresses o) » 5 Jd>=5
DHCP Snooping o« » 5 J,,L>u .

IP source guard o« » 3 J._L;u .
Dynamic Arp Inspection .. » s J,.bu °
(IDS) ol (5H555 (o p 5 b5 0

Private VLAN v 2 5 oo @
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Spanning Tree Protocol J&ig ¢ il cdbli> w9

son or UL Sl SO0 cnl 5l clables la 5y 5 a3l e STP IS 5 a0 A i ol
S

(Spanning Tree Protocol) STP

el DCE 3 (god3lee &S 15 5 sl 0 3,16kl 802.1D (gl b IEEE Olojls Jawe 55 STP IS5

ShutDown |, aLsl sla interface I s 3,8 o 5l 3 Loop 5 aSs By oS Sl ool S5, ol LIS
J.AJL;O eS| CJLﬂ)J} JLM:)\ 60)17-\ ujk &ii @ ja.:uj J..sg;a

Rl L8 a8 S e eslanal )18 51 (gl STA (Spanning Tree Algorithm) TU & L;o.:i)jf)l Sk 3 IS, o

)JLOOPS‘) &LﬂL?-‘)oJ‘)jTJJQ})J&Q)ﬂ@b@)&bﬁé@‘ CJ‘)‘}J w‘@v.li)jﬁ\

LSﬂgj.le-éb_gSTPﬁjﬁj&‘oﬁwvﬁqﬂjbb@jy\‘ cﬂjdﬁjb..k;s&)l.@cwﬁ:l?q“o]
] GJ; CJL} 03 )‘ b LA&ALJ )\Q.iicLoop )‘

SW2

STA w’i@‘)’ﬂ' G;)w 603%
ST fros L w8 orloh e

:Bridge ID

il 5o 95 BridgrId (gedas |25 gl 5 des asls LB S S

T 03 A 255 s Mac 5! (Mac Address o
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STP S50 45 s 03 1458 4 55 3 Gamin S0 0 355 00 40 S 55 (pl o Bridge ID oy

S 35l 1y 3 st Privileged Je 53 (s 5 jascie | 0T licgr L o) Sl 0l | | Ol S

Switch# show spanning-tree
VLANOO0O1

Spanning tree enabled protocol ieee
Root ID Priority 32769

Address 0001.C9A6.90A3

Cost 19

(Port 1(FastEthernet0/1

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

(Bridge ID Priority 32769 (priority 32768 sys-id-ext 1

Address 0090.0C6C.EE69
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 20

Interface Role Sts Cost  Prio.Nbr Type

Fa0/1 Root FWD 19 128.1 P2p
Fa0/2 Altn BLK 19 128.2 P2p
Fa0/3 Desg FWD 19 128.3 P2p

.x\oMW@)sf}gﬁjg;\JM o

:‘Root Bridge

5 Nisd o aslis ool lagd s lise (slaBridge ID elad root Bridge Oy 4 gl s & ol ¢l

.3 35 g ol Root Bridge Olss 4 g g Olos ‘;ﬁjg_g,?.jsé_gﬁigﬁ
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:BPDU

:Root Port

33 e ozl OF 5 b 5l 5 5,05 Root Bridge L s L1 oS Sl S5

:Designated port

Aas e rl?;,\ Ly Sledbl il s 5 eyl LIS 5558 o ol Forwarding Ol e 4 a5 Col T S

‘NonDesignated port

555 o shutdown &y 5 cplloop 5l s .S s> (gl

S 5315 OTBPDU b 5l cday 5 AS oo aelses | 5 4= Bridge ID g A STA i, S0 s IS 3
EL O1SSs 5l xeS 53 - Bridge ID ST S oo anslio Loz s So3 L1, 555 Bridge ID dry (S o s
55 4 BPDU r.i).é;.,JLB);\)QT.,\;S\.,\ﬁb:jﬁ-)'\JLmSuﬁiJf\La\‘ﬁyt};&ijb\JJ?BridgelD
g on AT 48 LT s 4 Bridge ID o xS Bridge ID caslie 3l day IS 51 53 b S o pdlel Lozt pon
a0 Cand s Ol 4 Lo s QIS opl 31 e 3 58 e Ll Root Bridge Ol e 4 Bridge Id - S L

2,05 13 by a3 Sk e &S Sl
Macdsﬁj&gﬁd&@SwitchA‘,\14549.-)3J&ipﬁ\.wbsﬁj‘ﬁl{&|f¢w‘®k§w£}i&)>
= w of s 95 A 5 Cewl odd Ol Root bridge Ol s 4 CLAE;V G4y 4 s Address
o=l Root Port Ol gie 4 Liea Late A T 4 aSC B 6u@s,,, sl g . Cowl 48, Forwarding
Gl o 5 e 4 5 Lleds Ol Forwarding &g Olge 44 C 5B Lgl.a@jy G oy g Lol
«3 ; Nondesignated <l & E i s sla 5 51 (S loop S8 gl Lsd o bl e,

ol 03 90 (6 eS L sl 5 i cost é‘J‘JﬁJQ)ﬁW@Q)ﬁ ol adl &S sl el Block
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MAC = 0000.8¢00.1201
. 4 Root bridge

Switch A All ports designated

(forwarding)

MAC = 0000.8c00.8955
Root port

MAC = 0000.8c00.1202
Root port

Switch C
Switch B
designated designaf[ed
(forwarding) (forwarding)

MAC = 0000.8c00.9870
Root port

.~ 4 Switch E

MAC = 0000.8¢00.2101

Root port nondesignated

designated (blocking)
(forwarding)

Switch D

A el 1) Sl S e st e S S 3 5 e Gl 15 STA (2, SIS e ST e

S ey 25 DGR D aged e -

w;wgbﬁ@él;u@yﬁsgBPDU V,_U_éc,pu“\jsjp'-BridgelD @jyjbcc\l:-}ao.i‘)b -Y
335 o asiw Root Bridge O3l 3 g ezl Bridgr ID

Designated Ol s 4 Root Bridge T w Jate slas; g aS 5 45 Ol Designated Port L -y
S B T 33 O 03 AR rl?n.s‘ L ol csl s 5 Jla,l IS 5 L sd o ol Port
.3 3 o o Designated Port Ol ge 4 Sl atils | cost o 2S4S

Sl S b s 3l S s bl 100p 45 Cand OF 55 ol age st 0 a5 a0 ol 55 =Y
S1 355 s Block 5 sl NonDesignated Port &y 5 Ol s a0 el axils jzis Cost 5 2eS Ll

el 38 55 Bridge ID O] las i S cost 5 LL slgy HsSU 9> a asils

L;,,@?6\ﬁuwt>uéuu:wm\);c,\?;;yibthsu:,,,jﬁ;w)ﬁbsww}ﬂt@;ﬁ\@u
izl U sl 3 S
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BPDU Guard (w4 ¢

0 Joats bages e 51 S0 58 4 s pir 5 M3l gl g X gLl S 0K B s 1) SE S
S8 Trunk auﬁupoupﬁsggy@@yﬁys&u%ﬁf;ﬁ S s ]
odalin ) gl g aw p3 IS 5o K S o 53 Access Sl s oS wile s glael&aus 5 5l
el o s s,ls bl sw2 g b Sl ol st ROOE £l g Ol oo 4y 45 SWL o s (S 0
SIS il Vsl 5 5505 15 Access Sl 53 SW2 i s 503 Sy s el 45l 3 Trunk Il
Ll g5 oo LS Jhate D nl ) m Sarlee S ST s g fate O s b Sl day s e

S sl Pl S s

Root Bridge\Switch

= 4

sw1
s DP

<5,

RP

RP = Root Port
DP = Designated Port

Switch(config)#int G1/0/1
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 1
Switch(config-if)#spanning-tree portfast
Switch(config-if)#spanning-tree bpduguard enable

JLe s BPDU (o 5 a5 350 Juaie g0 O 0 e s aopilior ST 085005550 Sy 03 5 g ol 8l b

L M‘j}' ulyb-;b-by o BPDU Guard >4 Jl;wl.:e.ks

.J&SA;-)SJ)}AO{‘)JLSJ@JUA@J&Q{E-MLS‘J{JZ@CF).AO_;\&LL‘LS\J{
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Fa0/1 Falj1
- e _f
'295[1“'" zos0fzaTT
Sw1-Rof Fa0f2 h sz

‘)PC}J}@ijjﬂj)Jg)b

4sls|l  PacketTracer )\j_é\p.; @

Coaond BE) S SW1 @;j}.w (VJ“JJS

i Fal|2
Fai l L el o u”“"*‘ g_ii Lgo)l.a..j:
D/ !Falil,l'l
_,L i FaEIl . oﬁwﬁjﬁjbéﬁa\gﬁy;ﬂj&
PC-PT
PCO d -_'/.. Lﬁk:ﬁd"% G‘Jﬂbu@;‘}w}cw‘
2960-24TT PC.PT '
S PC1

Jaze Ol a4 o e 05

J8 s oS Jlasl G oslod g 3 o3y S35 15 BPDU GUArd sl y5t o ol sl (51 5 clos
s B 5 aas )3 BPDU Guard - s |y e s L;u%ﬁww\,zwsﬁswumgwwou

S e ) a8 ol g e Jeate ol s 4 S e s
Switch(config)#interface range fastEthernet 0/2-24

jbéo)w@jyo\_gctSFBO/l Q)ﬁgquiﬁ&&g.éajw@jjdﬂ&&@)ﬁ rLoSJJ\_g yl—!)‘}:ﬁﬂJL’

Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vian 1

X ,S o 5,8 Access DIl s g s Som s pl L

Switch(config-if-range)#spanning-tree bpduguard enable
Lo M\jﬁ-de}BPDUGuard Gl dbs e v an LKoo ke T O LU,V g ol I L

b op axlge 5 by

Switch(config-if-range)#%SPANTREE-2-BLOCK_BPDUGUARD: Received BPDU on port
FastEthernet0/2 with BPDU Guard enabled. Disabling port.

%PM-4-ERR_DISABLE: bpduguard error detected on 0/2, putting 0/2 in err-disable state
%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively down
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed state to down

Jé bl 4 aS A 2l ;5 BPDU (o 5 FastEthernet0/2 o5y 51 S A o)Ll ¢ 5550 (0l 4 N el o

sl 0l u-;j"’l"jla-’bjj‘ Q)ﬁBPDUGuard BB S QJ}.}
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G.Lﬁuf.d I P9 J&J DL 45)))441.«&

Fa0y'1 Fal/1
Faojs g T T
SW?-QP?‘iFaDIZ h 29?50 224TT Sooled C” 02 Fa0/2 —ox ‘.)\3;5@

Falj2
Fad | I s 1 Ll s ol el 2 sl S
rFaD,l'l
4 Fal el 03
PC—P} ; | [Ij [SEPWOR) -] Js
PCO o o/ =
2960-24TT il
W3 FE:'TT

O 3,05 a8 ol OF ol cp sty (S pdsy 1 0 & il 3L S 00 el Sl sl S|
eled Gl p Jgems s, S L ol a5 S eslanad No Shutdown 5 Shutdown &l gias 5 5 s sl oy s
038 Ll ax by O b anill 513 a5, s 3 STl sl aSd Ol e
S eslanal 3 gmws 1Ll ) AsS eslinal Recovery Je 5l L Kl > (6l

Switch(config)#errdisable recovery cause bpduguard
53d 0 Jad BPDU s g, (5l 5 Recovery e YU oias L

Switch(config)#terrdisable recovery interval 180

el ol s § Ja3 3 4B VALY oy O b, Oled s ool o

STPJﬁjﬁjﬁdu\&igjbuﬁb@jyxbjddojb\d)x.d‘ﬁé.\,iw\)ﬁd|4>ﬁtﬁm
LS s |

Root Guard (w3 9 Jukd

or) sl Root Guard | eslixad STP ST 51 ladlos Sy S 3 4 e Gl S, S0s 5l S
@\)Cfpij,ow|u|>\J>¢.\.’;Sc,.§la_'eRoot Gi;y&\j;ﬁ@é.u}w ojb—\u@yé@@Root Ol e

(=S o Mo sk
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1)
5_ Fanj3

A7 Ea Az TSN

fe
/' Fadil FaO/1
3 P i

-~ ~_F
O g oS
2980-241T [
...il—.—l—.l
’II::aD,I'2
/! 2960~
/7 il FaO[Z

alf1

2960-2!1 Fadfz

Switcha s,

AY
\\{ann

SRl 55 g ek S el o
@ 4> Lol ols a8l Packet Tracer
4okl S goled e WSSl
S 5 shilaa 55 45 il Root Bridge O so
ROOt i g o35 o L3 Ol kel ess
sl Priority  (goyled 55 b 3l Brige

-

gwitchfishow spa

Hello Time Z sec Max Age Z0 sec

gwitchfshow spanning-tree —
VLANOOOL
Spanning tree enabled protocel ieee
Root ID Priority 32769
hddress DOD0.BCSA.B425
This bridge is the root
Hello Time 2 sec Max Age 20 sec Forward Delay 15
sec
Bridge ID Priority 32763 (priority 32768 sys-id-ext L}
hddress 00DD.BCSA_B4Z5

Forward Delay 15

Ahging Time 20

Dole Sts Cost

Interface Prio.Mbr Type

Fal/l Desg FUD 19 lzz.1 Pip
Fal/Z Desg FUD 19 lzz.2 Pip
Fal/3 Desg FUD 19 lza.3 Pip
Switchi L
Chrl+F6 to exit CLI Focus Copy Paste
[ 1op
¥ awitchl — O *
Fhysical Config [y Attributes
105 Comnmand Line Inkerface
Switch# A
Switchfshow span
Switch#show spanning-tree
VLANOOOL
Spanning tree ensbled protocol ieee
Poot ID Priority BETEQ
Address 00DO.BCESA.B4E2E
Cost 13
Fort liFastEthernet0s1) =
Hello Time & sec Max Age Z0 sec Forward Delay LE
sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 00D0.0300.67E2
Hello Time 2 sec Max hge 20 sec Forward Delay LS
=ec
Aging Time 20
Interface Dole Sts Cost Prio.Nbr Type
Fal/z Desg LEN 13 1zs.2 PZp
Fal/1 Doot FUD 13 1z2.1 Pip
it chi R
Crl4F6 bo exit CLI focus Copy Paste

2960-24TT 2960-24TT
Switchd Switche
2960-24TT .
Swiitchs R
B Switchd - O X “ . 1 . . . P
Fhysical  Config  CLI  Abtributes
105 Command Line Interface ShOW )‘}:AAJ ).‘ 4.3 Li O.)\.A: ul}':ﬁ‘ ROOt O\‘};; “.f k.gi
TS I s N

sooled Jsl Caand s ‘r'“su‘ oslaiwl spanning-tree
5 Sl 0ld esle RoOE &> MAC uﬂ).ﬂ 9 Priority
ubpb‘éﬁjjﬁuww&w‘}b L5°)L""'2C"M"';)>

Ly Ll oJJS ey Jf‘ PGSO I W uA};.Z.A V.B‘JJS

35 Geoled i 3 15 show spanning-tree ) sz S
¢w|aﬁuaiz~iﬂjﬁ})‘}§.i&)}~p4{@%ﬁcwb)b

o3l MAC L Root e Jsl cend
Ly s sl cpl 45 Gl ol a5 00D0.BC5A.BA2S
V.h Port DLEN) ML’LS'G ;i.: LSOJLQ.:: @jy 4
OleMbl das o OLES oS Coul el anis 4 FastEthernet0/1
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&ﬁ‘ Jl?- GC,.-.A‘ ol ub&‘)b}-uw|)bR00t Q‘j&‘b&iéa‘)w Gi;}w J{‘JJSOMuJéS‘)}JQJM

JJSM‘)} Jj..SRoot Q‘j&‘\.ﬁb V.P-L@A @5}«\! u@:yMcMJM’@jMJJ ‘) J?PrlOrlty v}-L@.A

au\pcw\ﬁgﬁ@s}wowscmau\u@@&k@:y@%;s@jsﬁ,-t}@@;\

Al SU st [l il o ol 45 ol 03 185 A s 43 ROOE w3l 2y O

-~ I
-7 \._. -
FuitchEshev Fpanning-TEes — -
VLANOOOL d
Spanning tree snabled protocel isee 2%0_241-1— 2960_2 T
o L fooichi ot izt
This h!’lc“l iF CThé rogc ,
Hello Time 2 sec Max Age 20 sec Forvard Delay 15 2960024TT \
swe f Swiikchz
Exidge IT Prioricy 763 prioei T6E sys-id-exs 1} !’ \
Hells Time Tac MWas Lge o0 #ec Forvard Delay 15 q ==
- hging Time 20 2960-24 Q60-24TT
Swiitche ‘\ /‘QSwitchs
Interface Role StE Cost Pric.Mbr Type ’/
vaors basg D 13 1260 bep i
Fal/3 Desg FVD 19 128.3  BIp P
Fads2 Dasg FUD 19 128.2  PIp //
g
2960-24TT
Switcha
. . Z
» Bl e Y oL
." Swichil \ JLQ.:}‘ LY &LACJJ}..{ BE) v.;.)‘};da
- I
¢ \ .
= * o : 4 Gk O Sl exles Boajls g 2l
29h0-241T 2960-2 T
Jowitchl d Swikchi % :.A:',.S 3)‘} b )T’.J g XS o ASM,: W

/
/
s

-
2960-24;

Switchd

\,

2960 2 T
Sl

rd
-

2960-24TT
Swikchd

N

€ ~oc0-241T

spanning-tree guard root

22 Al Hses pl ASL alls 4 g

Jate O35m4 aS a5 5,50 Port |=1s

Swikché
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re

4 #
J
29f0-24TT
J Switchl

/
/

L4
7

2960-24 :.

Swikchd

//

~

y 'ggﬁ 24 :.

swikchl

' \\
| ~
[ S
1 2960-298T
Switch3 %

2060024TT

Swikchz \\
i \
- _ #£960-24TT

Switché
2960 24TT ,/
SwilchS ”
| re
Ve
| s
1 ~
Y I f/

N

2960-24TT

Switchd

S S e odalls &S shailes
C”ﬁ”“ 4w 4> spanning-tree guard root
ol S 0l OF a5 A | >
Sy a8 3 SO 53 xS Piority L oaS
5 4SSO S B ae RoOt Ol pe 4
ol e Olea Root o oL 9>

BPDU Guard g Root Guard (g sw 99 o (sl gla

@ 3G S Js (Lledd sleul Gua S (gl 55 a5 LN ¢ b ol osld Root 5 BPDU s 5 e
oo Lo a1 g o Gl i o lgn G S 355 oo lad (SLo3 BPDU s 5 v oS oSS 505 50

e 5558 e Eselt Oy OF S e JLe, BPDU R Sdes @ b s O U opl 5l a4 S

3l b S Jles of gl 1 errdisable s 4l b 5 LS 1, 1) Sog O fws &y g0 40 LL 4SS

B sy S Ol yasde Ol Sl

ST S cdas s OLES 5 3 L5“';;5\).);..(;Prioritij.:e:):dx.w(..q-L@.»«SJ',LA)'L’;RootGuard o9 Ll

Al el SO e QT‘.,\;SJCQASRoot @jyj.,\SJmAJPriority

QTQ\)»‘-)'\L’JJ.:;Sosl.é.;w\QLANU.EA{w}ﬁyﬁ)‘\&g);u@jy%w\@ﬁ‘ﬁ):
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LLDP g CDP JSGg 9 (o 9

Olea b CDP (il foato guism b 55y S & 45 o el cud il sl IS, 5s ol
L LLDP 5 515 b8 &S 1o ol gaol&aws 3 ks 5034 s &S ;& aises Cisco Discovery Protocol
Kos glaolKans s B 5 S 33 o &S Sl psee U5, S Link Layer Discovery Protocol Oles
2)ls s 0,8

Sl e 1 0 ol S s 15 CDP JSS 5y ol sy CCNAR&S LS 51 o8 Jlie G L il

N

%%‘b“‘?&%&&hi@yh*j* c\ LSLQG;’)MQSNS&DJW‘@:)Mi)‘JtAw‘)J

V’l‘sd" eslazal 5 Hsmws 316 cpl gl ol fhaze SWA T & PECRES u.il.mlf:..m

S S5l ) 3 st cPriviIegedJ,aﬁij*iiGi;y 35

SWdat#show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone,
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D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce  Holdtme Capability Platform Port ID

Swil Eth 0/0 128 RSI Linux Uni Eth 0/0
Sw2 Eth 0/1 128 RSI Linux Uni Eth 0/1
Sw3 Eth 0/2 129 RSI Linux Uni Eth 0/0

B T RO = Lgu@;y Cwd show cdp neighbors ) siws (g1, L AiS o odaline a5 5 5b0les

ol Gled ab g e Sz s sla S35 L

S Gl e 5 gl g a0 (92505 Do ol fg el osled (g Gooled b gis nl

Ans e Ghiled 1 A gLl | 3o 4 Jeate SlaelSins g s 12S Jsb

oS o o3litul 3 stes Sl oS My s 0l it glaolSans 550 3 i Sl 4SSl 6l
SW4# show cdp neighbors detail

el 5 A8 o Jlyl 5w Jeate slaelSaws 1) bgs e oMbl LSS il 8 COP IS

S o0 2 (3 S (B me S (Jader 53 S e 3L L ply cnl oS

Lol bl s w0 0sls 250 worles aS ol pl 5,15 (CDP, LLDP) IS5 5 5 53 cpl 48 JSCEn 51 (G

S Ty s ot Dbl 4 Wl e

f U0 onl € S e sdalie 15 3 1 OF 4 45 S 305 1 Show lldp ) sies 5 s gl s 305

S Js e 1y o usls s nolldprun sxes b sy Jus oo S|y ol b o 5 3t &) s

SW4#show lldp

/LLDP is not enabled
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S eolinad 5 ) gies 5l A5l e oa CDP IS5, 055 Jé e sl
SW4(config)#no cdp run
Show )jkﬂévg\{o@\ﬁ|&}>'-4;.)):..»:?4“}5&ﬂ&i\Ls\ﬁj.uMbﬁ-de}CDPYl{));wsl{

AS |1 cedp

SW4(config)#tdo sh cdp

/.CDP is not enabled
S eslanal 3 Ol s 5L LS Jled L8 asiis Interface ;3 Lads |5 CDP 4ol (6l id sl 4SS

SW4(config)#interface ethernet 0/0

SW4(config-if)#tno cdp enable

LI gk Olye & Olaxrlee sl 1y Sl Wlg o 5 &S o Joe ¥ &Y 55 CDP L S
Sl Bl 5 o ol 68 4S8 Iyl (K3 35050 51P 5VLAN sl LS e SIPle 5 5 ol P S slaass

ML’ oS Q‘JKJ
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DHCP i g gw 49 wuo! Sl
o e 9 g U'L\ .LJ:LL;G DHCP U9 calises 6\.&4.(..«3 BE ol enlarul B R u-lf«-’fJ\Sﬂ )\é
Yoo sféwdwszﬁi%SMzwlp o3l 4 s s e ge gla SIS e W Ly s
o] L;SM&@;,\;IP)MLA;WLS&&%6¢M~grﬂj§> Al anils §gls
)‘}g&;ﬁlﬂj‘@)ﬁ@lp c,.éb»).:qu-ﬁbl.aJJWlSj,\.:'SdeLa\”ﬂéwbDHCP Bt

.MM‘}}oJ‘Jd@JoMUMé))JIP s 5 pelS (gaen 4 s

@ w\sw}w.:&,ZGbgwjﬂd\&}j\&\psﬁyéujﬂ
=N U oasls T dile S glaslKiis 4 5L el sl Sl Al
B) = B '
\ 7

;;;wmhzsggw,%@mcp 5 Sas

(DHCP Discovery) slizsS| v
(DHCP Offer) slgliy v
(DHCP Request) Cwsl 3,5 v/

(DHCP Acknowledgement) 3das v

"L’j":"v" a=L.% DORA Q\y&b@ﬁk}-d)}ﬁ@d}-ﬁﬂ.@a— U'i‘

Discover
=
Offer ]
/=
Request
DHCP Client DHCP Server

Acknowlegment
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(DHCP 3L:zS'|) DHCP Discovery

355 4SS p) 3 by ol b w plBl s o 5e DHCP (gl s e gLl gl (2005) oS s
& |y DHCP (glosls atuy Llgn oS S 6o S 48 w0 1) Jowe Ol e Jl 55 o a0 (sl e .S s
US55 b esls ans sl Gl pge cpl i i l3 2y Soline aSE 5 55 oS S0 DHCP g S
5 b e 4K 5 Jlel jaseis eysl L 255.255.255.255 o Jle | dais yeysl 45 355 o UDP
e S dads ol g2 3 1y 355 o axtlid e pdl 1P o 2T Wl e pwizees DHCP (05 1S o 5 o)
sl 5253 48 el S 55w 5 AL o itme 3T IP oy po ol 55 AL feae a4 Olizeans oS
o S5 AL e w0 G Olge w45 2500 pl St ol pl oDy gl 3 sl
IP sl 3555 (Slps B S o e 15 008 s 5 2 03 1 Gb Sl sine o 0 G Ol

A8 Jes Ll

(DHCP s\giy) DHCP Offer

LS‘)" b uw).}TlP &icv\.‘sté C_ﬁéLiJJ (JJ)[S) o.)\.':}:f U'M'i-ﬁfﬂ)‘ b QM“}}JD&T{DHCPJ);\A&.LASJLAJ
o3 s3I MAC bl el ol At 3 e IS (gl DHCP Offer ol L 15 OF 5 S o 5535 0 1S et s
(lease Duration) IP 2255 Ol P Subnet Mask ¢ 5, w3 (s3lginy LSA.UJTIP ol ((Kans Kb

ol 051 “) )M ASMbdd S5 qu).ﬂlp‘)

(DHCP sl g5 ;3) DHCP Request

S ke laslgiig Kl e )8 G S o el et Al e 4 Sl S L ek S s
bl S r\JS sy &S Lspd o éb.a a5 . «(identification option) urL,,? Osliw 3 5 Sl gy
OXan 4SS glaslgin ol S o sl s | ely (nl o3 DHCP (glay s 45 olSia cnlods

.Mb&)‘}w}m&)béulp @jwjb‘_)Lﬁdi)&é&w)bc.&ﬁbo)uff)[s@w‘
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(DHCP 3 Aai) DHCP Acknowledgement

Al oo SLL 5B g Sy ol e S o 3L 53 1) DHEP ol 555 ply DHCP 5w 45 5808
2eads Ol Jold (glates o3l ol A3 o 50 S 4y (DHCP Pack) (slosls aty G dsliw b Juls 5028
rl 03 Sk Al 05 sl 55 55 0 S g e oS elen g San &S 5y S DD S 8 L IP

Ceslodd LS IP gy Sy gl 3 ad> 1
Coas 33 37V g 05l 3l odias s g s Cnw 53 5 L 55 o o= UDP L;ur\;@;,;DHCPL;WL;ﬁ
IP,BOOTP, |sls S o SISDHCP L bLsyl 53 a8 sla IS5, a8 o oslinad WA oy g 50 S a5 e

.)w::bdo UDP, TCP, RARP

DHCP JSG g 9 (ool NS0
Sl e S oo 03 55 orl Sl ol Broadcast pli, G DHCP Discovery pliy A i oS hilen
ool S el 553 s & e o go 4 L s e OF 1 IS 8 sl 3 e 4SS 53 DHCP 5 o
aalsl 1y Slhes (g5 OF b ol o3l 3 1) DHCP Discovery pliy o ot o=l )3 clins oo
B DHEP 5,0 G 4S Sose 53 55 ol 51 3L edewy 52w 4 5353 Of DHCP Offer pliy S das 0
G Earh 5t Ol 4 DHCP Discovery w5t ;s AL azils 34> 5 4% ;3 Rogue DHCP Olasl 4 b

.J\;Su,o DHCP s 9 jw J,,.\f O3l aalsl

e )‘ ol JL@.«..;.::. DHCP Offer cl}t_ﬁ. )‘ ‘)-’Jﬁ) ‘LSJ'L' BEE Caen )‘ ol JL@,«.&.:{' DHCP Offer 45 L}")M )J

blP UWDHCP )j‘fw&'ij‘ w‘ °>ﬁ oJ;'P CA.M:‘)})J \JZJ\J)‘\SM@MJJDHCP &lJ\Jjﬂ

C,.M:‘ OJJS CA."BLL)J

M«Sﬁﬂﬁjﬁﬁ\)dﬂbulcﬁfsl?g\\)dl_(di.osjp'-éa‘g}-n\.gL;:lﬁ)_;ﬂw)'\ch,.éLus
dbj\é@ﬁ‘j@@‘ﬂ?’ﬁ.J;SJL?Q‘MJ\{JMQ‘J{)SQMB}'&AS|PGb)bbé‘ﬁcﬁﬁcw

Ll e a0 g sle
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sl 4l D) 83 S sl
Soze 53 e ssba a5 el Sl s |y oladl ) G S 503 S i 4D s e g8l o
6&.\2‘).:)[.3\%“\-\/\\' cs))‘ IP &omwcw‘24 6&"‘;‘2'.")[" YedvNeon LAMCU"S
3 s 4l b bl (603 OISl ol s pl el 03051 3525 40 b cdas o OF & 26

.:ﬁwL}MQIQQJJSJlSj 3,1

default gateway olela ;5 ,ois

w‘muljjw‘Jbouqu;:)LSojmJ{.Tdnummwsjduwaf‘ﬂéiww\
Shrs al> o 53 das e 4l 3 Default Gateway Ol sie a1y (5355 P )8 a0l slgin 1Py oS sl 45
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LS oslatal 32 S6B o Olaal glialy 5 i s, g0 Oledbl 5l 5 S eile
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Coale 3500 slad 4 SMam 31 azus O_l‘w).)wtj.; pASU s Ol o1y 05 8 da S,y ol
JJ?"%‘ cdﬁLa:aJ ‘uSLed?,ULZWebsite &Wd)‘ ‘da-)ﬂjb oS a5 ] O g2 w‘@‘\.l&.?‘

Coluss IP (. 5 bank.com Gmail.com Jas) )8 i 5550 Cules 2315 1P Ol S 5 slr & &S &y 50
sy oo 0 S e Cs 4 8 ST el slad sl 53 s o JEl S a5
DHCP s g pos 3 55 51 i ahom 0liasl 5590 K00 39,

ol 5 P ss e 33 A Olejen (A S gy p B8 S oo |3 a0 5 4 labe Lo 03
4 e g DHCP Offer plig Odew 5 L 0oy Jo55 0 4 b I 0l 3 0y Sl S s
ol oS e s 31 LT a5 oo (SNIFF) oo gl oS alem o 55 ol O 58 O Sledbl (Ol 5,8
Soge 34 Sl pl ey 93,15 3 g 5 st oo sNIfF (g y o ol LT Sl g 05 SO b
QJJJLSLAM@LQSQJL; PO 9w s 3B aS 3 8 |3 ale= 5550 (Gl S 4 DHCP Lol 5 0 S
.QJ\;:)}J}S@JO@&\)M
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S8 b a8 (s, 5 4d e 03laiwl DHCP s g e oISl IS 51 (6l s Flooding ol i, 5l s el
4 old A5 (sla MAC Address L Il 5o DHCP Discovery (slacoul st js Osliw 3 L oS da> a5 ol
DHCP (ssle )8 G oS ol Y= uS o Jt | DHCP 5 e lalP osls oL slas &)y se0
|, DHCP Offer fl&g P il 3950 |5 4y Lol DHCP 5, qu".s LS Broadcast |, Discovery

.JM)L;aﬁJlSCMJ@eJJJSMJ&»‘}S o Lg‘}‘Jd‘a\)DHCP wjngLM)\ u\?w).&»ﬁw
DHCP BED Q)L‘»? ﬁ‘ﬁ BL) Cué e"?r.;

o 233 (sla ol iy 4 S g ks il DHCP 5w 4 dha (g0 95 L oS aha s 5l &S Il
.3 3 g 03Liul DHCP Snooping 5 Port-security %5, 35 31 sk pdy .ol

Spoofing MAC Addresses (ow y 3 g Jukxd

w;#):uﬂj->1&{.°&M3ﬁ6‘ijL&>ﬁMMuﬂ)>T&MACw)JT—)\:J‘JLfSJ‘}EJM

JJSV.?A‘)}w)):bk);:‘j)w\ﬂ))bd.sw"vlacw))TQJJSJA}M)‘LSJK&)CJJQMM‘F

CAM Table for SW1

Port MAGC Addresses 9 P90 Ji.; BE
GigD/i | AAAA.AAAA.AAAA
Gigo/2 | DDDD.DDDD.DDDD LS o edalin | (o
Gigo/3 | BBBB.BBBB.BBBB

Data Flow > }..,a,,a“ @5 B 4 45

Gig0/1 =~ 4 Gig0/2
— ~
=/ o i 7 MAC o3l 5 Ll
PC1 PC2
MAC: AAAA AAAA AAAA MAG: DDDD.DDDD.DDDD . 5
S g dodr o
° sl 0
Attacker's PC

MAC: BEBB.BBEB.BEBBB
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S o e S wﬁT Loy Frame K Jle,l L " Attacker’s Pc (e 2 JE s

Jsdor s pasetio Oloj 53 aa g g bS o pMlel el g 4 | Sl PC2 45 b 32 1o 45 DDDD.DDDD.DDDD

CAM Table for SW1

Port MAC Addresses
Gig0/1 | AAAAAAAAAAAA

Gigd/2 | DDDD.DDDD.DDDD
Gig0/3 | BBBB.BBBB.BBBB
D Gig0H _=====4 Gig0/2 I l
m— : e
PC1 Frame with Source Gig0/3 PC2
MAC: AAAA. AAAA.AAAA Address of MAC: DDDD.DDDD.DDDD
DDDD.DDDD.DDDD

Attacker's PC
MAC: BEBB.BBEB.BBEB

5 AS o kil 1 s
S S5 8l
PC2 w43 O 31 3
Coan 4 A oo JLu)
JL. | Attacker’s s
o b b ssde
dal gl 4 Sledlbl

Ll

ASGIgO/Z Q)ﬁ)'> MAC U""‘)JT G‘;‘}w J}JQ-)J J)‘w).} c.l.:..sg;c OML:L&J.LJ'JQJJ‘&S)}EM

MAC uﬂ)JT‘jb «l,l> Gigd/3 &, 5 £33 oo )3 Ol gl 4 5 ol ol S 25 el e PC2 4.33’\?5

J:ji)bk.i;ﬁ‘; wada)ww).ﬁjw‘ PCZ‘UL)JJAL;L!}-MAC w)JTL@T)‘é‘dSw‘

35 V.:A\jﬁ- sbwl Cul &= >~ o> PortSecurity Sleslaial bty Caand o el dal = JL )| V}Lé"

CAM Table for SW1
Port MAC Addresses
GigD/1 | AAAA.AAAA AAAA
Gig0/2 <@
Gig0/3 |BBBB.BBBB.BBBB
DDDD.DDDD.DDDD (2 ]
' Gigd/1 ==~ 4 Gig0/2 '
— > p—
PC1 . Data Flow pC2

\

Attacker's PC
MAC: EEEB.BEBB.BEBB

MAC: DDDD.DDDD.DDDD
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Port Security b ,&8

45‘-;“.20 ‘V-:':S 6)‘.)4‘0‘)}% LSLQ@J;‘}W LS))J” b Port SeCUrity L;Z:uﬂ‘ gjj"ﬁ) V.:.h\}?-& Coonnd w‘ B
i S 5 b sl Lo a0l (6l Ll o Wdlg 5 G 4K 01 goae oS A0S 03l _padioron 53 4505
x\jgf‘wt}usydﬁagugm)@;y@amw@&gﬂ)&ﬁhupfuw\

LS wjzws&.i@tﬁg
3 Port Security Ol e S |y iy Kol Sl 0ud sn s 31 (6,8 sl (6l S oS 5 Ll

o.:l.i:.,.J&,..,'2ou.QMJ,.n.:cLg\ﬂjb.uﬁé«V:M,:.»Q)\éﬁjg@t@ﬁ\ﬁasﬁdu\sfdu@:y

Sy phis 4o pe Ja s B 5 A5 Al el g 53 e O 4 b Sy g S

Mac: aabb.cc00.0200

PC1 EO/O So
Mac: 00-0C-29-2F-96-44 N
E0/1 EO/O

j > Router

Pc2
Mac: 00-0C-29-0E-EF-99

rpl 2 o 4SS e sdaliae [ S5 5 e G ol e 4 Client 53 a3 S esbel Lk (gl S WL IS s
jx\om&a:ﬂ@;y@cﬁg%&; )S))S.l‘ﬁb_J&iﬁcm.m{sl.?;a\chgj)bPortSecurity Sllas

el 0l 0303 IP LT lacs ;g 40 Ll 51 de

Device Port Address
PC1 EO 192.168.1.2
Router E0/O 192.168.1.1
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OF 55 CadS 5 Jay a0 by e UN)JSAJJJA“L::SoKJ (SW1)€§y4{‘bﬁfMACTable Jsd= o S|

Sy ez g s 4 PC2 a0 3Ll Port Security ) yiws (sl 2l b aslsl 55 ol s o Y- ool s &5

Pcl

Switch

T~

L33 45 <S55 5 S |11, GNS3
Router VJJJ"‘") L@-’\ Lg_j)j:‘jr.lb‘)s 3L>Li|r_§
@ &}‘J‘:‘:‘SML”‘&—MJ“ ”4{\)?{.5;(. o)
Switch fl.',b_ IK6 55 &S Y &Y o

g;-\.m.:j 44\) Gl ol ubhiﬁpRouter CL,

J\.:AJrl}u‘bﬁ.};})b&édjb)b6(PC1)%%}}})6})JJ‘)|Pm.]affﬁ')w:v\:sd.ﬁu‘

File Edit View VM Tsbs Help - | & O FCIN =

=

PCl oS 505 1P mla;:)'\ L

(57 GNS3 VM Fec1-7 (P27

Ping I, & 5,5 J55 5 Lt

[Z¥ + Control Panel » Network and Internet » Network and Sharing Center

e Sol byl Sl 5l e K

ot M e e s

Centrol Panel
B C:\Windows\system32\cmd.exe - ping 192168.1.1 -t
nap
Change adapt re\bahajaniy : P
Change advan H m;\haha;!anp . E
e C:\Users hahajani>ping 192.168.1.1 —t
[Pinging 192.168.1.1 with 32 by
Reply from 192.168.1.1: hyt ect
Reply from 192.168.1.1: byt
Reply from 192.168.1.1: byt il
Reply from 192.168.1.1: hyta=—32 tlne
nt.
o, Choose hemegroup and sharing options
Switch =ARCIN X
@ W~ R~

)JLA|J:JJ|LUJM"@3W“°@°“§&&5)
‘UJ}J?- DL, L@JTMaC w)b] c@jj..w J‘)LS Ca.w‘?).)
Show ,giws 3 555 0 o 2-3 Mac address Table (’U

slasKans Mac Lgl.auﬂ).ﬂ Lo & Mac Address-Table

MJ&&&L«J ‘J@SJMMQMM
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(S s s n Interface ! » |y Port Security 4 b g o Ol gt 53 Jsder s

R

il o gl o0 &5, g0 Interface 5 0y 5 siws pl b

Interface Fastethernet 0/0
S Access ¢ 55 4 B3y g s ol b
D2 A Doz d Al a3l a5 S sl

dynamic desirable (S5, i g s slac s VL“:

Port d‘_}.’.gs"" Q)ﬁ C}J w‘ LSJJJ'fd‘S")"’ )‘j';

3,5 Jlsd |, Security

interface (s, , Port Security O3S Jlb (gl »

3,8 eslamad g ol 5L a4

o 3l 45 AsS asete sl g e D5 pl L
cles ol 13 Sy onl Gus 2 S gl el
BV o Ll e 3de opl &5 WS asiin |, S
DAY B 2 PR Sose 4 S AL 1Y

Syls

oliiul SIS 55 yad sl Gl 5 e Sl sis )
b o3I MAC & 5l g8 ST el pm 558 o0
o dal gt 5 aelst LS5 g0 oy g S ealizad L

(sl S Gyl s ol

5 Sl Jd 55ty Oy 4 S Shutdown

.3}5 M‘j} JZ).A\;- \) )b-’ Sy o

Protect

258

CJ‘J}.A.:

Switch(config)# interface

interface_id Jsl A 6
Switch(config-if)#

switchport mode access £9° >
Switch(config-if)#

switchport port-security e W 0
Switch fig-if)#

W'I ch(config-if) ' 4.L‘>-,e
switchport port-security

maximum value (JLG-?
Switch(config-if)#

switchport port-security 4.1>J.a
violation {restrict | Protect .

=

| shutdown}
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S A e e Gosll plaat & S ) o
DBl eld i e 3 Ll Mac sl

Restrict

,;u\,us&wgg,p;&u@ﬁ,w;w\

O > Show Port-Security giws 31 fed

UL YPRSWELND Ol e sLads Violation

cL:.&\ LgLA‘\.:M,\.’ CJ.’ e 3

Mac Address gws &) g0 40 Al 85 o0 5 92ws pl L
J}AQL}-&:AJJGAJ))AQ)}&MM\)‘JEASM

S )l 1,

b bgye sl Ko oS 55 e sl s ol
ot 53 SSbesl Sogo 4 B ) ot
PP R v TETR IS “IPIES IS I P

4 Port Security gias 5> Shes Oli Al

.Interface s5, » 35 IS &5

Switch(config-if)#
switchport port-security
limit

rate invalid-source-mac

Switch(config-if)#
switchport port-security

mac-address mac_address

Switch(config-if)#
switchport port-security

mac-address sticky

Switch# show port-
security address

interface interface_id

Switch# show port-
security address

o8 e

Gb ISl Sl oS o3l g 500 1 Sl s ol S ey OF o Y (Ol s b olT 51 de

J)b ‘)}'.’.) Q‘)PJ)@&S}b))#JJﬁ G:jj.w LS‘gjfaﬁb}S)Bq"J»ﬁanw)J&Sd‘m

RUAY

Switch#configur Terminal

A 55 Global Je )15 5 iws pI L
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Switch(config)#interface ethernet 0/0

ASV.U..ZJ.’ ethernet 0/0 &, o 3,05 5w pl L
el Jate PC1 oS s 4y

Switch(config-if)#switchport mode access

s o oxi Access 4 |y g e BN 500 gt

2l |l ol s, » il g1 Port Security ) giws U

Switch(config-if)#switchport Port-Security

Port vfjw switchport Port-Security gt

LS o Jled ki s se Interface (g5, 5 1, Security

Switch(config-if)#switchport Port-Security mac-
address sticky

JQJQQJJ\JCMA\JMQ)};O{‘Q‘SM

.o..,\..’)\j.; S d}v\"

Switch(config-if)#switchport Port-Security
maximum 1

Lo Do pl 08 S eside UL Cwand ol s
S Wyl ced 4 o wlsl LB Mac Address
ool ks g oedd ORIl ) sae jeas opl
&TMBC&)JT@MMQ)ﬁw\@SM

5,8 ol e s

Switch(config-if)#Switchport port-security
violation Shutdown

w)bTMaCj‘ﬁbig‘-;w‘)JTMaC L;L.';)j:”‘"))";‘
Sl Olles 550 Juate 4 dal e e
J.i.ka .19.5.5‘5 e J.h\j} Jl:.% QT L3 C)Jﬁ O

S s, 1 of Bl e 4l

ol Sy 3l s s Gl b sl e Port Security B (g3ladles 5 YU Ol sias (gl 5l A

Switch(config-if)# Show Port-Security

..,\.U,Zx}b.J}:M:
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Q}S.w‘)b G P WA dw O Lﬁ‘ EO/O Q)j—; LS)))'.’J":'.‘SL;“ oMuJJ.:BWJi«i)J“S)jJQJM
O‘}lw)b cJﬁi.!)‘J.; d).l? BL J)‘J OJB\ w)bi&kbﬂtsw‘ OMWwJJT)\JAA&i&a)w

)J.&.SMCJJ‘}:!QTM\) 6&)&»&}5‘}@‘ aMMPCl Lﬂjswjbi&w‘jééo)w

Qwvﬁ)%dwwmﬁ@juﬁm?,t;&;x,@é@@m&www

)"JJ{.L:ZS@ML;.A‘)J.EJJJ}AQJﬁ&)JﬁbM@RSMaC w)ﬂ&%lélj.u.u\y\f\Shutdown

Switch#show port-security address

S eslanal 5 gt

ool s Ll B sy ge Hgras 5 pss IS5 0

el 0 asiie O &y ol 5 MAC

pc1 2% @S el |y Port Security s 5 o aS1 (51 V-

Switch S Jeate Sosya HPC2 LS ks se o]

Router

o 0 85 35 sl b el 03 50 Juaie OF 40 PCL oS

S el el B s ge g s 08 Jle) e

FLINK-3-UPDOW Interfac thernet0/0, cl

MQ‘MBC u.»).)T‘\SEO/O C)Jﬁ: 6j)ﬂPortSecurity eI Jt.Sdo AMLLAYLEJ&;)JSJ_}EM

d state to down

cﬁeb%‘@cb)‘.)u‘)}dupcz W}W\ ol u}:_}ﬂbjlmb_)}ﬂ Q)}:’:)CM“ o ‘J"‘ objs

BT M\j} u:ajﬁl;-Jb.l.))}a Q)ﬁVJA)L’ J)JJ.'AQAEO/O Q)ﬁMo)LjJﬁ‘rAPC].WJj}- &J\

S iy Sy OF B XS Ll 1y oS s g elal 53 451y 152 dbsy e ite il Laxm
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A Doy Sl Sl Ay
Show s ST A Jhsels

53 S |1 |, Port-Security

ol sloul e sl MAC 3 23L5 a5 ol ol oias OLES 5 a3 S 5 3 &G s eolexr O 5 Sobr
sl
ol s gely 50 @S g 1y el Ll S S g Sl sl
Shdag 5 das 5l 315 No O > Ol ) siws (gaen 1 |3 AL 45 Port Security & s 05 S Bl -)
S s 1 R e Doy Sl
a3 S oS Gly S Sope opl 4 cdad iz lp | Recovery Ol Aslg e b <Y
258 5 sl Sl oslss Sl ax Sl e & 558 pasiie (ot Lol o el
Switch(config)#errdisable recovery cause psecure-violation
&b S Ll gl 3 Errdisable &L= s o0 | | Port Security Wl <, RS oo, (’L"J Dsd b
Switch(config)#errdisable recovery interval 60
SB35 S s As dal |l Errdisable CJl- Oley ol 51 e cagl Ve s Ve sde s ol s
Sb s B s D LEL edd feate s g 4 PEL i asU Ve cpl s ST el dy)
s gl S 0l ebs Ll S5 Lle sl
B 3y Doyg g ssd e esly b 5 IS S o S bW 5l e VU s Gl 5l A
Port Security ;3 45 ;5T b ST 0 dal g w0 bss o3l MAC SIS ol 5l i 5 A sl s
52 JSE w8l @ oslss A3l ys ST dle el pds S sspe s 3L Sasles ol o )

A el el e K ol cand
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S O 390 & i 90T MAC (99,5 adLo!

Sl g oS olSaws i Ola o i s a5 MAC ool i g s oy G S0 » deal i il

./\:.ASJA&J.U C;)Mm,\ib)&w\ &_.d.ij.x.? L;‘J" S ealeal C)Jﬁ QT

)‘ﬁ&é})ﬂ‘)w)JTMAC)‘JiAL#MJJ‘.&AJM‘) u.»).)TMAC Lgsj)))\,lj.a)glgwjld)\

A i |y e OF b doas 13 cd 3 1) (6 nt e daal gy 8148 (sl
Switch(config-if)#switchport port-security maximum 5

S eslizad LT sl 55 No (gaedS 51 il gie &l gws

Switch(config-if)#switchport-security mac-address 54-04-A6-B1-6C-B0

el ol wlol Cd 4 s Oy s 4 s 50 MAC L}AJ))T)‘}:-VJJ REBE
Show Port- ; giws b Cad -l )3
uﬂ).ﬂ 0 " security Address
o SIS e edalin |, MAC
93 ool dﬂslf; Type O siw

Dynamic S 45 5,05 355 40 S

sijQuﬂjsiMACa\SJ.Syuas@dw: &y 50 4 4S Configured (5,5 5 Sl 5l lan o

sl ol wBLS] J.la_y

A5l 55 oo Show Port-Security interface EO/0 s> L
Port .5, Ethernet0/0 &, (55,45 LS odalin
gl 0o dad sl 53 oS i b ol Jlasd Security

el 0l yasiise Enabled gau S L s e
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S S o Jlad pé 31wy MAC g 30T S

L1y o bl azds e Sm)‘-"%&%%ﬁ“‘spésw)ﬁﬁ L s el o Sand ) o
o3lital 3 Sly s 31 cpl gl o pd Bl a5 50 g s S 51 OTMAC ysl 3 S alad o
1S
Switch(config-if)#switchport port-security aging time 10

Sexie 4233 VEEY U Y s LI5S e Ol ol oS sl a3 S 513 aads Vel s Agin Ol slias YU s o
A sl Gl e Sl T Mac sl o 5 a8 g L DS bl s Ve ol 53 STl

Switch(config-if)#switchport port-security aging type inactivity
S ogmed b A8 e Slxly Ol Sl el s s e )3 inactivity 55 0 |5 ABINgG ¢ 5 s
S g g Saloa

s aseie jgws 93 SE pl s
Sl ol 3 A i odd sl
5 S whad g L1 S bLS )

Show Port- sws azds o3 3l A

sdallis a5 US| > 1, security address
AL Bl Cand pl 53 s g ol L] e 4 Slo 5| S yo 4 45 MAC o ynl 55 45 3 S dal
Show Port-Security interface e0/0 i3 gl ,>I L
Aging Type s Aging Time ol jascie Cwd 3

k:aa-d‘ O-Jujl u-”ba-:'-ﬂ
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DHCP Snooping (w3 9 Jwkd
B R U.L\4S¢3m w.jg)f)\ée.lfsg;« oslei| DHCP 5),3)\5]; U’"J«jﬂ)‘ J‘);'- 6@))&;‘;—
S 3)ly hes Sy 4 b oolidl 4 (6 K3 DHCP (Golias g oo SG a5 ol 1pl (S slou] Ll y2e

3,5 a1 O aslsl 55 4 5 S eslizul DHCP Snooping S5 5 b of J~

S (ol oy 1 5 IS 0 L

192.168.1.1

DHCP Request 9me

P ol
EOfL DHCP
[ |
P22 E0/2 192.168.2.1
PC Switch

E0/0 [\

.)*(—

DHCP-Attack

Oledbl 3L 55 (gl PC 5 LS o A& Sl DHCP (godias g oo Ol 4 595 95 YL amin IS5 53
DHCP rupﬁijéﬁﬁbDHCPm}ﬂ&ﬁ@&ﬁ‘é}cﬁ@lﬂ)hdij\bm CJLO%‘J_«:L:PC
ol e sl kS el QTQL;«‘JM;U\UJ:SJBU |, PC JJ\;JdoJ:SJLxé&f..i): Iy el 3 =e Attack
=S Jlad |, DHCP Snooping s 5, L, I

2&5@dwﬂ)‘@b)&~>l{bDHCP w}ﬂ;jjjajh&))c@ﬁé\ﬂ

DHCP ;, olebas

Switch(config-if)#ip dhcp pool p1 sbwl P1 rU L Pool G s ool o

S
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Switch(config-if)#network 192.168.1.0 255.255.255.0 |, DHCP 45 w ngf < " u”)"I

p—:*SL,:‘ 35l

Gateway &, 4 by Cadd

Switch(config-if)#tdefault-router 192.168.1.1

o]

Switch(config-if)#dns-server 192.168.1.1 DHCP 5 355 4S5 DNS 5, iy a3

sl
Organize * - J A . .
B locelAre2 Comnection
5 Network 5
7 1ntel(m) prq  Netwerk Connection Details == . . _
Network Connection Details &uﬂ C;J)ls 9 Ju"j.w g_,u.:% J‘)‘j ;‘
Property Vslus
Cornection specic DN. |3 L | o |
Description Intel(R) PRO/1000 MT Network Connecti LA S N o - S
Physical Address DO-IC-25.2F 9644 A2 ) 2 e S 2L
DHCP Enabled Yes s
IPy4 Adress 15216812
IPy4 Subrst Mask 255 2552550 - . . ..
Lease Obtained Tuesday, September 12, 2018 10:37:01 / >0 )‘ ‘) IP}]’}) J‘g“‘ J""’L‘ 4"
Lease Expires \Wednesday. September 19, 2018 10:37:(
IPyd Defauk Gateway ~ 192.168.1.1
Py DHCF Server 18216811 - . .
IPv4 DNS Server 192.168.1.1 .DJS M‘ C,_9L’ > DHCP
Pv4 WINS Server s 5 =
i it Lo NetBIDS ver Tepip En.. Yes
Reply from 192.168.1.1: i . .
Reply from 192.168.1.1: i JJS Plng d‘j—’@ b DHCP
4 = f

DHCP - Attack yigy wlondas

J\_:_.S ealal j‘l) Q‘)j—aﬂ.} )‘ )lS U'l‘ LS‘J” cr.:..s Jl&‘) DHCP

Switch(config-if)#ip dhcp pool p2 slwl P2 (=U L Pool & jsmws ool 03
Switch(config-if)#network 192.168.2.0 255.255.255.0 |, DHCP 4.3 4 Lyﬁ < s g J“J-’I

mﬁuﬁ .5_)“3

Gateway &, 4 by Cadd

Switch(config-if)#default-router 192.168.2.1

!
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Switch(config-if)#dns-server 192.168.2.1 DHCP 5, 355 45 DNS 5w i ol

Organize =

Local Area Connection

¥ Network 7 (T2 — 4§ 5 -
TS 1ieir pad W Local Area Connection Status =] ‘) Pc a ‘bff > g_))ls
timed out- Network Connection Details ==l
4" Ernaongt Leiled. G 1 fail
¢ transmit failed. Genera. ailure. . A A pl
i transmit Failed. General failuwe. pistwodComecalbeints WAY Jl}d OJL‘}.\ 9 dwj&
from 192.168.2.1: Destination host une s Vol - . -
from 192. {i: Destination host roperty clue
from 192.168.2.1: ination host unr Connection-speciic DN
from 192.168.2.1: host - _ -
From 193° i tion host anm Desciption Intel(R) PRO/1000 MT Network Connect| -t | Lo ‘
from 192. i host unr Physical Address 00-0C-26-2F-96-44 (@] A B &mﬂ B 4S DL
From 192.168.2.1: ination host unw DHCP Ensbled v . (&
from 192.168.2. ination host unr an e
from 192. inati ? P4 Address 19216822 A
from 13216 L A Pvd Subnet Mask 255.255.255.0 . . -
From 192.168.2. i i} Lease Obtained Tuesday, September 12, 2012 10:42:18 4 X3 BEBL) L u_,,);\ &J
fron 152 : inati 2 Lease Expires Wednesday, September 13, 2018 10421 C A -
From 1957 . ati ) IPvd Defeult Gatenay ~ 152.1682.1
from 192. . i ? IPv4 DHCP Server 192.168.2.1
from 192.16 ion host une . -
from 192, ination host unp IPvd DNS Server 192.168.21 QLQ.A b,.:‘ Ly w\ DHCP-Attack
from 192.168.2.1: tion host unw IPv4 WINS Server -
from 192.168.2.1: Destination host une NetBIDS aver Tepip En.. Yes
s 3 S cul o
< i v
o= oS Ol L3

sl VUS

&)‘JJ‘}VlanljJupfﬂ Q)MA-JL‘BG;}“LSLAQ)}.{ rwwdl{f‘)bw&wé‘)#dw

DHCP Sn0ooping s 9, 4SCsl (gl 5 cAeS a3l ol asly L) s 5 im0 s slaVlan Aol g o adl

DHCP

L s SIS L s Switch (55 5 )1 g5 1z

PC1-7-1

el Ol Command a=iw 5,05

DHCP-Attack

Al 55 oo Show Vlan brief s L
J\JJSJ?SQML:LA‘)VLan o)Lo...j:
dad 9 C,.w‘ ;{.: O)LQ*:;J Caond

.J\J.)‘JJ\J.; QI_}J ug:))ﬁ
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Switch(config)#ip dhcp snooping Aal = Jlas DHCP SNOOPING w5y 52w 1l L

R

Switch(config)#ip dhcp snooping vian 1 Jls Vianl s, , Snooping s o gd ol b

A Al g

Aas LHP laldIS 4 Wl g5 o3 DHCP (golias w}ﬂ@aﬁswﬁ)p:p 05,5 Jlad 5l da

Organize v Disable this network device Diagnose this connection Rename this connection

)"‘))j:w"'})'}&.‘i‘)."l".’

l_. Local Area Connection a

S5 Unidentified network Network Connection Details =
@27 Intel(R) PRO/1000 MT Network C..

Network Connection Details:

© Gonenal boitare: t Pty Ve Pc S s S 1>l T

© General failure. ) ™
* CGoneral failure. Connection-speciic DN
 General failure Desciption Iniel(R) PRO/1000 MT Network Connect]
© General failure.
- General fallure. Physical Address 00-0C-25-2F-96-44
I General failure. DHCP Enabled Yes d—
- General failure. Autocorfiguration [Pvd 169754242 19
© General Eailure.
" General failure. 1Py Subnet Mask 25.255.00
 General failure 1Pv4 Defaut Gateway .
© General Eailure.
. General failure. P4 DNS Server oI > @ T
 General failure 1Py WINS Server - iy . iy
© General Eailure.
- General fallure. NetBIOS over Tepip En_. Yes
 General failure
- ENEra ailure. * . .
. General failure. b b)L?f‘ u.)‘ DHCP LSQM)
© General failure. : -
© General Eailure.
. General failure.
snit failed. General failure.

s das 1P el s

= 5 T T

P CodIS 5 sl dal o

Close

i b S sl el

sl Lo LBl DHEP 555 Oles 55, cnl 45 0o s 5 oS (b yme g 2 |y Jool DHCP 55,5 4l (5l

@ebm\@‘MDHCPJs})M45@.)‘5%.))}{‘))}2“3)‘.)%[4

Switch(config)#interface Ethernet 0/2
ol 0l Joate DHCP 5, 4 «S Interface Ethernet 0/2 5,15 5 52w pl b
Switch(config-if)#ip dhcp snooping trust
o3l S WAL Sl g 55 ol Jae DHCP S5, 4045 &) wl«Sm;Sdo(a‘)bl@Squ:M; gl b
AL Jlé OF (65, DHCP s 5 o 3,05
koS slazel LB S8 LoUntrust | s s sba sy a0k Lol cdos S Trust | 55 5550 o ol 5l dw
L e U R I VI -V B PV NS PV S\ RGO e | L LR g
Switch(config)#int range e0/3-24
sl Oy e K sl Lads Al e 4l PSRN Cl YUY oyl 31 aS oy 3 ey 35l smws ul L
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Switch(config-if-range)#no ip dhcp snooping trust
Lgh o Untrust lacs o aen s pl L
Jd e slac, s a5 i o, g 4 &S AS sdalls LSl 5 e show ip dhep snooping ) siws L
ol 0 0313 51 B NO 5 Yes (gau S Trusted O giv 53 LS a5 53 s 40 S| clitun

Switch#show ip dhcp snooping

Interface Trusted Rate limit (pps)
Ethernet0/2 yes unlimited
Ethernet0/1 no unlimited

Private VLAN (ow y 9 9 Judoxd
wjz.».aé\ﬁu)jﬂjus@;i%w.A.:deaéjjh}mcv,:}ﬁdﬁVLAN Sbos 4 el o S ol 5o

C"“t%ju*’u'b 5,3 51 3 VLAN &f‘).}vﬁ@.’jﬁﬂ sl s LSMJJJ}Z&J@E;}M@&J@

Ll oIS &S cens (g3l IS s J e L Sdes Ll o LIS (gann 5 3,00 55 il
4 3 S a3 Private VLAN 3l eslizal L |, el ot L 5 sl azdls ooz b, 31 (6 e K
J‘?‘SL;‘ odalis R 0D 45.)}..2@ r.:.m.L: alises Cj; 9> « Private VLAN

A2l Jeate LIS 5 Loy 4 4 15 o a5 Lol VAN Olea b Primary VLAN

&LAW S 35l o =& Community Isolated 5 95 4 55 4 63U VLAN Olea L Secondary VLAN
L Lads 554 dales LU s LS))JML&C#:%@A L Ly e 4t S La3 55 Isolated ty')'\VLAN 35 &S

3 Ll gt bl s Primary & 31 VLAN
Olan 534S LS Ll g o bads s o a3 S L5 ;5 Community ¢ SIVLAN 3 a8 slacesdIs
KI5 pn VLAN ¢ 55 ol el on Uy ol U1 S b1 Slie oS 513 5 b3 ,) il 15 VLAN Community

AL asls bLs,l Primary g5 SIVIAN L
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‘)VLAN w‘b;&&é&@)fﬂbljrﬁ.‘s&w}fﬁL‘)PrlvatEVIan J)}A)JJLYA&M@‘))

.V.:AJJ\}C_AM:J)}A

e S S Kz JSS G

S 0 1 SIS s 5 g 52

S L5l GNS3

5550 1P LAV.:M,NJ'\&iﬁgdﬂz&b‘%ﬁ&oﬂuﬁbuwj\clﬁﬁ6\JJ_IP o3l e 3o

s ek T e LI 51 G S |l 15 Ping | smws SIS ol 3l ey 5 sy s |, T s

System Name IP Address
R1 192.168.1.1
PC1 192.168.1.2
PC2 192.168.1.3
PC3 192.168.1.4
DC1 192.168.1.5
DC2 192.168.1.6

Transparent CJl= 53 |, VTP JSG5 5 b S eslanal @ s~ 3 Privat Vian Ol g V’““ﬁ” Sl sl

Switch#tconf t

Switch(config)#vtp mode transparent

2 S dal g 5l 3 Transparent < 53 VIP YU s

270




www.takKbook.com

CCNA Security - Farshid Babajani

L O VIAN ¢35 5 aoas o 513 Vv goslad VIAN Sy s 15 PCL, PC2, PC3 ZigdIS aw LIS aalsl s
r"f§d" & ;3 community

Switch(config)#vlan 100

Switch(config-vlan)#private-vlan community
Vlan -l S aslsl ;s S v.::.éjfjléi):community ol g3 5 ok a5 Ve oyl L VIan WU i s
.V.;.hJL;o UMJ L‘Mlﬁu_'% LSL““:")):I “ b

Switch(config)#vlan 200

Switch(config-vlan)#private-vlan isolated

DCL (sl sy 4 Ll oS 023 8 ki s isolated |, gj@s‘«sﬁg; sl Yoo g le LVLAN YU | g2 s
(""U’ DC2

Switch(config)#vlan 300

Switch(config-vlan)#private-vlan primary

Switch(config-vlan)#private-vlan association 100,200
4GS e e S 4 LL S ol a S L5 55 Primary & SI¥e geslads & VLAN YL i b

Ll3,l ;3 VLAN Primary L plaVian « S yasie L - J.>'T o 53 e o )l S, Cae

S IO Y

2l ("3"'“‘.9’15‘ aalsl s J>- ‘V_N’JJS el |y el ¢ S v_lJJS & 25 VLAN G aw el 4 U
RS RS WaVLAN pl 4 (s
Switch(config)#interface ethernet 1/1

Switch(config-if)#switchport mode private-vlan promiscuous

Switch(config-if)#switchport private-vlan mapping 300 100,200
promiscuous  giws | Ol 3l A (o el Jate R1 3, 4 S ethernet 1/1 &y 3515 YU 5ms 5o

jﬂj&»ﬂ‘VLAN LSUL%:“‘&-‘-:‘LS‘)-’“‘J‘J>‘p¢5&°>w‘§u‘¢)ﬁd‘)~°‘*—’Q)j:’u—i\@ﬂd‘f

S (*:'56‘ osleul switchport private-vlan mapping 300 100,200 s> 3 (...S S Do ol
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sV eyl gl Soyg e 4 by 0 S Wl VLAN Primary 4 b g e Gl Yoo a8 J gl (s jlas
Al anils OF 4 1y 3V s B oS 3 yme Sl 4 Ll Sl K03 GLVLAN 4 Loy o oS Yo
Switch(config-if)#interface range ethernet 0/0-2

Switch(config-if-range)#switchport mode private-vlan host

Switch(config-if-range)#switchport private-vlan host-association 300 100
switchport mode private- 3w L <l oAl Joae PC1,PC2,PC3 « &S e RS Syl YL e s
switchport  yies 5 A dal s feate SIS 43 Dy g s (pl oS 025 S p)\.ol)]@' 3,50 Oy 4 vlan host

2,135 ,8 o3 5 Lol VIAN B oxe (6l & - private-vlan host-association 300 100

Slos b Ll 5 Ll axdls 13 ot aSd 5o a8 55l e 03l plagtens 4 T.c}».;« Host | giws 14K
S S8 b O e

Switch(config)#int e0/3

Switch(config-if)#switchport mode private-vlan host

Switch(config-if)#switchport private-vlan host-association 300 200

Switch(config-if)#int e1/0

Switch(config-if)#switchport mode private-vlan host

Switch(config-if)#switchport private-vlan host-association 300 200

T ln s 3550 g 5 ol 0 Joaa DC2 5 DCL 5 4 oS ik Js0 53 3,505 Vo oy g2s 5o

dL?-cmAbJ‘J_;VLAN O‘)‘)J boMuDWLSLAQ)ﬁ‘)MS&J:{)’G bjb.JJ)jAVLAN m"w‘jj bu%\cl}
:(..:;Soau.:.._g\ﬂ)')}:ﬁwj\ﬁ\f@‘&SoMm\)J&pw\JJSJlSv.:.MﬁJf\

Switch#show vlan private-vlan

Primary Secondary Type Ports
300 100 community Et0/0, Et0/1, Et0/2, Et1/1
300 200 isolated Et0/3, Et1/0, Et1/1
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5 el VLAN Ol ge a0 SlaVIAN w45 0S sdaline LSl 55 0 show vian private-vian ; giws 1 eslanal b
45Et0/0 aS C.;.w\ ol U'”"“:“" VA Port cae® BL c.l:;s sdaline M‘}S‘.ﬁﬁ b L@JT Cj.’ E) Llo uL>=:.,| 4.3‘).’[3

.5)\3)\]5Mﬁ,&pmﬁﬁjﬁﬁPrimary o Olge

IP source guard owyy g Jukod

Oloa b o ol (S5 5 (65 5mpelS saaSlid 31 (solons 5 ol 4l o aesls JL)l gl ol S5
IS I st a5 Ts sl e 13l o ilises gladl ol P ay s Aol o ol IP
05 XS e i el cpl s ol 038 Ja b clos S Ll |y ates a5 Sl sl s sl
lodd Jlsl (6 555 atle a5 aty oS s 0L sbinl Wil o prlgn 5 XS o o Ll S s
5boles &S o Ll ol Jam s sl 43 1y oy S o iLys 1) ol Jor 42 & ile ol
eoal ol 4 orles o8 55 e el by Yol oy onl s asie 3 Ol al Sl &S
L ol Ll e orlen (ool 25050 5o addl gy ol ) Ry ilisee la i) 51 Wil e b s o
L LAN 53 1 sl amlge o8 ool Gls it 3ol cnl oiled s 5550 ndle oo a1, O b i
LS o Jox Sl WAN

osbizal jslie il Y gane 5355 oo ool Ly g s 2 Y pams 45 ol e i 55 AP o] e
b S o 23l ,3 Sledbl OF 51 oS (ghaie S 55 b das u b Sosb 1) Jlis pteen 8 353 00
02 Gl a5 ey Ll oS dal 3L s Ll S SLedbl gladis deads 5 5eelS Colg s s
3l 5 b s llas b ey ol 53 e 5 o 23l s (6505 e Sl ekt ol 4 35 a2
(e IP Address .ﬁ}j&#ﬁ (s2815) 203.45.98.1 55 o ys0 4 |, 355 IP Address :Jls -l 5>
G late 128 3 gaily el g o oS a5 IP Address L pd oo 43 S k5 55 (S 5) 202.14.12.1 551, JL S
P 53l b (5 5 gl S5l apl S ls o ol csle Il 3 ool ((05) 202.14.12.1 4 1y ool Lo
2o s 1P sl aasiie 35 L3 da s 3l Sl Lk 0353 00 ool L3 o a0 315
slols LB ol 4 d(dies Lt 4S) L3 5seslS Llie O b SIS a5 ol Lns ol & ol 5 50

DS 5l Ll oS Jlasl U3 6l 1y mladin doaly o lod o8 0y, &l j3 |y b 0581 sy dals
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S el S ol 55 Al 2173.23.45.89 2 1P y3T L (Fake) S5 ok e ) bt ) &S S

3,5 eslaal IP U.,UJT Ja D""K"

l{@j@ug)d\bdw\jbJ))Lf)lssgr.mcﬁmjélﬂjsﬁ.u\j}u'.)gWIPwﬁTJ_@q—

Lk

Dynamic Arp Inspection (w9 9 Juo
sV IP 5T Las ¢l ool Address Resolution Protocol (saels Ciiss 45 ARP IS5
ol Y Gl s S S S onl 6 5l 3,08 (ols Lgm sY) MAC s 4 (oS

s
13 0T 033 533 3 o S50 8 Sl s, b aearlge cals 13,8 o 28 ARPISS 5 5 4yl e &,
5 <l 192.168.0.1 o 55 5w 53, b &5 LS e stalin |, " Client PC" e 5 S5 3
s Attacker’s PC" U L wrlee e G o onl 03 STl o Jb 535 s cnl b Sledibl
ARP (slaply Jlo)l b (kS e 555 & " Client PC" e ol & 1) 5550 4l gl il anils
" Attacker’s PC" IS ¢l 5o Dlis cdns o Sl 3 5 Loy 53 1y 555 Sa5 4 o8 5 DS 4 oa (GRAP)
S 355 0 sl S ol 5 e b "BBBB.BBBB.BBBB" iy, o el slr 4 1y 555 Ko ol
Sl OT 3 (ol b prler w5 oo 41 5 S Ll orlge w1y 3550 oDl s 50 e
S s s e a=lis ARP spoofing b b cdles ¢ 5 opl S o dlasl 355 55550 S5 a0 L)

.l man-in-the-middle ¢ ;
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IP: 182.168.0.2

MAC: AAAAAAAA.AAAA IP: 192.168.0.1

MAC: CCCC.CCCC.CCCC

l —— - A, ,1-'-.
= : ’ b T H""'

3

Al
-

Client GARP GARP
PC “192.168.0.1 “192.168.0.2
corresponds to corresponds to
EBEE.EBEB.BBEE" BEBE.BEBEB.EEBE"

Attacker's PC
IP: 192.168.0.3
MAC: EBBB.BEBB.BEBB

«.3 Gratuitous Address Resolution Protocol ¢b « jlawl «; «S GRAP &8ssl ails 4> 5
4ol g dams Gl plig cpl 4 STl 13 aSs 55 oS plapienn broadcast Jle il cias o ol
35 eslizal OF 51015 pas 5 ol LT @0 Glaze a3 5550 ool

S o sde dd s ol S Sleg ces S sl DHCP SNOOPING s s e 31 L3 slaand 3
ARP =l 51 s cpl SaS L il 55 o 5555 e bl Sl IP sl s MAC sl Lol o8 J st
L &5 <l Dynamic Arp Inspection olea U DAL 51 eslacal ARP S5 0 55 sl sla S35 51 S
i by cwl Trust o 5,5 3IARP ety S1545 o oy » DHCP snooping J s 5l esleca
L;T"IP u.»).)TL’&AUAJJTASL;)}&)JMJ}&CJQ)J&J é)ﬁ)‘ﬁ‘j.bb.}&bdi@)}&b)b-‘
.J.A)L;d b BE ojL?:‘ J\..::L:

S Jes 5 &5 4 Dynamic Arp Inspection S35 s3ledles ol

j'.’.) Q)Mmuf)j:.w:éc.xgj\f| Gi;j...u)J J}P-)EJ‘)}.AVIan LS})}'."J DAI .Lil; J}‘ @J";’ LS‘J"
il

Switch(config)# ip arp inspection vlan 1
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:J.:;Sajlj\)ﬁ}w:.w:@\g}..a;,a@u‘yQASInterface)gJu"L. Ol 5l A

Switch(config)#interface Ethernet 0/2

Switch(config-if)# ip arp inspection trust

.JJ:.<:‘)‘J§TFUSt 6})‘2.3J)‘J)‘}@jy)bdb“&‘d{u@)ﬁ:)b&l{

S b Gl e S Ul w1 23 S exles ol S8 45 B S 3k g cnl 03

.M:&r@\oMMQ)xJJ}EJ)}AQ\)}MJ%J,*JQ\))\S@‘45¢NJ:<{

(IDS/IPS) youdis (5598 9SS (o 3 8 9 Juloxs

S gBs 5 Sy oS dten lagtonn (IPS) 3585 51 (5 iy e 5 (IDS) Sims 338 2l i

St bl

.Cw! Intrusion Prevention Systems (¢4.JS _iass IPS 5 Intrusion Detection System & Lo _éases IDS

WA g Qi

Ol sl 6 ol ool ag g5 orl Al adls e Wl el e S5 0T LT s pl]

.J\.'SJAPM‘)JM)J\~~ Q)M‘US.)\?SU\&‘)MM‘}S@JCJ}@AJ.&S&J&&@MW};

IDS ¢1PS wégw

Q)yd\qsﬂf&l)gﬁéu@b:nglq-ﬁw\bjﬁjéﬁfaiﬁwgﬁwsmﬁféjﬁm
Jg}g.zﬂ\s,usd«w,ﬁJﬁks%ym.\,&g\;j,u;&,\;&,;ﬁ&;fﬁmsduws

wjiﬁ &:3‘}3 QT MbéIPS DL OMW‘éLﬁ)Wbé‘)y &:ﬁ‘}; J§| ‘J‘?"SLSA GML.:;.A J‘.’.)JJ b

'M)LSA'.’ Jf&L@WQjJﬁ&DFOpJEJJJAM)MMU}
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Jay'&juf)lsj\lpsWdyvsgpﬁ\ﬁw\w\LJtslpséuwsémj\usi

Al Sl S W5 el 5 A Al gt sl s 1A IS L el b OT 6l K

=3 &

> Sensor “inline” IPS :
sees the original packet.

dﬁ\JJ;\jJ;M\?w)ﬁ\)&.:&g\;yd;&sﬁu@gxMomgmsww
Gy 2 U S el Jll aid e a4 350158 CIB 3 1, OF A g s o 5ee Sledlbl 40 S5l 5
g0 S5 Sa) KIS ed 355 (5355 4 IDS (e 53,8 plndl el S35 50 S5 O
43S o odalie 5IDS w5 5 )3 S Drop \)Q\;QiijvbJ\‘)gww‘gﬁﬁjﬁ
JL.,,,noié\ﬁw)ﬂ&\ﬂ&?y;j\w&i@:ybjﬁ,b)j@»du&?;\;;\ajﬁ);ms45

D

A
I
1

Sensor “promiscuous” IDS
sees only a copy of the original packet.

==

IPS IDS e

23l sl S 0L 3 | (Js 0l ) e 4SS 0L 2 o

Joe o e GlaSl 5 Slp S Sl S S A (b y> 33 Curdgo
a3 n ol | ok iy 8 sy dl)l O 8l ooz

277




www.taknook.com

CCNA Security - Farshid Babajani

LS o sl 2L oS e
Ly S5 T &g 0 05

LS o s

LS el sl 4SS s 20

LS o Jos LSl 2 O

QW)J‘)C,&JMJJJ‘JJ;U

;)\J..',L;J:SU@A

sguiw > il

@M:d‘»ﬁ a)b-‘).LSQ;oLJJ}
LS g ol y a3

Ll PASm Sose 4
25 o e S5 g sk
Mol S ol g Shs Js
oslanal s 045 (et S

LS

@ 250 Sdl 5 (595 5 O yShos

O35 Sy 30 4IPS &Sl bl o
|y Wt Ll 5 o LS o I8 o
Oof Gl S il ol
S 5 POlol el g xS

xS

Osm s 050 oo 4 O
AS e S ol Sl
el bty (55 Ll S e

Aas <=L>.=.3\

Sl p Ulg

gj.iu&_é\;Q\j;.p@\)v)béu&ﬁ_éb}o@\gjwﬁsﬁ@%@;j}n4_3Fa|sepositive
2SSk
Ao S pagis glulil jain bu g 5 AS e a1 4S5 Sl S 4 False negative

e el ses 4 i baw g a5 U0 S o o e K|S 4 True positive

Sl oslal S V'JL“ Sl 5« True negative

IDS g IPS 49 (i g wumo wl>No!
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LJ'i\ DL ‘J.aj,«::& 4"“)‘)1’“’1’“ Lile |PS/|DS LSOMJ 45“)‘ LSLéC,S]& .b.wj:‘j Cn-n‘ LL.QG‘J.’ JJM
Q)y@L@JTJ:S\a\SC,M\ ol sl O e SIS 05 S Iy sl ol Sl glas gamme (i

35 Jbe 1 T b 5L oy pem s 5 ditees Jled b 5 3 5

Policy-based IPS/IDS o
L il Jles a2 53 (g 4 S s Aol e et O 53 4 ol ol iy 5y s
Al Jed e 4l s Telnet JS5 5, 45 A4S asete Al e e (3L

Anomaly-based IPS/IDS e
355 3l dm Sl i BLIE SO el g 5o sl S1aS S so ol 0 Sl (gl 5 e
S el o e 5w | b ol Ll 55 e IPS

Reputation-based IPS/IDS o
o 05 SS o Olgr ol 53 baptncs 51 (Glas sazme S s ol 4 alliel e
Ls ol e o elKaus Ko o5 el A1 5 o ol aund IPS 53 oS Slaguies 5 L5 oo

S e O e Sl 5 Glulld ool

PL |DS/|PS r,:]a..}' 4.'2,\.5‘ LJ.:SL;G QML:\A \) IDS W 4.: C)LP‘)Uo‘ JL,«:‘)\ LS‘]’ G’;‘}M’ mh,\: 60).>u J’.’.) DL

.Me)jbd‘udﬁwju\az.lﬂjﬁ- u.«:)ﬂ&.)@.géb’bb)})

Gig0/2
l, Gig0/1 (=== SPAN Source =
= > SWi ~
/ Data Flow Gigo/3 Data Flow
e SPAN Destination Serverl

o

IDS Sensor
oSacws cpl o 1y s ol 5,0e Coyg Ll 4l (gl S e Jaze s « 1, DS oo a5 Jlej
WS e 5 S 4 kLSl gl p S sl
Switch(config-if)# monitor session 1 source interface gigabitethernet0/2
el 035 5535l 8l 5 2o gigabitethernet/2 o) g 45 (05,5 el SWI =5 5n 4, VL s s
Switch(config-if)# monitor session 1 destination interface gigabitethernet0/3
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4 45 ..l gigabitethernet0/3 L3l 5 Lyl gl 5 dade oy g oS S o el gl g s b s ol s
Cnw 4 1 Serverl Soledbl 5 S & 4SV,J§ T & o5 95 Gl bl el J~aze IDS oKaes

3,8 N w3550 B oS Il IDS oS
A S 450 cpof (5 9 oS (SO lgiin
.&:aﬂﬁjls&.l@d;\;wjzwsjjsq\l&u@quL;.»J“MJQJJS:}W -)

SaolKaus 4 b o zws 5 01,8 o e (¢l » Access Control List oles L ACS 5l eslizal =Y

o3lizeed SNIMIP V3 ile 0 0355 o2 51 b S oo enlinl 4 53 e sla IS5 5,5 51 81 =Y
Clear &0 4 ledbl Jlinl EebL SNMP V2 s SNMP V1 5l oslinl dsl axils 4> 55 oS
A dalg aSK s et sl el sl e 5 Al sl Text

S Jld 8 |y e 53 o3linel D (gl e 5 o -¥

E e > o S sy »Mac Address sluw :alS ¢l Port Security s o 3l eslizal -8

LS8 JL,1802.1Q ISy, 5 Trunk we ;s VLAN Native ca o 15 0108 Sledbl -7

S gl s Do 4 |y e 3 eslizal SO ey ples

STP 55 » 5l clasle gl RoOt Gurd 5 BPDU sl (glag 551500 51 oslin] -A

man-in-the-middle =>u> L ¢;,Le !, DAl s DHCP snooping os 5 Jes -1
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IPVE JSg 33 (g 39 — piid S

L3 ol W5 s 4 S o ealinal IPVA 51 a0l 2l (oS 0 DS ol b= 5o 0T L &S laasls
S A5 Eoly pl pen o Ll o pledl I 3 La sl pl &5zl 51 0T geslizal 5 (S S0 sl
Db &S L5 S 5 e IPV6 Ol g L Ol Ld Jis Internet Engineering Task Force (IETF) Ole 5l Oliises
534S SIS bl oS S g s oa IPVS wndl il osls I3 anslr SLal 3 sl ipya Sl iy
A cbﬁ...u LS‘;'J‘A‘J")M-}@LS" U.Z‘}L.“f cw\.})b} °‘)J“"‘

lipve sl 39

:3,}: JL:U.-.’ ‘f’g}"");i ‘5‘*.65

S g2 L S Conl ol J:gﬁ:..'v‘ C,\.:.:\YA J\ ipvb Lol ol 0l J:.i..:..‘; e Y )‘ ipv4 c.J\.:.:‘JL;c PLY )jlﬁdw

e e Ol 23

2/128 = 340,282,366,920,938,463,374,607,431,770,000,000

oS qrrrn A > ool 3L Wls oS U8 o Sy US55 cnl 4 ool s laip address sl oy

3 g g 03y olanl IP w‘)JI Ol ke (e
NAT ) s eslanwl

VALID P 4 s b ozl sy, 5 Jls (gad 51 ous o sln IPVA (Ll e S sbolea
3550 53 bl (i s NAT ol oS vi"’u" Cl;,u'\ Valid 4 Invalid Lgl.au,ujﬂ Stox 5 L1, L8 plas Wl s

..sﬁfdo)béo;u;.w\ sjycj.,a'y&i\ Lg\ﬂL;in.subj) jwmw\lPVG
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:Broadcast ‘5l.au.o).ai Ohs bl

s 3l 5 e Broadcast i s, s Multicast gla sl sl (il bl cle w0 JSSs 5 cpl 5o

AL Anycast ; Multicast s Unicast @ 50 «
:Unicast

L e oslized e 5 e SO o b1 (gl 45 353 00 a8 ola sl 4

B dmuﬂﬁf ClB) ol Sl s Jlasl L6 unicast L;Lawjﬂ ¢ 544+ «; ‘Global unicast address
Aggregatable Address Ls sl ¢ cul & dal o IPVA 53 01 Blae g5 aced 5 (5l 15 &5z
JJ.JJL{:LLQ;- S Cowl ol &1&5@.&3,45,16 WMJ QTSUbnet J)/\\.Z.L.’LAM 454.)\.‘.1;&}9

SO PR ) KU UM § A5 P ol Interface cus 5 ot

3 bits 45 bits 16 bits 64 bits
001 Global Routing Prefix Subnet ID Interface ID

ol ot S 5 e Sl kb ol
5> Jlisl Sl & wulis e (s Site-Local unicast o L 1, a3 -zl Unique local address
.l IPV4 s Private U |OC8|L;LAJUJT O odus T.E.:.;J Lau,u)ﬂ ¢ ol s Sas 5 atdl |y el
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A sle S codInterface ID o oo SLL Co 105,50 5 s i a1 O Ygeme oS <ol ID

8 bits 40 bits 16 bits 64 bits
FD Global ID Subnet ID Interface ID

opl g ol s Jlasl LB 5 e s IPVA > o sax | Private L;uw)ﬂ 4 4. Link local address
sl 4L a Fe80::/64 Jslaa IPV6 3 (L 5 o 3wyl DHCP Server Cle )5 oS uu,wﬂ Rl sls jenass
obtain IPv6 address g4 ;5 4 &S Properties glosls 43S s ‘JU;T IP vﬁh.; <=L<;A 5 S s

)8 4 by e MACAddress 51 adls ulal 5 58555 55k 4 ele (e @S ) | automatically

dv\.:ad) LS“J" 9}«9\ LAJ)JT w‘ gJ.AJL;d uﬂw‘ &M:J CJ‘)S ‘L: IPv6 L)»:)JI '~§i Llnk-LocaI L}A'JJT L: ‘Lim;:

d;w)\}obtﬂlm\ J)ya&wbowgaﬁwduojf@

& sl Link Local sl ls 45 plaare W 5y, oS sl cpl b ool gr ol o e DS S

X link-local uwﬂ slls Lalnterface TL"S oS Aal andls 4 g5 (s oo Jlasl ina «lainterface
Loopback ::1 .il. :Special unicast address

:‘Multicast

U'l‘ E.,\..a)b )b:% ejjf&ijémo.:‘ 45.})..:154 oalanol cMWML}:LTJﬁA&iLUJ Ls‘j"

ol 0l 4.:;9; )‘j.; LAw))T L)'i‘ ‘}ALS d).l} cdel 3l DL ol 0l |pV4 Pr Broadcast g)‘.’.)‘<f.L> qu-)'ﬂ
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:Anycast

Ly G S35 3015 55 S 03 1) e K gm0 S 0 Oy 1 el 55, Jlis (61 L;‘“JUJT ol s
B e op i oLl (6l el e ysT Anycast sl e Al azils 1) Cost - 2eS 45 A4S o ol

3503 (6 S gag i 4 DLy Ho,m Lo G Do S CBREIL 5 5 e S 4 O

J.:.«SL;a odalin |, |PV6)|PV4LI:J‘_;L¢‘ Q)L&ﬁﬂ) d}.l;_-)é

IPV6

IPV4

363 Sl Slow &5 3TIYA Ol & Y 51 Slais

5)‘.,\.; &ngéﬁ&)w‘

Pl S P sl YY Ol w4 Y slatio

ol el £,748.,471V,¥47

&y e 4 NAT 3 u-UJ YL slaws il cle a

23 ad oslazal 0P A

oslazwl NAT Jg'."ﬁ)t’.J‘ J_ibt,aecﬁ:j_xmjl;b-«.,

DS

depw‘ w)JT LS‘)"’ LQQLJ:A Qj)} U'~J~| B
s O andl (S el Wl Sl SIS e oS

./\.:..S oslail Jg"jj‘i U'i\ BE) J\ﬁ.;‘jjdﬁ VA DHCP

3l bobse w JUJT osls ol (gl s
Q)}JQQ\Q}MeJu}ZM‘DHCP U9

LS syl s

Sy IPSEC (5 3ty S5 & Y55 orl o
IPSEC L3 O waS &0 (315 5 ool b 5 555 o0

oo

K J ssd 0 Slnis IPSEC 5 ST, ol o
35 eslizal OF 31 0l o a8 ol ool anS

LS o eslinal Ol ge &> “ ARP broadcasts I
Neighbor 5 Multicast 31 O gl S

ND (LS e o3lauI NDP Olea L Discovery Protocol

35 0 ARP S L-

sslizwl ARP G5 5 3 45 broadcasts 1 eslixa

J}JL;@

TCP, UDP (S oo lazio £ Y IS5,

TCP, UDP S o JSlziv £ 4N ISy, 5

J\.\.Sde u_aL.::Mi FTP, HTTP L;LQJ.(J)% Bl

J...SL;» L}_SL...MN" ~ FTP, HTTP 6[.!&&.{3}}:: Bl
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:ipv6 g ipv4 gld Header cglas

S pesle L= ipve CE\) 03 s o IPVE 4 o ol O35 Jodomy (G4 g2 IS oS 335 IPVA 4 S

.l IPVA
1Pvd Header
0 4 8 Ilz 16 Izo Iu P k1l
Version |HL | Type of Service Total Length
Identification Flags Fragment Offset
1Pv6 Header
0 q 8 12 16 20 24 36 %0 4 a8 56 60
| | | | | | | 12' |32 | | | | 152 | | 63|
Version| Traffic Class Flow Label Payload Length Next Header Hop Limit

:(..:.ML;«)\JB&UJ{ 340 VJ&L’ I, s Header -l ;s 550 50 slaas 5§ 51 G a
el 352 g0 IP (gased (GokasOLis 5 o34 o b ALS -l Version

9355 o o3l IPVE eSS o slsl 05 S jasein 5 il gla WIS O3 S asin sl Traffic Class

el G 8 01 Jsb

Gla S5y 5l S 4 el QOS 1 olaxiy OF la S5y 5l S wcl < 20 ald -l Jsb :Flow Label

s o a3 | eseie SIS Gb e SUlS 5 Wl IPVE s i

ol IPVE (gaay iy Jsb ol oS ol s 20 25 ol Jsb iPayload Length

.Zewl IPV6 > Header & Gokasolis oS Coul oy 8 WLs -l J 4b :NextHeader

OF 51 Sl a8 ol s s, 3ldas 055 yaseine (gl 45 ol S A AL ) J5b Hop Limit

U)J}&&VSQL‘U U'l‘)‘ UL‘M’:&{;ﬁ& 3 °‘JJ““’J'>JSJJ“§1).‘MQ:’.‘ ASL;:DJJQQ_}J@ >

J).J:ubeJ)}AM}MJJULiQMOJLQJUi‘ASvJLAJ
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ool e a3l (goiasoolis Source Address

sl dezie o5l (gotaasOlis DestinationAddress

:IPVGJAUA)U”J)TU:?JQJ
CJ)%MQTMJAASM‘@MW&L\-\WA)\L;@.W|°MJ:§JJC~3\Y/\)HPV6
IS PN e S R P s s e 3l Cand 2 () Loy SF G Sl sy Cewl hexadecimal

S e edalie ) Gl IPVE 4y by o S | Hexadecimal 4 slusl

Decimal Binary Hexadecimal
0000
0001
0010
0011
0100
010%
0110
0111
1000
1001
1010
1011
1100
1101
1110
15 1111

|l Nl 2|l w|w| —~| o=

[a—
=

[y
[y

[a—
b

[y
(8]

=
Ia

mlmlola|=|sle|le|vN|oun|ls|lwlwl =]

ot S oS andl (ol 5w A Gl 4SS s odalie | IPVE ooodl Sl g g e

————————————————————————————————————————————————————————————————————

2001:0DA8:E800:0000:0260:3EFF:FE47:0001

o= T T = e e Y Y e W W v e e e = A e M e s
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oS o st el 534S 315 3 gm 5 S 4 0T 03 S B S Sl by ala gt
a2l Sl 5l jauo B3> — Jgl Uy

:vﬁwdb\jsj\ssﬁ):x&j\t}épgﬁJ'Z))L'ﬁ\):

2001:0DA8:E800:0000:0260:3EFF:FE47:0001
2001: DAS8:E800:0: 260:3EFF:FE47: 1

D g Sy (5l jiu0 B3> — g Uy

Ly S Jais 5 o5 S Gl |y s i ASl 5 o o Cils 355 o pdir | 1 OIS G e ST s ol 03

S a5 R 4 e L3

2001:0000:0000:2260:3EFF:FE47:0001

2001:: 2260:3EFF:FE47:1

w@éﬁ)b)\)} ::McM‘JJ‘}V)Y w)sédibbjw L§L>A‘JJ‘C"§L;° OML\:«ﬂéj‘)de
JJ.JJLSA J@‘Jgf;ﬁjw‘}i%d&a‘lp &.‘:“)J ::L&Qj-ts‘)\ OJLE..Z‘M‘)[..’)J V.@JJS.L’

SEIP I o A w3 S o oslizw| SubnetMask of ,on 4 IPaddress I Lo LU 0UsL S1IPVA JAJU,U;T 33

r':“sd" oslizul Subnet Prefix 31 O gl 4 5 5,10 359 IPVE >

SINETID (godieS o Prefix w35 55 ceal Prefix O ( 35br 5 5,105 5 0 5 NETMASK 6l 4y (5 527 IPV6 3

.Cwwl HOST ID
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Net ID Host ID

2014:2015:0000:0000:BC02:0000:0001:0002/64

ol S b Jolre eg) j3 sde 8 538 W NETID & by, 1 QT)"J.:E&)J}JDL;@ g

:ipv6 LSLQU”JST é|93|
Unicast &y g0 40 a3 o5l sla s,
:Global Unicast _JS p.e

FP TLA-ID RES NLA-ID SLA-ID INTERFACEID
P o | s A T B s PIE s f1°
TS F ST VU bl 55 05,5 PUBLIC slaip (Format Prefix) sl IPV6 & Sokasylis FP

Lo, uile (S5 bl 4 oS dies WIP guuai.s (Toplevel Aggregator Identifire) Caéses TLA-ID

B R

Lo 58 ibe oS5 glalr 4 aS s (3 34 aes (slalP (Next Aggregator Identifire ) Cidses :NLA-ID

S oble 5 s gd asle (S5 glalr 4 4S dzen (63 34 e slaip (Site Level) Caises SLA-ID
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L PR S Sl aS W5,ls 5959 IPV6 ,5 ol slalp
LS jaseie |y Link-Local sl dalss o a8 cd ol K gldnl asiiol eysl G /128
S o bzl sl pl 5l s Sy peo 0 b s 82 5 Sl IPVA 3 0.0.0.0 Jslas e ysl ool 1:/0
G Gl 5 Sl 035 127.0.0.1 &0 4 ipVA 3 oS ol LoopBack sl Jsles eyl ol 1::/128
3y g 03l TCP/IP USG5 0 5 4K &S
ol 169.254.x.x J»);T 4 45 a5 sl Link Local Unicast u*‘)-’T FE80::/10
sl Multicast 4 b 4 10 LSLAJUJT FF00::/8
:Multicast (gl yu ST
sl e oslanal 5 sasS (gl 5 Lledl IPVA > Broadcast Q—iji-.'.[’.' uuﬂjﬂ o
DHCP s g jw 53 odlizasl (51,0 @
.ﬁ:;'-j.oTIPV4 3 Broadcast & 50 4.3;)’@3 Slajsy 5ol ool o
S sblale ¢l e

9 o

default Gateway « .l FF00:/8 &) 50 4 4S5 LS o oslitwl Prefix X sy S A L“JUJT gl e

Bl s LIS (6l

S e edalin ) g lay s o 1SS (sl multicast slaip gl s Jsd>= s

Address Oles &
02111 e slaaSa i s e S (saan
ff02::2 e laasls s sl ) (“*—7
ff02::5 OSPFV3 4 b 5 1o spf o, 5501 51
ff02::6 OSPF |SG5 0 ;3 DR (sls 55, (sann 4 by 0
ff02::8 IS-1S JSS s, 4 b s e
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£f02::9 RIP IS5 40 by
ff02::a EIGRP S5, 40 b g 10
ff02::d Protocol Independent Multicast (PIM) ss 55, 4 b 5
ff02::16 RFC 3810 5 sdiciy =5 MLDV2 & b g 0 55158
ff02::1:2 e (45 53 LaReal Agent 3 DHCP (sla )5, (s
ff02::1:3 3 LLMNR (Link Local Multicast Name Resolution) (a(U 5ue (’L“S
e (SaS

ff05::1:3 e (45 ol J3DHCP (sla 5 o (Saan
ffOox::c Service Discovery Protocol « b 4 ,s
ffox::fb Multicast Domain Name System (DNS) 4 b 5
ffOx::101 Network Time Protocol « b 4 .

stateful Auto configuration
stateless Auto configuration
EUI-64

s 15 pss S W 5 ealinal 15 0T 51 o 1 5 S o ol |y ool gy VYA &S IPVE S iyl 3

J}JA& obm‘ﬁ) QDJ&)J%-\i)J}Jd«)‘KU u”)bi&i‘)‘w’-\i ‘&"-3“;5""-3.")‘5;;‘ oaleul

&S o oslizal IPVE 5 CiodS Mac sl 51 L 5558 CoodS w P Osls olanstl (gl 5, oy onl Lo

5, o o&xws Mac address L;;”jlajrj:c,.ﬁ'\ij>ﬁ¢>)lj&w>;;)j~a4.gdj\w'\iASQJML-).:\@

Dk wdiS 5 Gl s by a5 g0 4 il 0 IPVE

‘Stateful Auto configuration

:Stateless Auto configuration

:‘EUI - 64
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Mac sl Javs 53 FFFE lids 51 JSKoe ol = (gl ol 2o £A Mac sl Lol 5 e =

Sy ol sy g oSaws 0 o 5 g0 UUJT S S opla 5 AiS e eslina

v.:ASLf obw‘ﬂ) w)JT)‘jr_ij.&Lﬁﬂ g)"“‘.!'gj.:“'.’.‘ DJ‘) ‘L);-j) w“bw}bT ‘_}JJSD)‘j LS‘J"SMA
Router(config-if)# ipv6 address 2011:1111:11::1/64 eui-64

S edalis | ol U,UJ (=5 s Show IPV6 Interface Berife ;s b 03 S 5505 1, u”)-’T 4ol A

Static Address Mac Address

2011:1111:11:0:2D0:97FF:FE51:6A02

oslaial L 5 40 oK Mac U.UJT)'\ cQTQJJSJAlSLS\J.; £9> Coad )3 LS 0 odalie a5 b0k

CA.M:‘ OJJS

IPV6 g IPV4 10 S g Sl NG
Application layer attacks -\
Rl 3L S e gl S e e s s BB S (Gla g e b Sl el i ol o
SUIPS 3545 51 (5 Kty s Sl o3linal b 5 ASA iile gzl (glaolSanss G b 5l b ooles &
38 6 A

Unauthorized access - Y

wﬁswctﬁpM‘ﬁ@@wﬁbojleJQ}J{ASLJ\JJKJLSJ\JE\JJM&L&@)J
JolS sb 4 LS nl 3 S ARA 1le Copa Sl Glantenn Sl eslial OF - oy oS il 4l

))&JAJGU‘)L:.:Ls.»f“.w.}LS‘J.:JJ)LSJAJJJL;OQ,J«Luwtyuﬁ‘)‘obw‘cﬁbﬁw)fbQT

W M\,}@J@“&:J\ﬁ);@M>¢¢@\@)>6&u>;w¢ujupmb
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Man-in-the-middle attacks

Ly os erlee o g5 Rl s s el (- Bucket Bridge Attack flj L Sbe 50 O
LS o o3lital gt Sl 03,531 Cowdy gl 5 ool Sla i 3l 5 a3 o 13 s 53
e US55 3 Ol Sras nl 3 S sl Sl sty et O oolis ol b s oS
5,5 ilwesly ol ol s 4 by 0 aSY AN 51y Cusa Il g5 S Clabloes STP

Sniffing or eavesdropping

S Sors SE e s il 03 ol 4 35 e el e Bl il Ol e 4 ale g5
content- <ol 5l eslizal b |y bags s L5 o0 G b Of 5 5 uS e Sniff Mol 3 L5 s e
S aS Jlayl a5 slac, g (saen o |y 5550 slaFrame LS 5.2xe addressable memory (CAM)
gise 03 Rl Ol il s Sl (Gl iy I Sl g 355 0 ol sl e ]
5959 03l 5 558 Jlad jl=s MAC address G oy o 55 U S Jlad | Port Security s 5
(23S Lo /)Le Sy90 ol ool el ol aly 555> MAC Address

Denial-of-service (DoS) attacks

o e opl ) ge 3 3y S I s e s S Ll g5 0 S DOS L s 5 SIS Ve
Aoy JolS oy go a1y s T35 ko OF 51 (68 s (610 (s S o U3 sl Jd
bl s 9 ASA Iy 0 3 r—:’.‘ﬁsd")lsdﬁ‘ Slp S Ll yasin S Slie SIS U s S
(..:5 oslazul IDS

Spoofed packets

S5 sk sl o oy op g 45 S oo Goo B 4K o 1y e slaaie 0 lgs S 555 0l o
Lide aSid Jo0s 51 S o losl a8 SC31 5 IS ol b el 4 0 (93555 Sl 5 038 2k o 5
Attacks against routers and other network devices

0L A laslKaws 03,8 Jhgpelst 5 4 53 Goa,e b Sl 5 Sledst 03 S Jlad 8

e O1 31 05l
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SRIP JSJg 9 40 ipv6 ) ooliiw!
A5l 3 LLIPVE 3l eslizal gl 5 RIP 03 S Jled (gl el o IPV6 (gl o RIPNG Ol e L L RIP ISS 5
s%ﬁ&,,,\m&wruﬁm@mdw Iy Camd opl S1.0S Jled | ipv6 unicast-routing (s ,IS
IPV6 sl s RIP [T 5 105 somed b day o dS |l 1y s cpl 5 o 51 L3 ey el Jlab ipv6 Routing
25 o0 I

ipv6 router rip RIPNG
I RIP b gl b el G5 ol oslite a3 S o o a0 RIP (gl a8 S Sl sz b g2
Jd 5l day S 3505 1 (6503 el a5 o Lok 5 023 S 03l RIPNG ol 515 sies ) 3 oS (S
s b g o b 0l 3515 b oS iy S RIP 3 1) s 4 Jeate (glaaSis oS s 3 S RIP O
:ﬂj%y@‘m;sdwu@j;;i\@\w,\)mpj

R1(config-rtr)#int s0/1

R1(config-if)#ipv6 rip RIPNG enable
) oles S sl SL3 &S RIPNG U L RIP IS5 55 5 ik SO/T gl 3505 A0S o sdalin &5 5b0kos

.Csl UDP J&;‘jﬁBSZOLRleg ﬁ}ﬁé‘f@)ﬁéb)w

:RIP NG (5l 3o JUo

Fa0/0 Fa0/0 Ug Fa0/1 Fa0/ou§ Fa0/1 Fa0/0

R1 R2 R3 R4

oS Il [ RIP OT31 day 5 oals IPVE g5 3 o3l o pd 2l s el o Jle ol s
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S Dl 5 o 5 st o R S5 300
R1l#conft
R1(config)# ipv6 unicast-routing
R1(config)# ipv6 router rip ripl
R1(config)# int f0/0
R1(config-if)# ipv6 address 2011:111:12::1/64

R1(config-if)#ipv6 rip ripl enable

IPV6 Routing o.s Jlxd Cely ipv6 unicast-routing siws b Jsl (gad> 0 55 AiS o sdalice a5 5b0ka
23S 3505 15 abs e IPVE 030 5 e e 2l 3505 (3,8 i a3 RIPL 6L L I, RIP O 3l ey
1 5 a3 S 3ol ol Y 5\ Sy o aS b S, Sesled Ol 4 LY S ol &5 gl sl ol
rl S5 eSSl RIPL oL L oS 1 Rip JSS5, oa 51 55 ol e il cpl ae (Soslet o

S e b e 2]

oS o Dl b 3 o5 5 s R S5 300
R2#conf t
R2(config)# ipv6 unicast-routing
R2(config)# ipv6 router rip ripl
R2(config)# int f0/0
R2(config-if)# ipv6 address 2011:111:12::2/64
R2(config-if)#ipv6 rip ripl enable
R2(config)# int f0/1
R2(config-if)# ipv6 address 2011:111:23::1/64

R2(config-if)#ipv6 rip ripl enable

.ﬁ)ﬁ))‘jC)}Liuu,u)bijﬁbjsdla_élep IS bzl 33 8 53 R2 s
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R3(config)#ipv6 unicast-routing
R3(config)#ipvé router rip ripl
R3(config-rtr)#int f0/0

R3(config-if)#ipv6 address 2011:1111:23::2/64
R3(config-if)#ipv6 rip ripl en
R3(config-if)#ipv6 rip ripl enable
R3(config-if)#no shutdown

R3(config-if)#int f0/1

R3(config-if)#ipv6 address 2011:1111:34::1/64
R3(config-if)#ipv6 rip ripl enable

Router(config-if)#no shutdown

Router(config)#ipv6 unicast-routing
Router(config)#ipv6 router rip ripl
Router(config-rtr)#int f0/0

Router(config-if)#ipv6 address 2011:1111:34::2/64
Router(config-if)#ipv6 rip ripl enable

Router(config-if)#no shutdown

S 0 RS s 5 st e R3 S5 300

St ) 3 o5 5 st o RA S, 500

R1(config-if)#do ping 2011:1111:34::2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2011:1111:34::2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1
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V*SL;“ o3zl 3 gxees Slipve s Kss, Jsd> oles &l 2

R1#show ipv6 route
IPv6 Routing Table - 5 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
I11-1SIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ONZ1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
C 2011:1111:12::/64 [0/0]
via ::, FastEthernet0/0
L 2011:1111:12::1/128 [0/0]
via ::, FastEthernet0/0
R 2011:1111:23::/64 [120/2]
via FE80::290:CFF:FEA4:8B01, FastEthernet0/0
R 2011:1111:34::/64 [120/3]
via FE80::290:CFF:FEA4:8B01, FastEthernet0/0
L FF00::/8[0/0]

via :z, Nullo
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&b o3lg
IS5 LSS il ) sS3) cpl el (3%56bit) s VW (6,0 5a, Al 3 S Triple DES L 3DES

"\‘iﬁgd"(’AQJL&”J?}S(":‘J}Q‘L“V;’J){J‘C)’J‘“‘DJ“;J rl?u‘d\.lz-fM)b‘\S@‘oM

o s Sl IS aS couledd | U5 Authentication, Authorization, Accounting Cewd 4 51 AAA

.M)L;a (:L>u\ \) GG) C,.:.:?j s D
el 4S5 55 TACACS+ 5 RADIUS beds (¢l > J s2us AAA server

5 RADIUS Sloust (gl >l J gt &S sSews OS5 4 aisho ng\;_él(ajj Access Control Server L ACS

.Cewl TACACS+

Ol gl (Sl s L 5 aS ol 18I 5l 4 iy Lsls S Advanced malware protection (AMP)

Sl sl > b FirePower il

slasslul 55 of Glaals o ol & ylize LIS S 55 ("':'i)jij\ S Advanced Encryption Standard L AES

LS o e 2S5 slacaal g5 3l eslanad L Sa Ol 53 &S alem ¢ S Amplification DDoS attacks

S Jl) date SO w1y ate (9005 slaws
ol DI 5 Gl g8 5 S Jon) Sliel e a5 AN Lo 23 S antispam filters
534S S8 4 aSSSL S IPSEC (sla [T g 5l eslinal b el BLS ) sbsl (6l 0 w5 w S AnyConnect
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